
DepthVanish: Optimizing Adversarial Interval
Structures for Stereo-Depth-Invisible Patches

Yun Xing1,2,5∗ Yue Cao5,6∗ Nhat Chung5 Jie Zhang5 Ivor Tsang5,6
Ming-Ming Cheng2,3 Yang Liu6 Lei Ma1,4 Qing Guo2,5†

1 University of Alberta, Canada 2 VCIP, CS, Nankai University, China
3 NKIARI, Shenzhen Futian, China 4 The University of Tokyo, Japan

5 CFAR and IHPC, Agency for Science, Technology and Research (A*STAR), Singapore
6 Nanyang Technological University, Singapore

Abstract

Stereo depth estimation is a critical task in autonomous driving and robotics, where
inaccuracies (such as misidentifying nearby objects as distant) can lead to danger-
ous situations. Adversarial attacks against stereo depth estimation can help reveal
vulnerabilities before deployment. Previous works have shown that repeating opti-
mized textures can effectively mislead stereo depth estimation in digital settings.
However, our research reveals that these naively repeated textures perform poorly
in physical implementations, i.e., when deployed as patches, limiting their practical
utility for stress-testing stereo depth estimation systems. In this work, for the first
time, we discover that introducing regular intervals among the repeated textures,
creating a grid structure, significantly enhances the patch’s attack performance.
Through extensive experimentation, we analyze how variations of this novel struc-
ture influence the adversarial effectiveness. Based on these insights, we develop
a novel stereo depth attack that jointly optimizes both the interval structure and
texture elements. Our generated adversarial patches can be inserted into any scenes
and successfully attack advanced stereo depth estimation methods of different
paradigms, i.e., RAFT-Stereo and STTR. Most critically, our patch can also attack
commercial RGB-D cameras (Intel RealSense) in real-world conditions, demon-
strating their practical relevance for security assessment of stereo systems. The code
is officially released at: https://github.com/WiWiN42/DepthVanish

1 Introduction

Depth estimation is a crucial component in safety-critical embodied systems like autonomous
driving [6] and robotics [3], where accurate perception of the 3D environment is essential for
reliable operation. Investigating the errors in depth estimation, such as mistaking nearby objects as
distant ones in safety-critical embodied systems [30, 5, 38, 8, 20, 42, 41], can provide critical insights
for safety practices. Most existing works focus on the security vulnerabilities of monocular depth
estimation, which relies heavily on scene priors from single images. Stereo depth estimation, on the
other hand, utilizes geometric constraints and typically provides more robust and metrically accurate
results, making it attractive for high-stakes applications.

However, despite this inherent advantage, recent studies revealed that DNN-based stereo pipelines
remain vulnerable to adversarial attacks, as carefully crafted pixel-level perturbations [31, 1] can cause
substantial disparity estimation errors. Nevertheless, previous works have primarily addressed digital
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Figure 1: Baseline (Stereoscopic [1]) vs.our DepthVanish on attacking RAFT-Stereo [19] and Intel RealSense.

attacks utilizing full-image noise, which are impractical in real-world contexts due to constraints like
limited patch size, varying viewing angles, and dynamic lighting conditions,etc.As illustrated in the
�rst row of Fig. 1, when applied as a physical patch, the existing Stereoscopic [1] fails to effectively
attack RAFT-Stereo and Intel RealSense. This lack of physically realizable and generalizable attack
methods presents a signi�cant limitation in evaluating the robustness of stereo systems, particularly
as stereo estimation continues to be deployed in real-world, safety-critical applications.

In this study, we address these limitations by introducing the �rst adversarial patch attack that is
effective in both digital and physical settings against widely deployed deep stereo depth estimation
models (Fig. 1 second row). Fundamentally, we discover that adding regular intervals among repeated
textures to form a spatial structure shows great potential for improving the attack effectiveness and
enables digital-to-physical transferability. Through systematic analysis, we show how interval spacing
in�uences the attack success. These insights inform a novel optimization pipeline that jointly designs
patches' texture and structure to achieve high attack effectiveness across models and deployment
settings. Thus, we propose a novel optimization pipeline that co-designs both texture elements and
interval structure for generating adversarial patches that¶ remain effective when physically printed
and inserted into real scenes,· work across diverse datasets and environments and¸ generalize
across different stereo depth estimation models, including commercial RGB-D sensors,i.e., Intel
RealSense. In summary, our contributions are as follows,

• We introduce the �rst adversarial attack that is both digitally and physically effective for
deep stereo estimation models including the advanced RAFT-Stereo and Stereo Transformer.

• By conducting a comprehensive empirical study, we discover that regular interval spacing
among repeated textures signi�cantly improves the patch attack effectiveness and its real-
world transferability over naive texture repetitions.

• We develop a joint optimization algorithm,i.e. DepthVanish, that co-designs the texture and
its spatial structure within the patch to maximize the digital and physical attack effectiveness.

• By physically evaluating our patch, we expose severe safety concerns of existing stereo depth
estimation systems and highlight the emergency of practical model robustness enhancement.

2 Related Work

Stereo depth estimation.Stereo-based depth estimation is a technique that infers scene depth from
visual correspondences, which captured as disparity maps, between pairs of stereo images in various
applicable settings [23, 35, 2, 25, 24, 15]. Traditional methods typically follow a multi-stage pipeline
involving the computation of matching costs, cost aggregation, and optimization to predict and re�ne
disparities [26, 4, 33, 10]. In contrast, recent advances have incorporated deep neural networks [29],
enabling end-to-end learning of feature representations for correspondence matching and direct
prediction of disparity and/or depth. In particular, CNN-based methods [4, 12, 34, 39, 22, 27] typically
build 3D cost volumes from shared-weight feature encoders, attention-based models [18, 11, 28, 14]
employ vision transformers to model global correspondences and disambiguate dif�cult regions, and
iterative re�nement methods [19, 16, 32] apply a recurrent update operator to progressively converge
on the �nal disparity, avoiding the memory-intensive 3D cost volumes. Compared to monocular
methods [36, 37], stereo offers improved robustness by leveraging geometric constraints from dual
viewpoints, but still faces challenges in low-texture and repetitive areas [40, 21].

Depth estimation attack. Due to their effectiveness and capability for real-time performance,
depth estimation systems have become essential components of safety-critical applications such
as autonomous driving [6] and robotic navigation [3]. Monocular depth estimation models, in
particular, have been extensively studied under both digital [30, 5, 38] and physical adversarial
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