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Abstract

Face recognition is essential for identity authentication, but the rich visual clues in
facial images pose significant privacy risks, highlighting the critical importance
of privacy-preserving solutions. For instance, numerous studies have shown that
generative models are capable of effectively performing reconstruction attacks
that result in the restoration of original visual clues. To mitigate this threat, we
introduce FracFace, a fractal-based privacy-preserving face recognition frame-
work. This approach effectively weakens the visual clues that can be exploited
by reconstruction attacks by disrupting the spatial structure in frequency domain
features, while retaining the vital visual clues required for identity recognition. To
achieve this, we craft a Frequency Channels Refining module that reduces sparsity
in the frequency domain. It suppresses visual clues that could be exploited by
reconstruction attacks, while preserving features indispensable for recognition,
thus making these attacks more challenging. More significantly, we design a Fre-
quency Fractal Mapping module that obfuscates deep representations by remapping
refined frequency channels into a fractal-based privacy structure. By leveraging
the self-similarity of fractals, this module enhances both recognition performance
and defense strength, thereby significantly improving the overall robustness of the
protection scheme. Experiments conducted on multiple public face recognition
benchmarks demonstrate that the proposed FracFace significantly reduces the vi-
sual recoverability of facial features, while maintaining high recognition accuracy,
as well as the superiorities over state-of-the-art privacy protection approaches.

1 Introduction

Face recognition (FR) leverages distinct facial features for biometric identification and is increasingly
integrated into security applications such as mobile unlocking, access control, and border security.
With the growing deployment of face recognition systems, privacy concerns have intensified, as
intricate visual details in facial images may serve as rich clues for potential attackers. To tackle
these issues, privacy-preserving face recognition (PPFR) has emerged as a solution. PPFR protects
personal data while retaining the essential functionality of recognition systems by modifying facial
data to prevent the reconstruction of the original image, thus balancing privacy with practical utility.

Existing PPFR schemes are generally classified into two categories: cryptographic approaches
[13, 19, 23, 25, 8, 52], and non-cryptographic approaches [43, 27, 3, 14, 42, 21]. Cryptographic
methods aim to secure facial data by encrypting features or performing recognition within the
encrypted data. While these methods have a solid theoretical foundation, they are often hindered
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by high computational costs, limited data usability, and challenges in scaling effectively for real-
world applications44, 57]. Recent transformation-based, non-cryptographic PPFR methods achieve
low latency and computational ef ciency by suppressing facial visual det2®}s However, the
inherent connection between identity and appearance features makes it challenging to balance
recognition accuracy with privacy protection, often leaving residual visual clues that can be exploited
in reconstruction attacks, with privacy risks remainiti§,[50]. To mitigate these issues, the precise
selection of frequency domain channels has become essential. Existing approaches typically retain
only those most strongly correlated with identity recognition, aiming to mitigate the suppression
of high-frequency features by low-frequency channels and to emphasize the contribution of high-
frequency component28, 15]. However, we observe that the root of this issue lies in the inherent
sparsity of the frequency domain, where identity-related information appears only in a few dominant
components, sparsely scattered across both low and high frequency chahdfsliis sparsity

is not adequately addressed, there remains a risk of inadvertently leaving behind exploitable visual
clues for potential attackers.

To overcome these challenges, we propose FracFace, a novel privacy-preserving face recognition
framework built on two core components designed to re ne frequency domain processing and disrupt
potential visual cues. To address privacy issues arising from frequency domain sparsity and residual
visual cue leakage, we present the Frequency Channel Re ning (FCR) module, which selectively
attenuates frequency bands to signi cantly diminish visual cues unrelated to identity while preserving
key features essential for recognition. Furthermore, to enhance defense against reconstruction attacks,
we propose the Frequency Fractal Mapping (FFM) module, which remaps the re ned frequency
representation to a fractal structure space, disrupting the continuity between spatial and frequency
channels. By introducing structured perturbations rather than random noise, FFM fundamentally
obfuscates the visual cues. The combined effect of these two modules reduces visual sparsity and
enhances resilience against reconstruction attacks by generative networks, strengthening privacy
protection. This paper makes the following contributions:

« First, we propose a novel fractal based framework for privacy preserving face recognition
that disrupts spatial regularities in the frequency domain, thereby suppressing visual clues
that can be exploited by reconstruction attacks.

» Second, we present a systematic frequency channel re ning method that reduces sparsity
and suppresses non-identity features, and introduce an innovative use of fractal structures to
disrupt frequency continuity and enhance reconstruction resistance.

* Third, FracFace improves attack resistance by 15% to 60% under both white box and black
box reconstruction scenarios compared to existing privacy preserving methods.

2 Related Works

Face Reconstruction Attacks.Face reconstruction attacks, especially those using deep learning,
present a signi cant privacy challenge. These attacks are typically classi ed into optimization-based
[36, 37], and deep learning-based meth@&#s[34]. While optimization-based attacks iteratively

re ne inputs using feedback from face recognition systems, deep learning-based attacks improve
ef ciency by learning inverse mappings from facial features to images. U-B&thjas become a
widely used model for image reconstruction, attributed to its effective encoder-decoder structure
and high reconstruction quality. Early studies by Zhmoginov et%] §nd others utilized deep
neural networks to convert facial embeddings into high-quality images, while more recent approaches
like those by Cole et al4] and Dosovitskiy et al. 7] focused on generating images directly from
these embeddings. In deep learning-based attacks, StyleGANE] with its stylized generator
architecture, enables precise control over facial feature reconstruction. StyleGAN's ability to generate
face images nearly indistinguishable from the original poses signi cant privacy risks. Applications
like TediGAN [47] and LAFITE [58] further enhance face generation and editing by manipulating the
latent space, demonstrating high delity in reconstruction. Beyond GAN-based inversion, diffusion
models §9, 16] provide powerful priors that enable adversaries to plausibly recover identity-bearing
details. Specially, PGDiff49] enforces high-quality structural and color priors during reverse
diffusion, enabling robust reconstructions under complex or composite corruptions and thereby
amplifying privacy risks. These advances highlight the growing ef ciency of deep learning attacks
and the pressing need for stronger privacy protection solutions.
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Figure 1: Re ning targeted frequency channels: An illustration

Privacy-preserving Face RecognitionFR has become a predominant biometric modality for identity
authentication. While state-of-the-art method8, [6, 40] achieve remarkable accuracy, the increasing

risk of privacy leakage has brought growing attention to privacy-preserving face recog@gjon |

The development of deep neural networR6][and generative adversarial modef fias greatly
exacerbated the risk of reconstruction attacks. Recent advances in PPFR have shown promising
progress, with existing methods broadly categorized into cryptographic and non-cryptographic
approachesl) Cryptographic techniquesuch as homomorphic encryption (HEY], differential

privacy (DP) B3], secure multi-party computation (MPC)][ and cancelable biometrics (CBj][

offer robust theoretical privacy guarantees. However, their real-world applicability is hindered
by substantial computational overheads, particularly when deployed on resource-constrained edge
devices R7]. The substantial computational demands of these methods introduce signi cant delays,
rendering them impractical for real-time face recognition systems where both speed and ef ciency
are critical [L5]. Consequently, while these cryptographic solutions promise strong privacy protection,
their practicality and scalability in real-world applications remain a signi cant challeBgilon-
cryptographic approachegspecially transformation-based techniques, have been actively explored
as lightweight alternatives to cryptographic schemes. These methods apply deliberate transformations
in the image or feature domain to obscure sensitive attributes while preserving cues that are essential
for distinguishing identities. To achieve privacy protection, Wang etd]. émployed a channel-wise

shuf ing and mixing strategy in the frequency domain. Mi et &7][extended this view, emphasizing

the complementary role of diverse frequency bands and advocating their joint use. Building on this,
Mi et al. [28] randomly selected and ltered a subset of frequency-domain channels to reduce visual
cues. Later, they proposed a subtraction-based megtgpdyhich generates privacy-preserving face
images by reconstructing frequency features from the residual between the original and generated
frequency domains. Ji et al.14] introduced a learnable privacy budget for adaptive trade-offs
between privacy and utility, while Yuan et al5(] devised an obfuscation method operating in

the frequency domain that balances attribute suppression and visual interpretability. Most recently,
Jin et al. [L9] retained two key frequency channels and employed gradient-based reconstruction to
synthesize structurally complex features resistant to inversion.

Nevertheless, despite their practical effectiveness, these methods remain vulnerable to advanced
reconstruction attacks. Zhang et &1] suggested that many approaches rely on unrealistic privacy
assumptions, which compromise their reliability. Shahreza et34], fiirther demonstrated that
generative models can learn mappings from facial templates to latent spaces of pretrained generators,
enabling high-resolution face reconstruction. In addition to this, our evaluations show that models
like U-Net [38] and StyleGAN [Lg] can still recover realistic images even with partial frequency
corruption (see Sec. 4.3 for more details). This stems from a core issue: although visual cues can
be explicitly suppressed, the inherent sparsity of frequency-domain features often preserves global
structures and local consistencies, allowing generative models to reconstruct the obscured content by
exploiting residual information and frequency patterns (see Fig. 1 and Sec. 4.3 for more details).

3 Methodology

This section presents the technical design of FracFace, that fundamentally reduce privacy leakage in
frequency-based face representations by targeting not only visual cues but also the structured patterns
embedded in frequency embeddings. The overall pipeline is illustrated in Fig. 2.



Figure 2:The pipeline of proposed FracFaceFracFace rst projects input face images [3,H,W]

into a frequency domain representation [192,H,W] via BDCT. Subsequently, band attenuation is
applied to selectively suppress redundant frequency channels, obtaining the shape of [162, H, W].
These features are then re ned through FCR to extract a privacy-protected subset of shape [81, H,
W]. FFM is subsequently applied to disrupt spatial regularities, generating fractal identity tokens that
are stored for recognition while enhancing resistance to reconstruction attacks.

3.1 Overview

Unlike previous work that mainly suppresses raw facial visual cues, FracFace introduces a novel
transformation perspective that disrupts spatial regularities while preserving identity discriminative
features. Such structural-level protection maintains reliable recognition performance and substantially
mitigates the risk of visual reconstruction, thus achieving a strong balance between privacy preser-
vation and recognition accuracy. We present two core modules. éa@oys a re ned selection

of frequency domain channels to reduce feature sparsity and mitigate visual cue leakage, while
preserving identity-discriminative informatior-FM transforms frequency domain features into

a fractal space characterized by self-similarity and local chaos, enhancing irreversibility without
compromising recognizabilityrThese modules operate at two levels, channel selection and structural
mapping, embedding frequency-domain features into a fractal-based framework to strike an optimal
balance between privacy preservation and recognition accuracy under constrained channel conditions.

3.2 Frequency Projection

Given an input facial image 2 R® " W we rst normalize it into the[0; 1] range and apply

an upsampling operation with a scaling factoto obtainl . The upsampled image’ is then
transformed into the YCbCr color space, yieldivigz R® ™ ™ which better separates luminance
and chrominance information. Next, is partitioned into non-overlapping 8 blocks, and a
Block-based Discrete Cosine Transform (BDCT) is independently applied to each block, resulting
in a localized frequency representatigr? R3 64 % ™. This transformation decomposes local
spatial structures into 64 orthogonal frequency components, ordered from low to high frequency. For
each channel, we denote the set of low-frequency componefis asS and the high-frequency
components ab,, S, whereF, [ Fy, = SandF,\ F, = ;. This decomposition into re ned
frequency bands lays the groundwork for subsequent privacy-preserving mechanisms.

3.3 Frequency Channels Re ning

Frequency Band Attenuation After mapping the image to the frequency domain, the image features
exhibit signi cant sparsity. As illustrated in Fig. 1a, the low-frequency channels contain the majority



of the energy and visual information. However, this also results in components associated with low
frequencies retaining substantial characteristics of the lower frequency bands, thereby suppressing
the contribution of channels in the higher frequency range, as shown in Fig. 1b. To address this
issue, we propose the Frequency Band Attenuation (FBA) mechanism, which selectively weakens
the contribution of channels corresponding to low frequencies and reshapes the frequency features
to better balance privacy protection and identity representation. Speci cally, we adopt a three level
pruning strategy, where frequency channels are grouped int®sd®s; P3, each corresponding to a
distinct frequency range. The nal pruning space is de nedPas P; [ P, [ P3. Next, we perform

the channel removal operation on the frequency domain fe&tuesulting in a re ned frequency

channel se8® = PrundS;P), whereS® 2 R3 162 " "~ represents the feature tensor after
frequency band attenuation, with redundant frequency components removed, effectively reducing
the risk of privacy leakage. The channel selection removes those associated with sensitive visual
information, such as skin color, lighting, and expressions, while retaining those crucial for identity
recognition with low visual sensitivity to ensure accuracy. After applying the FCR mechanism, as
shown in Fig. 1c, the re ned low-frequency channels no longer suppress high-frequency contributions,
and instead, as seen in Fig. 1d, each channel independently highlights its unique contribution, leading
to a more balanced and robust feature representation. We also utilize t28NB gvaluate the
sparsity of frequency domain channels (see detailed analysis refer to Appendix A.1). Unlike Mi
et al.'s PartialFaced], our frequency band attenuation strategy balances identity recognizability
and privacy protection, addressing frequency sparsity and weakening visual cues exploitable by
reconstruction attacks.

Retain Discriminative Identity Features To further re ne the frequency band structure, the at-
tenuated frequency domain channels are partitioned into two grq@¥8; S®) = indexS9),

whereS® ;S@ 2 R 81 "% " This strategy allows the assignment of different priorities to the
frequency bands, enabling more granular privacy control (see Algorithm 1 for details).

3.4 Frequency Fractal Mapping

In our proposed FFM mechanism, the fractal kel and the fractal latticé o are randomly
initialized, serving as the foundational components for subsequent fractal transformations. The
fractal kernelM and the fractal latticd ¢, both of sizem n, are initialized such tha¥lg is
populated with random integers drawn from the rafigen  n], introducing structural diversity,

while Ly de nes the relative indexing order of the elements within the fractal kévhel The initial

fractal gridF is directly set ad/ o, thus initializing the fractal mapping. The fractal transformation
proceeds iteratively, where at each step, a new fractal magpirig constructed by combining

the previous mapping, 1 with the foundational mappinii o, scaled by a factor, = 32, This

scaling factor controls the expansion of sub-blocks within the fractal structure, and each element of
the new mapping is updated as:

Feli1=(Mo[i;jT 1)« + Fi aliij]; 1)
wherei andj index the mapping elements. This iterative process progressively re nes the fractal
structure, with each layer increasing in both size and complexity. To maintain structural coherence
across scales, a correctibha, = Fx 1 is applied at certain layers to mitigate misalignments
introduced by scaling. The process continues for a prede ned number of iterations, ultimately

and complex fractal structure that effectively mitigates sparsity while preserving essential identity
information. Building upon the recursive fractal construction, the proposed FFM forms a non-
invertible, nonlinear index transformation through iterative integer-based perturbations, as formally
de ned below. LetMg 2 Z" " denote the initial index matrix. We de ne theth layer fractal
mapping recursively as:

X
FIl=Mo+ (W 1) 5 = Bb; 1=1; )
i=1 j=1

whereh is the expansion factor at thieh fractal layer, andr ! denotes the positional encoding
mapping for channel reordering. This recursive structure highlights the layered composition of
FFM, in which discrete integer perturbations are progressively accumulated in a nonlinear fashion



Table 1: The performance of privacy protection methods in terms of face recognition accuracy. The
space-time domain is denoted By the frequency domain bly;, and the fractal domain by,
respectively. Green indicates the proportion at the given privacy-protection level (see Appendix A.3).

LFW CelebA AgeDB CFP-FP CALFW CPLFW 1JB-B 1JB-C . .
Method Domain Protection Venue
(%) (%) (%) (%) (%) (%) le-4 1e-5 le-d le5
Arcface [6] 99.73  95.35 97.99 96.83 95.89 9459 94.81 91.98 93.69 92.41 S 0% CVPR-2019
Arcface-FD [48] 99.81 96.45 98.27 97.18 94.69 95.03 93.68 90.53 95.89 94.92 S 0% CVPR-2020
PPFR-FD [43] 99.39 93.49 97.99 95.53 95.69 90.62 93.67 91.12 9473 9249 F; 3% AAAI-2022
Duetface [27] 99.81 92.13 96.17 93.24 95.18 92.19 92.63 90.32 9528 94.16 F; I ACMMM-2022
PartialFace [28] 99.82 95.64 95.03 98.10 94.83 95.61 9248 9159 93.85 93.96 Fy E— ICCV-2023
Minusface [29] 99.79  95.89 96.03 96.94 95.93 92.89 93.89 939591 94.96 Fi %) CVPR-2024
PRO-Face C [50] 99.29 91.69 93.79 95.63 89.44 90.65 88.38 83.27 90.89 89.94 F; I 0% IEEE TIFS-2024
FaceObfuscator [15] 99.70  94.36 96.79 98.82 94.84 95.42 9290 92.18 94.43 93.58 Fi — USENIX-2024

FracFace (ours) 99.69 9591 97.76 96.14 93.92 93.16 9242 90.73 94.09 9226 S! F;! F, ——m— NerulPS-2025

through scaling and base multiplication. To establish the nonlinearity of the FFM transformation, we
demonstrate in Appendix A.2 that it does not satisfy the fundamental properties of linearity, namely
homogeneity and additivity, and the irreversibility. (see the Algorithm 2 for implementation details).

3.5 Identity Privacy Preservation

We present a privacy-preserving identity recognition framework where facial images are rst pro-
cessed through FFM and uploaded as irreversible obfuscated features. These features are structured
via candidate feature sets to ensure uniqueness and non-replicability. While retaining suf cient
identity-related cues for recognition, they are mathematically and structurally resistant to inversion,
thus preventing facial image reconstruction even under full adversarial access. This design balances
high recognition accuracy with strong privacy guarantees.

4 Experiments

4.1 Experimental Setup

Models and DatasetsTo evaluate the FracFalctamework, we utilize various models and datasets.

For recognition, we adopt the IR-5Q(] backbone, which offers a favorable trade-off between
compactness and accuracy. The model is trained on the MS19jldafaset, which is widespread
adoption as a standard benchmark in face recognition ensures fair and consistent comparisons with
prior work [27], [29], [28]. To assess privacy robustness, we employ three of the deep learning-based
adversaries: a lightweight U-Ne3§] autoencoder for reconstruction-based attacks, a StyleGAN
[18] generator for generative attacks, and a PGB#f[generator based on reverse diffusion process.
These attackers rigorously test the irreversibility and security of FracFace transformations. We
evaluate on standard benchmarks, including LF\,[CelebA 22], AgeDB [31], CFP-FP B9,

CALFW [55], CPLFW [54], IJB-B [46], and 1JB-C [26].

Evaluation Metrics To evaluate the privacy-utility trade-off of FracFace, we employ ve metrics.
Pixel-level differences between reconstructed and original images are quanti ed by 85IM [
MSE, PSNR, LPIPSH3], and IDS B1] where lower SSIM, higher MSE, higher LPIPS, and lower

IDS indicate stronger privacy protection.These metrics comprehensively assess the effectiveness of
FracFace in safeguarding privacy while maintaining utility. In addition, refer to Appendix A.7 for
more details on the experiment.

4.2 Recognition Accuracy

We evaluate FracFace in comparison with two widely adopted baselines, Ar6Faice[ArcFace-

FD[48] (both without privacy protection), as well as six representative privacy-preserving methods.
Despite introducing privacy protection, FracFace achieves recognition accuracy comparable to the
baselines while signi cantly enhancing identity security. Tab. 1 reveal that while frequency domain
methods like PPFR-FD and DuetFace incur 3% - 5% accuracy loss, approaches such as MinusFace,
FaceObfuscator, and PartialFace still retain 13%, 15%, and 32% identity information, indicating
notable privacy risks (refer to Sec. 4.3 for more details). In contrast, FracFace employs FCR and FFM

1Code is available at https://anonymous.4open.science/r/FracFace.
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