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Abstract

Diffusion models show remarkable image generation performance following text
prompts, but risk generating sexual contents. Existing approaches, such as prompt
filtering, concept removal, and even sexual contents mitigation methods, struggle
to defend against adversarial attacks while maintaining benign image quality.
In this paper, we propose a novel approach called Distorting Embedding Space
(DES), a text encoder-based defense mechanism that effectively tackles these issues
through innovative embedding space control. DES transforms unsafe embeddings,
extracted from a text encoder using unsafe prompts, toward carefully calculated
safe embedding regions to prevent unsafe contents generation, while reproducing
the original safe embeddings. DES also neutralizes the “nudity” embedding, by
aligning it with neutral embedding to enhance robustness against adversarial attacks.
As a result, extensive experiments on explicit content mitigation and adaptive
attack defense show that DES achieves state-of-the-art (SOTA) defense, with attack
success rate (ASR) of 9.47% on FLUX.1, a recent popular model, and 0.52% on
the widely adopted Stable Diffusion v1.5. These correspond to ASR reductions
of 76.5% and 63.9% compared to previous SOTA methods, EraseAnything and
AdvUnlearn, respectively. Furthermore, DES maintains benign image quality,
achieving Fréchet Inception Distance and CLIP score comparable to those of the
original FLUX.1 and Stable Diffusion v1.5.

Warning: This paper contains explicit sexual contents that may be offensive.

1 Introduction

Recent advances in diffusion models [[19} 40], including Stable Diffusion (SD) [36] and DALL-E [4]],
have demonstrated remarkable capabilities in various image generation tasks such as text-to-image
(T2I) synthesis and text-based image editing [5]. However, these models can be misused to generate
deepfakes, pornographic, and Not-Safe-For-Work (NSFW) content, as highlighted by the Internet
Watch Foundation [12]. To prevent such misuse, simple filtering-based approaches, such as blacklist-
based text filtering and image-based filtering [34]], can be considered as possible solutions. However,
they can be readily bypassed by malicious prompts that avoid explicit keywords or leverage adversarial
attacks [44), 146]].

Recently, several defense approaches have been proposed, such as concept removal [13} 37] and
sexual content mitigation methods [25]], to address these vulnerabilities. However, they do not show
remarkable performance in suppressing explicit content, as measured by attack success rate (ASR), or
struggle to preserve benign image quality, in terms of Fréchet Inception Distance (FID) [16} 125, 501,
as shown in Figure [I(a)] Concept removal was often tackled by altering the U-Net, whereas more
recent research tends to focus on modifying just the text encoder [32, 49]. One possible reason for
this paradigm shift is that concept-related parameters are spread across U-Net layers [2]], making it
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Figure 1: Performance comparison and conceptual diagram of our approach. (a) Proposed
approach offers the most best performance in ASR and FID [[18]], while also being cost-effective in
training. The relative circle sizes indicate training time. ASRs are averaged over multiple unsafe
prompts, such as Sneaky [46], MMA [44]], I12P [37]], Ring-A-Bell [41], and P4D [7]. (b) Our approach
distorts the unsafe embedding space by transforming unsafe embeddings into safe regions, ensuring
that embeddings derived from unsafe or adversarial prompts result in benign content generation.

difficult to remove a concept without affecting others. In contrast, text encoder-based approaches are
promising, as distinct attributes are stored in localized components [2 49].

Based on previous studies, we also propose a method that modifies the text encoder. Furthermore,
in continual learning, the opposite of unlearning, maintaining feature positions in the feature space
alleviates catastrophic forgetting [20]]. This raises the question of whether controlling features away
from their original positions could be effective for removing such unsafe information. Based on this
insight, we propose a novel text encoder-based approach, Distorting Embedding Space (DES), a
defense framework that satisfies both robust protection against sexual content generation and high-
quality benign content generation. Unlike existing methods that struggle with implicit representations,
DES uniquely controls the embedding space to capture implicit sexuality, effectively defending
against explicit sexual content generation, and adversarial attacks. Our framework first transforms
unsafe embeddings into a designated safe region. Since this transformation can potentially affect
safe embeddings and degrade benign image generation quality, DES simultaneously trains the text
encoder to reproduce the original safe embeddings, as illustrated in Figure[I(b)] As demonstrated in
Figure[I(a)] DES significantly outperforms existing defense mechanisms in terms of ASR and FID.
Furthermore, DES offers remarkable efficiency in both training and inference: it requires only 90
seconds for training and introduces zero inference overhead.

Our contributions are as follows: 1. We propose DES, a novel defense framework that controls the text
embedding space, achieving state-of-the-art (SOTA) performance with ASRs of 9.47% on FLUX-1
and 0.52% on SDv1.5. These represent ASR reductions of 76.5% and 63.9% compared to previous
SOTA, EraseAnything [15] and AdvUnlearn [49], respectively. Importantly, DES also maintains
benign image generation quality. 2. We develop a practical solution that requires efficient training
with zero-inference overhead, enabling easy deployment in real-world applications. 3. We conduct
extensive evaluations against both explicit prompts and adversarial attacks in T2I and image-to-image
(I2I) tasks. In addition, our analyses of embedding space distortion offers valuable insights into the
behavior and effectiveness of DES.

2 Related Work

2.1 Adversarial Attacks

Text-conditioned diffusion models can generate inappropriate content when given unsafe prompts [37]].
While prompt filtering can block such prompts, recent studies reveal that adversarial attacks can bypass
these filters [[7, 9} [30]. These attacks have become increasingly sophisticated, employing various
optimization techniques to circumvent safety filters. SneakyPrompt [46] leverages reinforcement
learning to craft adversarial prompts that generate images semantically similar to target prompts,
MMA-diffusion [44] employs gradient-based optimization to create prompts that closely resemble
target prompts. Ring-A-Bell [41] uses a genetic algorithm to discover prompts similar to combinations
of normal embeddings and extracted concept embedding. These attacks effectively bypass safety
filters by exploiting unsafe embedding subspaces inherited from uncurated training data.
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Figure 2: Overview of DES framework. During target vector generation phase, DES searches
safe-unsafe vector pairs and creates target vectors by subtracting “nudity” direction from minimum
similarity safe vectors. In training phase, DES aligns unsafe vectors with target vectors and maintains
safe vectors by aligning both their current and nudity-integrated states with the originals. It also
aligns the “nudity” vector with a neutral vector, removing its semantics. Here, v and ¥ denote vectors
from the original and training text encoders, respectively.

2.2 Defense Methods
2.2.1 Filtering-based Defense Methods

Several defense mechanisms have been proposed to address these vulnerabilities [1}29], generally
relying on embedding-based contextual analysis [45,47]]. GuardT2I [45] leverages a Large Language
Model for NSFW detection through embedding interpretation, while SAFREE [47]] proposes training-
free filtering based on distances between masked embeddings and unsafe concepts. However, these
methods require additional model training or introduce inference overhead. Furthermore, these
approaches struggle to detect unsafe content in ambiguous expressions and remain vulnerable to
white-box attacks. In contrast, DES operates directly on the text encoder without requiring additional
models or computational overhead, while effectively handling unsafe prompts in both white-box and
black-box scenarios through its embedding space control.

2.2.2 Concept Removal-based Defense Methods

Recent approaches explore machine unlearning [[14} 15} 23} 27 48]]. ESD [13]] develops a concept
erasure mechanism that steers model outputs away from specific concepts. SalUn [L1] proposes
saliency-based unlearning, which assigns random concepts to specific concepts to unlearn the concept.
However, these UNet-based methods remain vulnerable to adversarial attacks [39} 50] or compromise
image generation quality. AdvUnlearn [49] attempts to address these issues by optimizing text
encoder, incorporating adversarial training. Nevertheless, it suffers from degraded image quality, a
common limitation of adversarial training that compromises model performance [42]]. In contrast,
DES overcomes these limitations through embedding space control rather than UNet modification or
adversarial training, achieving robust defense while maintaining generation quality.

2.2.3 Sexual Content Mitigation Methods

SafeGen [25] attempts to prevent sexual content generation by fine-tuning the self-attention layers
of UNet, pushing sexual content toward a blurred mosaic target using vision-only input. This
text-agnostic design achieves high nudity removal rates but it introduces visible artifacts with over-
censored benign contents. ShieldDiff [[16] employs LoRA fine-tuning with reinforcement learning
guided by a score from NudeNet [3] and CLIP [33]], yet it has not been evaluated against white-box
adversarial attacks. These limitations motivate our DES, which shows robustness against adaptive
white-box attacks while maintaining benign image quality.

3 Proposed Methods

Figure 2] provides an overview of DES, illustrating the target vector generation and training phases.
The first phase calculates transformation targets that redirect unsafe prompts to safe regions without



disrupting safe embeddings. During the training phase, the text encoder is ne-tuned to unlearn
unsafe information while preserving safe semantics.

3.1 Target Vector Generation Phase

To prevent sexual content generation, we propose transforming unsafe embeddings into the safe
embedding region or to locations signi cantly different from their originals. This phase involves iden-
tifying optimal target safe vectors that are most dissimilar to unsafe vectors, as greater dissimilarity is
assumed to enhance robustness by increasing embedding space distortion. We search through all safe
vectors to identify those with minimum cosine similarity to each unsafe vector. Robustness analysis
based on dissimilarity is provided in Appendlix C.3. This selection procedure is formalized as:

. Ui Sj
s =argmin —— ; 1
T AIMIN Kk K (1)
wherei =1;:::;M indexesM vectors, and;, u;, ands; denote safe, unsafe, and selected safe

vectors, respectively. Examples of selected safe prompts are provided in Apperjdix C.2.

We then observe the similarity between the selected safe vectors and the “nudity” vector (e.g.
nudity). Interestingly, as shown in Figufé 3, selected safe vectors have positive correlations
with “nudity” vector. While the selection strategy

improves robustness, we propose further enhance-

ment by subtracting the “nudity” direction while

using the selected vectors as basis vectors, creating

target vectorg; that are anti-correlated with the

“nudity” vector. This subtraction step is represented

as: n . Figure 3:Cosine similarity distributions be-

knk’ (@) tweenn and other vectors. Selected safe vec-

wheren is the “nudity” vector and is a scaling tors initially exhibit positive similarities, which

factor. This ensures that unsafe vectors are direcfé%crease as t%L' scaled by , is subtracted.

away from the “nudity” direction. However, excessive subtraction can cause performance degradation

if the embeddings deviate too far from the learned embedding space. Therefore, we smwophtrol

the scale of subtraction. The green-hued distributions in F[gure 3 demonstrate the successful creation
of these anti-correlated vectors, which serve as more effective transformation targets for unsafe
vectors. We provide a detailed description of the target vector generation phase in Alggrithm 1.

Algorithm 1 Target Vector Generation Procedure

ti:Si

Require: Pretrained text encodé&r , safe prompt®s = fps.1;:::; Ps:m 9, unsafe promptB, =
fpu:1;::7;Pum O, Nudity promptpy, scale factor

n E _(pn) /I Extract nudity vector
2.D ;

3:fori=1toM do

4 u E _(Pui) /I Extract unsafe vectors
5. s, is computed by Eq. (1) /I Select safe vectors
6: tj is computed by Eq. (2) /I Nudity subtraction
7. D D[f  (ti;pui;psi)g Il Save pairs
8: end for

9: return D;n

3.2 Training Phase
3.2.1 Distorting Unsafe Embedding Space

In the text embedding space, unsafe embeddings should not occupy positions associated with unsafe
content. They should be transformed into safe embedding regions or moved from their original
positions by ne-tuning the text encoder. Speci cally, we propose the unsafe loss, which maximizes
the cosine similarity between the current unsafe veatpend the target safe vectdrs

i)@ 1 ot .
B i=1 ke kktik

Ly = 3)



iteration. Each ofy; andt; represents ainrth embedding vector in a mini-batch. It aligns unsafe
vectors with target vectors, avoiding their original positions. In particular, unsafe vectors become
anti-correlated with the “nudity”, ensuring its removal from unsafe embeddings. However, note that
this transformation affects not only unsafe embeddings but also other parts of the embedding space.
Therefore, an additional mechanism is required to preserve other embeddings.

3.2.2 Safe Embedding Preservation

While the unsafe loss distorts the unsafe embedding space, the entangled nature of text encoder
parameters can lead to unintentional modi cations of the safe embedding region, potentially degrad-
ing the model's performance. To mitigate this, safe vectors should maintain high similarity with
their original vectors, regardless of unsafe embedding space distortion. This can be achieved by
constraining the text encoder using a loss function between safe vectors and the original safe vectors,
extracted from the original text encoder.

For this constraint to be effective, correlations between safe and unsafe vectors should be low.
However, as shown in Figure 3, safe vectors exhibit positive correlations with the “nudity” vector,
even though the selected safe vectors are the most dissimilar to unsafe vectors. This highlights the need
for a loss adjustment method that re ects the contribution of each safe vector based on its similarity
to the “nudity” vector. To address this, we introduce an additional loss adjustment to modulate the
loss based on the similarity between the safe vegtand the nudity vecton. This adjustment

is achieved by adding the normalized nudity direction to the current safe vegtirsonstruct
nudity-integrated vectorsl, enforcing alignment with their original vectors? is computed as:

0_ n .
S=Si+ 4

where is a scaling factor. While it applies uni-

form addition across vectors, its effect varies in

the cosine similarity computation betwesfhand ] ]

si. The adjustment automatically emphasizes lokigure 4:Mechanism of loss adjustment.Vi-

for safe vectors with lower correlation toand re- sualization of how the loss is adaptively scaled

duces it for those with higher correlation. Figure Based on the correlation betwegnandn. It

illustrates this behavior: a safe vector with 10@Ssigns a larger loss to vectors dissimilanto

initial correlation ton incurs a larger loss, while @nd a smaller loss to those similarrto

one with higher correlation yields a smaller loss. Integrating this adjustment with the loss that

minimizes the cosine similarity betwesnands;, we propose the safe loss as:

1% s s L s

+ .
B _, ks; Ks; k ksPkksik

Ls= )

where each o§;, s;, ands represents ainth embedding vector in a mini-batch. This ensures safe
vectors with low correlation to the nudity vector maintain strong correlation with original vectors,
while those with high correlation are less constrained. Thus, distinctly safe embeddings retain their
semantics, while ambiguous ones are moderately adjusted with unsafe embeddings through the unsafe
loss. This adaptive behavior allows exible embedding space distortion while preserving clearly safe
embeddings.

3.2.3 Nudity Embedding Neutralization

Furthermore, there might still be attempts to exploit nudity embedded in text encoders. For instance,
Ring-A-Bell extracts the nudity vector and uses genetic algorithms to nd prompts whose embeddings
are similar to the combination of safe embeddings and the extracted concept. To prevent such
extraction-based attacks, we propose the nudity neutralization loss, which aims to neutralize the
semantic meaning of the nudity vector itself. We achieve this by aligning the “nudity” vector with
the neutral vector (i.e., “"), effectively making it semantically meaningless in the embedding space.
Nudity neutralization loss is represented as:

R €

Lo =1 RKkeok

(6)
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wherer andey denote the current “nudity” vector and the neutral vector, respectively. This alignment
ensures that even if adversaries attempt to extract the “nudity”, they will only obtain a semantically
neutral embedding that cannot be effectively used for attacks. Thus, while the unsafe loss provides
robustness against adversarial attacks, nudity neutralization loss complements this by eliminating the
possibility of direct concept exploitation.

Therefore, the total loss function is composed as:
Li= Ls+(1 )(Ly + Ln); (7)

where controls the balance between unsafe, safe, and nudity neutralization losses to distort the
unsafe embedding space while preserving the safe embeddings. (Analyseanfbe found in
Appendices D.3 and D.4.) Note that the nudity neutralization loss operates on the current “nudity”
vector from the training text encoder, while the unsafe loss transforms unsafe vectors into safe regions
de ned using a pre-computed “nudity” vector subtracted from selected safe vectors. Similarly, the
loss adjustment in the safe loss also uses the pre-computed “nudity” vector for similarity calculation.
These three losses are therefore complementary and do not con ict with each other. We present the
overall DES training process in Algorithm 2.

Algorithm 2 Training Procedure

Require: Original text encodeE _, paired seD, nudity vectore,, neutral promppy, scale factor
, hyperparameter, mini-batch sizeB, iterationT

1. E = E, /I Copy original text encoder's weights
22e E ,(po) /I Extract neutral vector
3: S Extract each safe vecterfori =1;:::;M

4: fork=11toT do
: (tpu;ps) Read one mini-batch frod
s Read one mini-batch frorg

ths E  (pu):E (ps)

9 m E (pn) /I Extract current nudity vector
10:  Total lossL; is computed by Eq. (7) usingt; s; s;s” 1; eo

11: UpdateE withrL

12: end for

13: return E

OO

4 Experiments

4.1 Experimental Settings

Baseline Models.Our experiments are conducted on SDv1.4 and v36h {videly adopted open-
source models4p, 49], and FLUX.1 R2], a recently introduced popular model, for the T2l tasks.
Additionally, we use SD-inpainting, which takes a mask image as an additional input, for the 12|
tasks. We set = 0:3and = 200 to train the text encoders of SDv1.5 and FLUX.1. Since
FLUX.1 uses multiple text encoders, we train each encoder independently using the same settings.
Further implementation details, evaluation on additional models, ablation studies are provided in
Appendices A, B.4,D.1, and D.2.

Threat Models. We evaluate DES and other approaches under three threat scenarios: explicit
prompts, black-box adversarial prompts, and white-box adaptive attacks. For explicit prompts, we
use the 12P dataset, which may be created intentionally or unintentionally by users without model
access. For black-box attacks, where attackers lack model access but rely on prompt engineering or
transferability, we use prompts like Sneaky, MMA, Ring-A-Bell, and P4D. For white-box scenarios,
where attackers have full model access and use optimization-based methods, we evaluate against
UDA [50], Ring-A-Bell, MMA, and CCE BQ]. All evaluations use publicly available unsafe prompts.

Training Datasets. For Sections 4.2 and 4.3, we use 6,911 safe—unsafe prompt pairs from the sexual
category of CoPro datase?q] to train the text encoder. For Section 4.4, we additionally use 8,931
prompt pairs from the violence and illegal categories of to cover NSFW categories such as violence,
illegal, hate, and others. We also generate 1,600 prompts related to Van Gogh for experiment in
Section 4.4.



Table 1: Quantitative comparison of defense methods against I2P prompts in T2l using SDv1.5.
NudeNet is utilized to detect nudity, with female and male body parts denoted as (F) and (M),
respectively. The best and second-best scores are highlighted in red and blue, respectively.

Method | Number of nudity detected on 2P | Image Quality

| Breasts (F) Genitalia (F) Breasts (M) Genitalia (M)| Buttocks| Feet| Belly | Armpits| Total| FID# | CLIP Scoré

Sbvi5 | 196 | 30 | 47 | 34 | 62 |76|183| 223 |851|1657 26.46
SPM 153 25 37 34 49 60 | 143 | 203 | 704 |16.65 26.46
SLD-strong 65 7 54 30 47 52 | 117 | 139 | 511 |31.38 24.61
Safe-CLIP 89 8 28 5 24 35| 84 131 | 404|17.49) 25.73
SAFREE 26 1 37 17 18 41 | 57 66 263 |27.09) 25.82
UCE 31 1 18 14 15 21| 60 56 216 116.99 26.16
ESD 16 0 5 3 4 17| 23 37 105|17.75)  25.30
GLoCE 22 9 3 1 6 14| 27 23 105|21.21 25.70
SalUn 0 0 0 2 0 14| 1 4 21 (21.14) 24.78
AdvUnlearn 1 0 1 0 2 5 5 13 27 |18.94  23.82
DES (ours) 1 0 0 0 0 7] 3 5 16 |15.44 2552

Comparison Models. We compare DES against other approaches, such as OpenAl modera-
tion [29], Microsoft Azure R8], Latent Guard, GuardT2l, SAFREE, SLBT], SPM [27], UCE, ESD,
GLoCE [23], and Salun. We also include text encoder-based approaches such as Saf@X atrI[
AdvUnlearn for direct comparison with DES.

Metrics. We evaluate our method using three main metrics. ASRs in Section 4.2 and 4.3 are measured
using NudeNet3], a nudity detector, while ASRs in Section 4.4 are measured using &8 &[cover

a broader range of unsafe content. Image generation quality is assessed using FID, and text-image
alignment is evaluated using CLIP scof&], computed on 10k samples from COCO 30k dataSkt [

4.2 Experimental Results on T2I
4.2.1 Explicit Sexual Content Mitigation

To evaluate mitigation performance against explicit sexual content, we measure the number of nude
body parts in generated images using NudeNet, as shown in Table 1. Existing methods frequently
generate unsafe content, such as breasts, genitalia, and buttocks. SPM and SLD show particularly poor
performance, likely because they preserve model parameters, allowing nudity to remain. SAFREE
and GLoCE perform better but still suffer from retained parameters, leaking content such as female
breasts. In contrast, most nudity detected in DES consists of relatively safe body parts, such as feet,
belly, and armpits, while generating only instance of female breasts. Even when including these, DES
shows SOTA performance with only 16 total detection.

Although AdvUnlearn and SalUn also reduce explicit content, both face notable limitations in benign
image generation. SalUn struggles with poor intable 2: Quantitative comparison of defense
age quality, with highly degraded FID of 21.14 anthethods against adversarial prompts in T2l us-
CLIP score of 24.78, while requiring substantidhg SDv1.5 and FLUX.1. Models marked with
GPU memory. AdvUnlearn's adversarial trainingj are evaluated using ltering accuracy instead
also degrades image quality, resulting in inferi@f NudeNet. The best and second-best scores
CLIP score of 23.82 and FID of 18.94. In contrasaye highlighted in red and blue, respectively.

DES achieves superior benign image quality with \ Attack Success Rate (%)
FID of 15.44 and CLIP score of 25.52, which are Method  'gneaiy MMA [Ring-A-Bell| P4D | Avg. | Std.
close to SDv1.5. SDvL5 | 4516|7393 98.13 |94.9378.0424.41

Microsoft” | 18.21|26.25| 44.02 |72.24/40.18/23.94

. . O Alf 18.21 | 24.84 19.26 58.98/30.32/19.33
4.2.2 Robustness against Adversarial Prompts — sheree | 1048 | 4120 7664 |48.90.44 3127 21

. . Latent Guard| 8.76 |12.64 43.10 47.1127.90/19.99

Black-box Attack Scenario. DES achieves an av- GuardT2l | 447 | 7.54| 310 |831)5.86]247
erage ASR of 0.52% with the lowest standard devia- SPM | 33.06)65.05/ 91.59 |71.3265.2624.27
. . . SLD-strong | 27.42 | 59.20 97.20 62.5061.58 28.53
tion across all attacks in SDv1.5, as shown in Table 2sate-cLip | 12.10|21.21| 6542 |50.3737.28 24.87
I i 0, UCE 6.45 | 33.30 21.50 33.09/23.59/12.68
While SalUn and AdvUnIearn achieve 0% ASR for UeE S 3330 2250 33092391208
SneakyPrompt, they remain vulnerable to MMA Gloce | 242 | 380| 000 |551|2093| 233
i i - Salun 0.00 | 3.20 3.74 5.15| 3.02| 2.18

a_nd P4D attacks. In contrast, DES maintains con; Sabn | S |33 3 a3 el
sistent defense performance across all attack typeses (ours) [ 0.007 [ 0:4010.93 | 0.74| 052 | 0.:41
Furthermore, in FLUX.1, which presents additional riuxi | 37.10|36.40] 88.79 |63.24/56.38/24.96
challenges due to the use of multiple text enCOderS*aseAnythin? 27.42|29.30| 67.29 ‘48.90 43.2318.75

DES outperforms EraseAnything, currently the only DES(ours) | 806 | 6601 11.21 | 9.56]8.86]1.98




Figure 5:Qualitative comparison of defense methods in T2l generationThe top row displays
results from adversarial prompts, while the bottom row shows results from safe prompts. For benign
image generation, words highlighted in red are occasionally omitted by some methods.

applicable method for FLUX.1 to the best of our knowledge, across all attacks, achieving SOTA
results. Figure 5 illustrates the superior defense and safe image generation capabilities of DES. It
successfully transforms unsafe prompts into safe images, such as fox painting, while ESD, UCE,
SAFREE, and Safe-CLIP generate unsafe content. Though AdvUnlearn and SalUn generate safe
images, they fail to re ect semantics of the safe prompts. For example, in the second row, AdvUnlearn
fails to capture “bathroom,” and SalUn omits “black and white checkered oor.” In contrast, DES
effectively incorporates all prompt elements in its generations. In summary, DES achieves SOTA
performance by effectively balancing robust adversarial defense capabilities with high-quality safe
image generation, outperforming existing methods across all key metrics. Additional qualitative,
guantitative results and failure case analysis are provided in Appendices B.1, B.2 and C.1.

White-box Attack Scenario. As shown in Table 3, DES Table 3: Performance comparison of de-
exhibits robust defense capabilities against white-box @rse methods against adaptive attacks.
tacks. It consistently outperforms all SOTA approachése best and second-best scores are high-
on MMA, UDA, and Ring-A-Bell with 1.82%, 18.31%,lighted in red and blue, respectively.

and 0% ASRs, respectively, and ranks second on CCHRvethod |MMA# UDA# Ring-A-Beli# CCE# Avg.#

with 5.76%, comparable to SalUn's 4.27%. Text encoder-sbvis | 7393 9578  98.13  35.13 75.74
based methods, such as AdvUnlearn and DES, outpersem | 6505 9366 9159  34.17 7112
form UNet-based approaches like UCE and ESD, higt?eCHP| 1727 7746 5158~ 1852 4121
lighting the advantage of text encoder-level intervention. ESD | 850 6056 2617  18.12 28.34
Overall, these results indicate that DES effectively trans-3aur | 350 ssge 929 a5y e
forms unsafe semantics into safe ones, making it resistagtunieam 273 19.72 0.00 6.15 7.15

to adaptive attacks targeting sexual image generation, PES(QuS) 182 1831 000 576 647

4.3 Experimental Results on 12|

We evaluate DES on 12| tasks under both black-bd@ble 4: Quantitative comparison of defense
and white-box scenarios, using MMA in both texf€thods against MMA in 2] tasks. The best
modal and text&image-modal settings, as shown §°re is highlighted in red.

Table 4. DES achieves the lowest average ASR Of yethog | Black-Box MMA | White-Box MMA | 5,
20.08% across diverse attack settings, outperforming | Text Text&Imagg Text Text&Image

other text encoder-based methods such as Safe-CL|fputimage|18.03 1311 |1803  13.11 1557
and AdvUnlearn. Notably, its ASRs are comparable t%g?'npa'mmJ 578 6 574 8058 [

.. . . Ysafe-CLIP |24.59 32.79 |44.26 45.90 |36.89
those of the original input images from MMA, some advunleam |19.67  21.31 |24559 2295 |22.13
of which were already classi ed as unsafe by NudeNet2ES (ours) [18.03 /1803|1808 ' 26.23 |20.08

This highlights DES's ability to operate effectively within the safe embedding region, consistently
generating benign contents regardless of the safety status of the input image. Even when the input
images contain sexual content, DES successfully guides the model to generate appropriate content,
demonstrating its robustness in 121 task. These results validate DES's effectiveness across modalities
and attack types. Additional qualitative results are available in Appendix B.3.

4.4 Experimental Results on Other Concepts

Although DES is designed to prevent sexual content generation, we also evaluate its effectiveness
on other NSFW concepts, including violence, illegal, hate, self-harm, harassment, and shocking,
as well as the Van Gogh concept. For evaluations on NSFW concepts and Van Gogh concept, we
replace the “nudity” vector i, with “nudity, blood, politics” and “Van Gogh,” respectively. To
assess performance, we use the 12P dataset for NSFW concepts and UDA for the Van Gogh concept.



Table 5:Quantitative comparison of defense methods in other NSFW and Van Gogh concepts.
The best and second-best scores are highlighted in red and blue, respectively.

Method \ Attack Success Rate (%) |Image Quality Method |ASR#| FID#

| Violence] lllegal | Hate| Selfharm HarassmerjtShocking Avg. | Std. |CLIP" | FID# SDv1.4 |100.0/16.70

SDv15 | 41.93 |19.39/20.35 35.83 | 21.48 | 41.36 |30.06/10.80] 26.46| 16.57 UCE 96.0 [16.31
SPM 33.67 |14.49|17.24 19.92 16.53 31.64 |22.25 8.27| 25.26| 28.02 SPM 88.0 |16.65
UCE 2434 | 9.35/10.82 11.49 11.77 19.16 |14.49 5.92| 25.15| 23.01 FMN 52.0 116.59
GLoCE | 20.11 | 8.67 | 7.79| 11.74 12.14 15.54 |12.67| 5.13| 25.78| 18.90 ESD 36.0 [18.71
AdvUnlearn, 9.26 | 3.30 | 1.30| 4.37 4.73 7.83 |5.13| 2.94|23.82|18.94 AdvUnlearn 2.0 |16.96
DES 423 | 1.10 | 0.87| 0.50 1.33 3.27 | 1.88| 1.50 24.90|19.10 DES 2.0 [16.67

As shown in Table 5, DES surprisingly generalizes well to these additional concepts. For example,
DES achieves an average ASR of 1.88% across NSFW categories in 12P, signi cantly outperforming
AdvUnlearn and GLoCE, the previous SOTA methods, which record an average ASR of 5.13% and
12.67%, respectively. While our method may seem inferior, compared with GLoCE, in terms of FID
and CLIP scores, it signi cantly outperforms in terms of ASR. In the Van Gogh evaluation, DES also
demonstrates strong performance, achieving the lowest ASR of 2.0% (tied with AdvUnlearn) while
maintaining competitive FID. These results highlight the broader applicability of DES beyond its
primary focus on nudity.

5 Analysis of Embedding Space Distortion

DES training employs interpretable unsafe prompts in natural language form to distort the unsafe
embedding space. This raises a question: can this distortion effectively handle adversarial prompts?
We hypothesize that adversarial prompts share the same embedding space with interpretable unsafe
prompts, suggesting they would be jointly transformed during distortion. To validate this hypothesis,
we analyze cosine similarities between the “nudity” vector and adversarial prompt vectors, as shown
in Figure 6(a). Before DES, adversarial vectors exhibit positive correlations with the “nudity” vector.
After DES, these vectors shift signi cantly, showing negative correlations. This shift indicates that
adversarial prompts indeed share the unsafe embedding space with interpretable unsafe prompts used
in training, leading to their transformation toward the safe region.

Figure 6(b) visualizes this transformation, illustrating the distribution of safe and adversarial prompts.
It shows that safe embeddings maintain their positions, while adversarial prompts are transformed
toward safe regions. Additional visualizations are available in Appendix C.4.

@ (b)
Figure 6:Analyses of text embeddings before and after DESa) Cosine similarity distributions
between the, and adversarial prompt vectors before and after DES show successful transformation
toward negative correlation regions. (b) t-SNE visualization shows DES transforming unsafe embed-
dings toward safe regions while preserving safe embedding positions.

6 Conclusion

Despite existing defense mechanisms for text-conditioned diffusion models, vulnerabilities to sexual
content persist. We proposed DES, a robust defense mechanism that enhances the text encoder using
three loss functions. The unsafe loss effectively shifts unsafe embeddings to their corresponding safe
embeddings, the safe loss preserves the semantics of safe embeddings while handling ambiguous and
distinct regions through the loss adjustment technique, and the nudity neutralization loss prevents
concept-based attacks by aligning the nudity vector with a neutral vector. This approach ensures
defense against various attack types while maintaining benign image quality, as demonstrated by
extensive experiments. Furthermore, its short training time, zero inference overhead, compatibility
with recent diffusion models, and low ASR make DES practical for real-world deployment.
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experiments are conducted on public models and datasets. The experimental settings are
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(a) If the contribution is primarily a new algorithm, the paper should make it clear how
to reproduce that algorithm.

(b) If the contribution is primarily a new model architecture, the paper should describe
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(c) If the contribution is a new model (e.g., a large language model), then there should
either be a way to access this model for reproducing the results or a way to reproduce
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the dataset).
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authors are welcome to describe the particular way they provide for reproducibility.
In the case of closed-source models, it may be that access to the model is limited in
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5. Open access to data and code
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Question: Does the paper provide open access to the data and code, with suf cient instruc-
tions to faithfully reproduce the main experimental results, as described in supplemental
material?

Answer: [Yes]

Justi cation: We have attached the data and code used in this paper in the supplementary
material.

Guidelines:

» The answer NA means that paper does not include experiments requiring code.

» Please see the NeurlPS code and data submission guiddiityes/(nips.cc/
public/guides/CodeSubmissionPolicy ) for more details.

« While we encourage the release of code and data, we understand that this might not be
possible, so “No” is an acceptable answer. Papers cannot be rejected simply for not
including code, unless this is central to the contribution (e.g., for a new open-source
benchmark).

 The instructions should contain the exact command and environment needed to run to
reproduce the results. See the NeurlPS code and data submission guidetpees (
/Inips.cc/public/guides/CodeSubmissionPolicy ) for more details.

» The authors should provide instructions on data access and preparation, including how
to access the raw data, preprocessed data, intermediate data, and generated data, etc.

» The authors should provide scripts to reproduce all experimental results for the new
proposed method and baselines. If only a subset of experiments are reproducible, they
should state which ones are omitted from the script and why.

» At submission time, to preserve anonymity, the authors should release anonymized
versions (if applicable).

» Providing as much information as possible in supplemental material (appended to the
paper) is recommended, but including URLSs to data and code is permitted.
6. Experimental setting/details

Question: Does the paper specify all the training and test details (e.g., data splits, hyper-
parameters, how they were chosen, type of optimizer, etc.) necessary to understand the
results?

Answer: [Yes]
Justi cation: Section 4.1 and Appendix A include experimental details.
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« The answer NA means that the paper does not include experiments.

» The experimental setting should be presented in the core of the paper to a level of detail
that is necessary to appreciate the results and make sense of them.

 The full details can be provided either with the code, in appendix, or as supplemental
material.
7. Experiment statistical signi cance

Question: Does the paper report error bars suitably and correctly de ned or other appropriate
information about the statistical signi cance of the experiments?

Answer:
Justi cation: Error bars are not reported because it would be too computationally expensive.
Guidelines:

» The answer NA means that the paper does not include experiments.

« The authors should answer "Yes" if the results are accompanied by error bars, con -
dence intervals, or statistical signi cance tests, at least for the experiments that support
the main claims of the paper.

» The factors of variability that the error bars are capturing should be clearly stated (for
example, train/test split, initialization, random drawing of some parameter, or overall
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» The method for calculating the error bars should be explained (closed form formula,
call to a library function, bootstrap, etc.)

» The assumptions made should be given (e.g., Normally distributed errors).

« |t should be clear whether the error bar is the standard deviation or the standard error
of the mean.

* It is OK to report 1-sigma error bars, but one should state it. The authors should
preferably report a 2-sigma error bar than state that they have a 96% Cl, if the hypothesis
of Normality of errors is not veri ed.

« For asymmetric distributions, the authors should be careful not to show in tables or
gures symmetric error bars that would yield results that are out of range (e.g. negative
error rates).

« If error bars are reported in tables or plots, The authors should explain in the text how
they were calculated and reference the corresponding gures or tables in the text.
Experiments compute resources

Question: For each experiment, does the paper provide suf cient information on the com-
puter resources (type of compute workers, memory, time of execution) needed to reproduce
the experiments?

Answer: [Yes]
Justi cation: Information on the computational resources is provided in Appendix A.
Guidelines:

* The answer NA means that the paper does not include experiments.

» The paper should indicate the type of compute workers CPU or GPU, internal cluster,
or cloud provider, including relevant memory and storage.

» The paper should provide the amount of compute required for each of the individual
experimental runs as well as estimate the total compute.

» The paper should disclose whether the full research project required more compute
than the experiments reported in the paper (e.g., preliminary or failed experiments that
didn't make it into the paper).

. Code of ethics

Question: Does the research conducted in the paper conform, in every respect, with the
NeurlPS Code of Ethickttps://neurips.cc/public/EthicsGuidelines ?

Answer: [Yes]

Justi cation: This paper utilizes public models and datasets that do not violate any ethical
guidelines. Additionally, it addresses the challenge of defending T2l diffusion models
against sexual content generation, thereby enhancing the safety of Al-generated content and
reducing the potential for misuse.
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* The answer NA means that the authors have not reviewed the NeurlPS Code of Ethics.

« If the authors answer No, they should explain the special circumstances that require a
deviation from the Code of Ethics.

 The authors should make sure to preserve anonymity (e.g., if there is a special consid-
eration due to laws or regulations in their jurisdiction).

Broader impacts

Question: Does the paper discuss both potential positive societal impacts and negative
societal impacts of the work performed?

Answer: [Yes]
Justi cation: Potential societal impacts of the paper are discussed in Section F.
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» The answer NA means that there is no societal impact of the work performed.
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« Examples of negative societal impacts include potential malicious or unintended uses
(e.g., disinformation, generating fake pro les, surveillance), fairness considerations
(e.g., deployment of technologies that could make decisions that unfairly impact speci ¢
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» The authors should consider possible harms that could arise when the technology is
being used as intended and functioning correctly, harms that could arise when the
technology is being used as intended but gives incorrect results, and harms following
from (intentional or unintentional) misuse of the technology.

« If there are negative societal impacts, the authors could also discuss possible mitigation
strategies (e.g., gated release of models, providing defenses in addition to attacks,
mechanisms for monitoring misuse, mechanisms to monitor how a system learns from
feedback over time, improving the ef ciency and accessibility of ML).

11. Safeguards

12.

Question: Does the paper describe safeguards that have been put in place for responsible
release of data or models that have a high risk for misuse (e.qg., pretrained language models,
image generators, or scraped datasets)?

Answer: [NA]

Justi cation: Our work proposes a defense technique against sexual content generation and
poses no such risks.

Guidelines:

» The answer NA means that the paper poses no such risks.

» Released models that have a high risk for misuse or dual-use should be released with
necessary safeguards to allow for controlled use of the model, for example by requiring
that users adhere to usage guidelines or restrictions to access the model or implementing
safety Iters.

» Datasets that have been scraped from the Internet could pose safety risks. The authors
should describe how they avoided releasing unsafe images.

» We recognize that providing effective safeguards is challenging, and many papers do
not require this, but we encourage authors to take this into account and make a best
faith effort.

Licenses for existing assets

Question: Are the creators or original owners of assets (e.g., code, data, models), used in
the paper, properly credited and are the license and terms of use explicitly mentioned and
properly respected?

Answer: [Yes]
Justi cation: We cite the original papers for all models and datasets used in this paper.
Guidelines:

» The answer NA means that the paper does not use existing assets.

« The authors should cite the original paper that produced the code package or dataset.

» The authors should state which version of the asset is used and, if possible, include a
URL.

« The name of the license (e.g., CC-BY 4.0) should be included for each asset.

 For scraped data from a particular source (e.g., website), the copyright and terms of
service of that source should be provided.
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13.

14.

15.

« If assets are released, the license, copyright information, and terms of use in the
package should be provided. For popular datapetgerswithcode.com/datasets
has curated licenses for some datasets. Their licensing guide can help determine the
license of a dataset.

« For existing datasets that are re-packaged, both the original license and the license of
the derived asset (if it has changed) should be provided.

« If this information is not available online, the authors are encouraged to reach out to
the asset's creators.

New assets

Question: Are new assets introduced in the paper well documented and is the documentation
provided alongside the assets?

Answer: [Yes]

Justi cation: Instructions for training and inference for our method is documented and
attached in the supplementary material.

Guidelines:

» The answer NA means that the paper does not release new assets.

» Researchers should communicate the details of the dataset/code/model as part of their
submissions via structured templates. This includes details about training, license,
limitations, etc.

» The paper should discuss whether and how consent was obtained from people whose
asset is used.

At submission time, remember to anonymize your assets (if applicable). You can either
create an anonymized URL or include an anonymized zip le.

Crowdsourcing and research with human subjects
Question: For crowdsourcing experiments and research with human subjects, does the paper

include the full text of instructions given to participants and screenshots, if applicable, as
well as details about compensation (if any)?

Answer: [NA]
Justi cation: This paper does not involve crowdsourcing nor research with human subjects.
Guidelines:
» The answer NA means that the paper does not involve crowdsourcing nor research with
human subjects.
« Including this information in the supplemental material is ne, but if the main contribu-
tion of the paper involves human subjects, then as much detail as possible should be
included in the main paper.

« According to the NeurlPS Code of Ethics, workers involved in data collection, curation,
or other labor should be paid at least the minimum wage in the country of the data
collector.

Institutional review board (IRB) approvals or equivalent for research with human
subjects

Question: Does the paper describe potential risks incurred by study participants, whether
such risks were disclosed to the subjects, and whether Institutional Review Board (IRB)

approvals (or an equivalent approval/review based on the requirements of your country or
institution) were obtained?

Answer: [NA]
Justi cation: This paper does not involve crowdsourcing nor research with human subjects.
Guidelines:

» The answer NA means that the paper does not involve crowdsourcing nor research with
human subjects.

» Depending on the country in which research is conducted, IRB approval (or equivalent)
may be required for any human subjects research. If you obtained IRB approval, you
should clearly state this in the paper.
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» We recognize that the procedures for this may vary signi cantly between institutions
and locations, and we expect authors to adhere to the NeurlPS Code of Ethics and the

guidelines for their institution.
* For initial submissions, do not include any information that would break anonymity (if
applicable), such as the institution conducting the review.
16. Declaration of LLM usage
Question: Does the paper describe the usage of LLMs if it is an important, original, or
non-standard component of the core methods in this research? Note that if the LLM is used
only for writing, editing, or formatting purposes and does not impact the core methodology,
scienti ¢ rigorousness, or originality of the research, declaration is not required.
Answer: [NA]
Justi cation: This work does not involve LLMs as any important, original, or non-standard
components.
Guidelines:
« The answer NA means that the core method development in this research does not
involve LLMs as any important, original, or non-standard components.
» Please refer to our LLM policyhttps://neurips.cc/Conferences/2025/LLM )
for what should or should not be described.
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A Implementation Details

Our experiments were conducted on an NVIDIA DGX A100 (40GB) 8-GPU server running Ubuntu
22.04.4 LTS. We used CUDA 11.8, PyTorch 2.2.1, torchvision 0.17.1, transformers 4.46.0, diffusers
0.29.0, and faiss 1.7.2. The text encoder was trained for 2 epochs with a learning rate of 1e-5, using
the AdamW optimizer and a batch size of 128. With these con gurations, training CLIP-L/14 requires
21 GB and 45 s/epoch; CLIP-G/14 needs 33 GB and 320 s/epoch. For T5-XXL, we had to of oad
model to CPU with DeepSpeed and it slows training to 160 min/epoch (batch size 16), but it would
be 1.5-8x faster with suf cient GPU memory or multi-GPU setting.

B Additional Experimental Results

B.1 Qualitative Evaluation on T2I

We evaluate DES against diverse prompts with additional experimental results not included in the
main paper due to space constraints.

B.1.1 Explicit Sexual Content

For the 12P dataset (Figure 7), we observe that AdvUnlearn and SAFREE generate either unsafe or
semantically unrelated content. A notable example is AdvUnlearn’s failure to generate Tom Holland's
image as requested, instead producing unrelated content. In contrast, DES successfully maintains
both safety and semantic relevance, generating safe images while preserving the key concepts from
input prompts.

Figure 7:Qualitative comparison of defense methods against explicit content generation in T2I
generation. 12P results are shown in this gure.

B.1.2 Black-Box Scenario

In the black-box scenario, Figure 8 and 9 show that AdvUnlearn and DES successfully prevent unsafe
content generation, while most other methods fail to do so. However, in some cases, such as the
second row of Figure 8, SalUn occasionally generates unsafe content even when most methods,
including the original SD v1.5, produce safe images. In contrast, DES maintains robust defense by
consistently generating safe garden scenes. Furthermore, as shown in Figure 10, DES better preserves
the semantics of benign prompts compared to AdvUnlearn and SalUn, which often fail to re ect key
components of the input.

B.1.3 White-Box Scenario

In the white-box scenario, we evaluate defense methods using MMA, UDA, Ring-A-Bell, and CCE in
addition to the adversarial attacks utilized in the black-box scenario. In this case, SalUn, AdvUnlearn,
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