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Abstract

Reinforcement learning (RL) is an actively growing field that is seeing increased
usage in real-world, safety-critical applications — making it paramount to ensure the
robustness of RL algorithms against adversarial attacks. In this work we explore a
particularly stealthy form of training-time attacks against RL — backdoor poisoning.
Here the adversary intercepts the training of an RL agent with the goal of reliably
inducing a particular action when the agent observes a pre-determined trigger at
inference time. We uncover theoretical limitations of prior work by proving their
inability to generalize across domains and MDPs. Motivated by this, we formulate
anovel poisoning attack framework which interlinks the adversary’s objectives with
those of finding an optimal policy — guaranteeing attack success in the limit. Using
insights from our theoretical analysis we develop “SleeperNets” as a universal
backdoor attack which exploits a newly proposed threat model and leverages
dynamic reward poisoning techniques. We evaluate our attack in 6 environments
spanning multiple domains and demonstrate significant improvements in attack
success over existing methods, while preserving benign episodic return.

1 Introduction

Interest in Reinforcement Learning (RL) methods has grown exponentially, in part sparked by the
development of powerful Deep Reinforcement Learning (DRL) algorithms such as Deep Q-Networks
(DQN) [24] and Proximal Policy Optimization (PPO) [31l]. With this effort comes large scale
adoption of RL methods in safety and security critical settings, including fine-tuning Large Language
Models [26], operating self-driving vehicles [[15], organizing robots in distribution warehouses [[17]],
managing stock trading profiles [13]], and even coordinating space traffic [5]].

These RL agents, both physical and virtual, are given massive amounts of responsibility by the
developers and researchers allowing them to interface with the real world and real people. Poorly
trained or otherwise compromised agents can cause significant damage to those around them [8]], thus
it is crucial to ensure the robustness of RL algorithms against all forms of adversarial attacks, both at
training time and deployment time.

Backdoor attacks [9]] [14] are particularly powerful and difficult to detect training-time attacks. In
these attacks the adversary manipulates the training of an RL agent on a given Markov Decision
Process (MDP) with the goal of solving two competing objectives. The first is high attack success,
i.e., the adversary must be able to reliably induce the agent to take a target action a™ whenever they
observe the fixed trigger pattern d at inference time — irrespective of consequence. At the same time,
the adversary wishes to maintain attack stealth by allowing the agent to learn a near-optimal policy
on the training task — giving the illusion that the agent was trained properly.

Prior works on backdoor attacks in RL [[14] [4] [35]] use static reward poisoning techniques with
inner-loop threat models. Here the trigger is embedded into the agent’s state-observation and their
reward is altered to a fixed value of +-c during each episode. These attacks have proven effective in
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Figure 1: Comparison of the inner and outer-loop threat models. In an outer-loop attack the adversary
can utilize information about completed episodes when determining their poisoning strategy. This
information is not accessible in an inner-loop attack.

Atari domains [[1]], but lack any formal analysis or justification. In fact, we find that static reward
poisoning attacks, by failing to adapt to different states, MDPs, or algorithms, often do not achieve
both adversarial objectives. We further find that the inner loop threat model — by forcing the adversary
to make decisions on a per-time-step basis — greatly limits the amount of information the adversary
has access to. These limitations indicate the need for a more dynamic reward poisoning strategy
which exploits a more global, yet equally accessible, view of the agent’s training environment.

Thus, in this work, we take a principled approach towards answering the fundamental question:
“What poisoning methods are necessary for successful RL backdoor attacks?”. Through this lens we
provide multiple contributions:

1. The first formal analysis of static reward poisoning attacks, highlighting their weaknesses.

2. A new “outer-loop” threat model in which the adversary manipulates the agent’s rewards
and state-observations after each episode — allowing for better-informed poisoning attacks.

3. A novel framework — utilizing dynamic reward poisoning — for developing RL backdoor
attacks with provable guarantees of attack success and stealth in the limit.

4. A novel backdoor attack, SleeperNets, based on insights from our theoretical guarantees
that achieves universal backdoor attack success and stealth.

5. Comprehensive analysis of our SleeperNets attack in multiple environments including
robotic navigation, video game playing, self driving, and stock trading tasks. Our method
displays significant improvements in attack success rate and episodic return over the current
state-of-the-art at extremely low poisoning rates (less than 0.05%).

2 Adversarial Attacks in DRL - Related Work and Background

Two main threat vectors have been explored for adversarial attacks against RL agents: training time
poisoning attacks and inference time evasion attacks. In this work we focus primarily on backdoor
poisoning attacks. Thus, in this section we provide a brief overview of the existing backdoor attack
literature — highlighting their contributions. Background on evasion attacks and policy replacement
poisoning attacks is provided in Appendix [9.9]

Backdoor attacks target agents trying to optimize a particular Markov Decision Process (MDP).
These MDPs are specified as the tuple (S, A, R, T,~) where S is the state space, A is the set of
possible actions, R : S x A x S — R is the reward function, 7' : S x A x S — [0, 1] represents the
transition probabilities between states given actions, and -y is the discount factor. Generally, backdoor
attacks are designed to target agents trained with state-of-the-art DRL algorithms such as PPO [31]],
A3C [23], or DQN [24].

TrojDRL was one of the first works to explore backdoor attacks in DRL — poisoning agents trained
using A3C [23]] to play Atari games. They utilize a static reward poisoning technique in which
the agent receives +1 reward if they follow the target action in poisoned states, and —1 otherwise
(Eq[3). BadRL [4] then built upon these initial findings by using a pre-trained Q-network to determine
in which states the target action a™ is most harmful. This comes at the cost of a much stronger
threat model — the adversary needs full access to the victim’s benign MDP to train their Q-network,



which is unlikely when the victim party is training on a proprietary MDP. Both TrojDRL and BadRL

also explore attacks which are capable of directly manipulating the agent's actions during training.
Compared to attacks which only perturb state observations and rewards, these attacks are easier to
detect, result in more conservative policies, and require a stronger threat model. We additionally nd
that such adversarial capability is unnecessary for a successful attack — both attack success and attack
stealth can be achieved with reward and state manipulation alone as explained in Section 4.

Other works have explored alternate threat models for RL backdoor atts8#dafgets agents

trained in cooperative settings to induce an agent to move towards a particular state in the state space.
[36] poisons the agent for multiple time steps in a row to try and enforce backdoors that work over
longer time horizons. 35] targets RNN architectures to induce backdoors which still work after

the trigger has disappeared from the observation. La8d¥y tilizes total control over the training
procedure and imitation learning to induce a xed policy in the agent upon observing the trigger. In
addition to backdoor attacks, adversarial cheap @k fias been proposed as an alternative, training

time attack which poisons the agent through a “cheap talk” channel external to the agent's latent
observations in the environment.

Parallel to the study of backdoor attacks, other works have studied the test time det@sjtad]

stealth p] of adversarial attacks through an information theoretic lens. While objectives of test
time detectability are outside the scope of this paper, we believe studying the test time detectability
backdoor attacks is an interesting and important research direction for future works. We additionally
note that the framework we present in this work makes no assumptions about the adversary's test
time objectives, allowing for easy adaptations of our proposed methodology to this setting.

3 Problem Formulation

In our setting we consider two parties: the victim and the adversary. The victim party aims to train
an agent to solve a benign MNP = ( S; A; T;R; ). Here we de neS to be a subset of a larger
spaceS, forinstanceS R" ™M is a subset of possible ' m images. The victim agent implements

a stochastic learning algorithrh(M ), taking MDPM as input and returning some potentially
stochastic policy : S Al [0;1].

The adversary, in contrast, wants to induce the agent to associate some adversarial trigger pattern
with a target actiom* , and choose this action with high probability when they obserxe refer
to this adversarial objective astack successimilarly to prior work objectives [4].

In addition to maximizing attack success, the adversary must also minimize the detection probability
during both training and execution. There are multiple ways to de neafték stealtfobjective,

but we choose an objective which draws from existing literatarg [4] — the poisoned agent
should perform just as well as a benignly trained agent in the unpoisonedNVID&peci cally, the
adversary poisons the training algorithnsuch that it instead trains the agent to solve an adversarially
constructed MDM ©with the following optimization problems:

Attack Success:n'\}aox[Eszs; SIEC(s);at)] (1)

Attack Stealth: min[E s 2sliVM(s) VM (9)]]] 2)

wherea® 2 A is the adversarial target action andS! Sis the “trigger function” — which takes

in a benign state 2 S and returns a perturbed version of that state with the trigger pattern embedded
into it. For simplicity, we refer to the set of states within which the trigger has been embedded as
“poisoned states” dB, = (S). Additionally, each * L(M 9 is a policy trained on the adversarial
MDP M andeach  L(M) is a policy trained on the benign MDR . Lastly, VM (s) is the value
function which measures the value of policyat states in the benign MDRM .

3.1 Threat Model

We introduce a novel, outer-loop threat model (Figure 1) which targets the outer, policy evaluation
loop of DRL algorithms such as PPO and DQN. In contrast, prior works rely on inner-loop threat
models [L4] [4] which target the inner environment interaction loop of DRL algorithms. In both
attacks the adversary is constrained yo&oning budgeparameter that speci es the fraction of

state observations they can poison in training. Additionally, the adversary is assumed to either have
access to the agent's state observations, rewards, and acteathdime step for inner loop attacks —

or have access to trajectories generated after each episode is nished for outer loop attacks. Therefore,



for inner loop attacks the adversary must have direct access to both the agent's environment and
training system (server, desktop, etc.). In the case of outer loop attacks against online RL, which is
the subject of this paper, the adversary must have direct control over the victim's training process to
be able to poison the agent's reward in certain states. While the assumption of a server compromise
appears to be strong, such breaches are unfortunately common with 5,175 found in 2024 by the most
recent Verizon Data Breach Investigation Report (DBIR]|[ The outer loop threat model can also

be easily extended to of ine RL1[6, 37], which would require weaker assumptions for the adversary

as they must only manipulate a static dataset. We leave evaluations against of ine RL algorithms to
future work.

DRL Poisoning Attack Threat Models

Attack Type Adversarial Access Objective
Attack Name inner-loop outer-loop Im. Learning| State Action Reward MDP Full Control|  Policy Action
SleeperNets
TrojDRL [14]

BadRL [4]
RNN BackDoor [35]
BACKDOORL [34]

Table 1: Tabular comparison of our proposed threat model to the existing backdoor literature.
Filled circles denote features of the attacks and levels of adversarial access which are necessary for
implementation. Partially lled circles denote optional levels of adversarial access.

When implementing an outer-loop attack, the adversary rst allows the agent to complete a full

episode, generating some trajectéty= f (s;a;r);g,-, of size fromM given the agent's current
policy . The adversary can then obsereand use this information to decide which subddét H

of the trajectory to poison and determine how to poison the agent's reward. The poisoned trajectory
is then either placed in the agent's replay buffer as in algorithms like DQN — or directly used in

the agent's policy evaluation — as in algorithms like PPO.

In contrast, when implementing an inner-loop attack, the adversary observes the agent's current state
s; beforethe agent at each time steplf they choose to poison at stégghey can rst apply the
triggers; (st), observe the subsequent actmrtaken by the agent, and then alter their reward
accordinglyr; c¢. Optionally, the adversary can also alter the agent's action before it is executed

in the environment, as used in stronger versions of BadRRarid TrojDRL [14]. The main drawback

of this threat model is that the adversary must determine when and how to poison the current time
step(s; a; r); immediately upon observing, while, in the outer-loop threat model, they are given a
more global perspective by observing the complete trajedtary

Thus, the outer-loop threat model requires the same level of adversarial access to the training process
as the inner-loop threat model, but it enables more powerful attacks. This allows us to achieve higher
attack success rates — while modifyiogly states and rewards — than inner-loop attacks, which may
rely on action manipulation for high attack succeb4[[4]. In Table 1 we compare the threat model

of our SleeperNets attack with the existing literature.

4 Theoretical Results

In this section we provide theoretical results proving the limitations of static reward poisoning and
the capabilities of dynamic reward poisoning. We rst design two MDPs which will provably prevent
static reward poisoning attacks, causing the attack to either fail in terms of attack success or attack
stealth. Motivated by these ndings, we develop a novel adversarial MDP which leverages dynamic
reward poisoning to achieve stronger guarantees for attack success.

4.1 Insuf ciency of Static Reward Poisoning

Existing backdoor attack techniques!] [4] [ 35] use a form of static reward poisoning. Formally, we
say a reward poisoning technique is static if the agent's reward, at any poisoned time step, is altered
to some pre-determined, xed values:

c ifa=a"

R( (s);a) = 1lc[a=a"] - ¢ otherwise ®)

We formally prove that this technique of reward poisoning is insuf cient for achieving both attack
success and attack stealth, irrespective of how largge are. In Figure 2 we present two coun-
terexample MDPs which highlight two key weaknesses of static reward poisoniiy, ime exploit



Figure 2: (Left) MDPM  for which static reward poisoning fails to induce the target actibn
(Right) MDP M ,, for which static reward poisoning causes the agent to learn a sub-optimal policy.

the inability of static reward poisoning to scale with respect to the discount facidue return the

agent receives for taking acti@q in the poisoned statg(Star) surpasse8cif >: 5—making the
target actiom* sub-optimal given the static return #fc. In M, we then exploit the inability of

static reward poisoning to vary across states. In the benign versidn dfis optimal for the agent

to take the shorter “Fast” path to the nish. However, since the agent receives an extra reward of

in poisoned states, the longer “Slow” path becomes optimal under static reward poisoning. Fully
worked out proofs for these claims are given in Appendix 9.2.

4.2 Base Assumptions for Dynamic Reward Poisoning

In our attack formulation we make two additional assumptions needed for our theoretical results,
but malleable for our empirical results. First, we assume that the attacker implements purely out
of distribution triggers, more formallyS, \ S = ;. Ful lling this assumption in our theoretical
results prevents con icts between the adversarially induced reward function and the benign MDP's
reward function. In practice, attacks can still be successful if this assumption is relaxed, as long as
the poisoned statesp 2 S, are suf ciently rare in the benign MDP during training.

One additional assumption is thatnust be an invertible function betwe&nandS,. While this

seems like a strong assumption at rst glance, it does not hinder attack performance in practice. In the
rest of the paper we frequently use'(s,) as a shorthand to denote the benign stdtem which

we receiveds, = (s). In practice, we are given the benign statest, and then apply the trigger,

thus we never need to actually compute the inverse of

4.3 Dynamic Reward Poisoning Attack Formulation

As previously discussed, the adversary's goal is to design and enforce an adversaridll QJRjch
optimizes Equations (1) and (2). Our attack in uences the agent's behavior through the learning
algorithmL, which approximates an optimal policy for the agent in a given MDP. We leverage this
fact by de ning an adversarial MDP such that the optimal policy solves both our attack success and
attack stealth objectives: )

MO=(S[ Sy ATERS ) @)
In M ©, TYs an adversarially induced transition function @ftis an adversarially induced reward
function. The transition dynamics of this MDP are fairly intuitive — at any given time step the agent
can be in a poisoned stedg 2 S, with probability , or a benign state 2 S with probability(1 )
for poisoning rate 2 [0; 1). Transitions otherwise follow the same dynamics of the benign NMDP
Formally, we de neTas:

TO:(S[Sy) A (SI Sy! [01] (5)

S @ ) Tsa® |ifs2s P2
; T(s;a; %(sY) ifs2S;L2S

o) . . - ’ ’ il P
TAsias) = > T( s)pa sY) |ifs2 Sy 22 S, ©)
@) T( Yspasy | ifs2Sp; s2S
The adversarial rewar@®, on the other hand, dynamically leverages the current policy's value at
eachstats 2 S| S, to achieve our two-fold adversarial objective. FirRf,is designed such that
the agent's actions in poisoned states do not impact its return in benign states — allowing an optimal
policy in M °to also be an optimal policy iM . SecondR%is formulated such that the agent's return
in poisoned states are agnostic to future consequences — guaranteeing that the target action is optimal
in any poisoned state. Formally we de R? as:

RO:(S[Sp,) A (SIS I R (7)



_ g R(s;a;sY) ifs2S;L2S
RYs;a;s% )2 R(s;a; 1(s9) VM(sH+ vM( LsY) |ifs2S;02S, (8)
' la= a'] VvV M°(s? ifs2 S,

where =f :( :S[ S, A! [0 1])gis the setof all valid policies ovev %, R is the benign

MDP's reward function, and* is the target actionRis a function of not only the current stage
actiona, and next state’, but also of the agent's current policy In our theoretical developments

this gives us access to the policy's value at each state, allowing us to directly cancel out terms in the
Bellman optimally equation and thus achieve our desired guarantees. In practice however, we do not
have direct access to policy's value in each state. In Section 5 we show how the outer-loop threat
model can be used to nd an approximation\bf(s), which leverages our theoretical ndings.

4.4 Theoretical Guarantees of Dynamic Reward Poisoning

The capabilities of dynamic reward poisoning become most evident through its theoretical properties.
We rst prove two strong lemmas which we then leverage to prove ¥h&bptimizes both our
objective of attack success in Equation (1) and attack stealth in Equation (2).

Lemmal VM°(sp) = (sp;a*) 88,2 S, 2 . Thus, the value of a policy in poisoned states
Sp 2 Sp is equal to the probability with which it chooses actiah.

Lemma2 VM (s)= VM°(s)8s2S; 2 . Therefore, the value of any policyin the adversarial
MDP M s equal to its value in the benign MD® for all benign states 2 S.

Theorem 1 VM°(s,)  VM°(s,) 85,2 Sy, 2 ,  (sp;a’)=18s,2S,. Thus, is
optimal inM %if and only if ~ takes actiora* with probability1 in poisoned states, 2 Sp.

Theorem2 VM°(s) VM%(s)8s2S; 2 , VM(s) VM(s)8s2S; 2 . Therefore,
is optimal inM °for all benign states 2 Sif and only if  is optimal inM .

Furthermore, we know that the victim party's training algorithns designed to maximize overall
return in the MDP it is solving. Thus, in order to maximize this return, and as a result of Theorem
1 and Theorem 2, the algorithm must produce a poisoned policy which optimizes our objectives of
attack success and attack stealth. From this we can concludd thaitimizes Equations (1) and (2).
Rigorous proofs of all our lemmas and theorems can be found in Appendix 9.1.

5 Attack Algorithm

The goal of the SleeperNets attack is to replicate our adversarial MORs outlined in the previous
section, thus allowing us to leverage our theoretical results. Since we do not have direct access to
VM 0(s) foranys 2 S[ Sp, we must nd a way of approximating our adversarial reward function

RY. To this end we make use of our aforementioned outer-loop threat model — the adversary alters the
agent's state-observations and rewards after a trajectory is generated by the agebtirbefore

any policy update occurs. The adversary can then observe the completed trajectory and use this
information to form a better approximation g 0(s) foranys2 S| Sp.

Algorithm 1 The SleeperNets Attack

Initialize Policy , Replay MemoryD, max episodebl

Input poisoning budget, weighting factor , reward constart, trigger function , policy update
algorithmL, benign MDPM =(S;A;R;T; )

1: fori  1;N do

2 Sample trajectorid = f(s;a;r).g,-; of size fromM given policy

3 SampleH® H uniformly randomly s.tjH§ = b jHjc

4 forall (s;a;r); 2 H%do

5: Compute value estimat&s(s;; H), ¥ (st+1 ; H) using known trajectory

6: St (st)

7:

8

9

0

re  lefar = a’l] ¥ (st+1;H)
1 re1 re+ U(sgH)
StoreH in Replay MemoryD

1 Update According toL givenD, ush or pruneD according td.




Speci cally, the learning algorithrh rst samples a trajectoni = f(s;a;r);g,-; of size from
M given the agent's current policy. The adversary then samples a random sui$et H of size
b jHjc from the trajectory to poison. Given eat$1a;r), 2 H the adversary rst applies the
trigger pattern (s;) to the agent's state-observation, and then computes a Monte-Carlo estimate of
the value ofs; ands;+, as follows:
. X
V(s;H) = ' 'ry ©)

i=t
This is an unbiased estimator ¢t 0(st) [33] which sees usage in methods like PPO and A2C — thus

allowing us to accurately approximai€” 0(s) foranys 2 S| S; in expectation. We then use these
estimates to replicate our adversarial reward fund®8as seen in lines 7 and 8 of Algorithm 1.

We additionally introduce two hyper parametarsind , as a relaxation oR®. Larger values of
perturb the agent's reward to a larger degree — making the attack stronger, but perhaps making
generalization more dif cult in DRL methods. On the other hand, smaller valuespefrturb the
agent's reward less — making it easier for DRL methods to generalize, but perhaps weakening the
attack’s strength. Similarly; scales the rstterm oRin poisoned stated[a = a* ], meaning larger
values ofc will perturb the agent's reward to a greater degree. In practice we nd the SleeperNets
attack to be very stable w.r.t. andc on most MDPs, however some settings require more hyper
parameter tuning to maximize attack success and stealth.

6 Experimental Results

In this section we evaluate our SleeperNets attack in terms of our two adversarial objectives — attack
success and attack stealth — on environments spanning robotic navigation, video game playing, self
driving, and stock trading tasks. We further compare our SleeperNets attack against attacks from
BadRL [4] and TrojDRL [14] — displaying signi cant improvements in attack success while more
reliably maintaining attack stealth.

6.1 Experimental Setup

We compare SleeperNets against two versions of BadRL and TrojDRL which better re ect the less
invasive threat model of the SleeperNets attack. First is TrojDRL-W in which the advel@asynot
manipulate the agent's actions. Second is BadRL-M which uses a manually crafted trigger pattern
rather than one optimized with gradient based techniques. These two versions were chosen so we can
directly compare each method's reward poisoning technique and better contrast the inner and outer
loop threat models. Further discussion on this topic can be found in Appendix 9.3.

We evaluate each method on a suite of 6 diverse environments against agents trained using the
cleanrl [LO] implementation of PPQJ1]. First, to replicate and validate the results df 4nd [14]

we test all attacks on AtaBreakoutandQbertfrom the Atari gymnasium suitel]. In our evaluation

we found that these environments are highly susceptible to backdoor poisoning attacks, thus we
extend and focus our study towards the following 4 environme@s: Racingfrom the Box2D
gymnasium 1], Safety Caffrom Safety Gymnasiumlp], Highway Mergegrom Highway Env [L8],
andTrading BTCfrom Gym Trading Env [27].

In each environment we rst train an agent on the benign, unpoisoned MDP until convergence to act
as a baseline. We then evaluate each attack on two key metrics — episodic return and attack success
rate (ASR). Episodic return is measured as the agent's cumulative, discounted return as it is training.
This metric will be directly relayed to the victim training party, and thus successful attacks will
have training curves which match its respective, unpoisoned training curve. Attack success rate is
measured by rst generating a benign episode, applying the trigger to every state-observation, and
then calculating the probability with which the agent chooses the target actioBuccessful attacks

will attain ASR values near 100%. All attacks are tested over 2 valuesiofl averaged over 3 seeds

given a xed poisoning budget values and poisoning budgets vary per environment. In each plot
and table we then present best results from each attack. Further experimental details and ablations
can be found in Appendix 9.4, Appendix 9.5, Appendix 9.6, and Appendix 9.7.

6.2 SleeperNets Results

In Table 2 we highlight the universal capabilities of the SleeperNets attack across 6 environments
spanning 4 different domains. Our attack is able to achieve an average attack success)@ie of



Empirical Comparison of Backdoor Attacks

Environment | Highway Merge Safety Car Trade BTC Car Racing Breakout Qbert
Mertric ASR ASR ASR ASR ASR ASR
SleeperNets 100% 0% 100% 0% 100% 0% 100% 0% 100% 0% 100% 0%

TrojDRL-W 57.2% 29.0% | 86.7% 3.3% 97.5% 0.5% 73.0% 46.7% | 99.8% 0.1% 98.4% 0.5%
BadRL-M 0.2% 0.1% 70.6% 17.4% | 38.8% 41.8% | 44.1% 47.0% | 99.3% 0.6% 47.2% 22.2%

Mertric BRR BRR BRR BRR BRR BRR
SleeperNets | 99.0% 0.4% 96.5% 25.4% 100% 18.5% 97.0% 6.3% 100% 24.1% 100% 12.9%
TrojDRL-W 91.4% 3.6% 81.3% 30.9% | 100% 13.4% | 26.6% 26.1% | 97.7% 12.2% | 100% 10.2%

BadRL-M 100% 0.0% 83.6% 38.8% | 100% 11.5% | 98.1% 9.9% 84.4% 6.7% 100% 12.6%

Table 2: Comparison between BadRL-M, TrojDRL-W, and SleeperNets. Here the Benign Return
Ratio (BRR) is measured as each agent's episodic return divided by the episodic return of an
unpoisoned agent, and ASR is each attack's success rate. All results are rounded to the nearest tenth
and capped at 100%. Standard deviatidior all results is provided in their neighboring column.

over 3 different seeds aall environments — highlighting the attack's reliability. Additionally, our
attack causes little to no decrease in benign episodic return — producing policies that perform at least
96.5% as well as an agent trained with poisoning Lastly, since our attack regularly achieves 100%
ASR during training, we are able to anneal our poisoning rate over time — resulting in extremely
low poisoning rates like 0.001% on Breakout and 0.0006% on Trade BTC. In practice we anneal
poisoning rates for all three methods by only poisoning when the current ASR is less than 100%.
More detailed discussion on annealing can be found in Appendix 9.6.

Figure 3: Comparison of the SleeperNets, BadRL-M, and TrojDRL-W attacks on (Top) Highway
Merge and (Bottom) Safety Car in terms of (Left) ASR and (Right) episodic return.

We nd that the SleeperNets attack outperforms TrojDRL-W and BadRL-M on all 6 environments in
terms of attack success rate, beingahéy attack to achieve 100% attack successlbenvironments.

The SleeperNets attack additionally outperforms TrojDRL-W in terms of episodic retuatl on
environments. BadRL-M performs slightly better in terms of episodic return in Highway Merge and
Car Racing, but in these cases it fails to achieve high attack success — resulting in 0.2% and 44.1%
ASR in contrast to SleeperNets' 100% ASR on both environments.

In Figure 3 we plot the attack success rate and episodic return of the SleeperNets, BadRL-M, and
TrojDRL-W attacks on Highway Merge and Safety Car. In both cases the SleeperNets attack is able
to quickly achieve near 100% ASR while maintaining an indistinguishable episodic return curve
compared to the “No Poisoning” agent. In contrast BadRL-M and TrojDRL-W both stagnate in terms



of ASR — being unable to achieve above 60% on Highway Merge or above 90% on Safety Car. Full
numerical results and ablations with respeat tan be found in Appendix 9.5.

6.3 Attack Parameter Ablations

In Figure 4 we provide an ablation of the SleeperNets, BadRL-M, and TrojDRL-W attacks with
respect to poisoning budgetand reward poisoning constambn the Highway Merge environment.

For both experiments we use= 0 for SleeperNets, meaning the magnitude of reward perturbation

is the same between all three attacks. This highlights the capabilities of the outer-loop threat model
in enabling better attack performance with weaker attack parameters.

When comparing each attack at different poisoning budgets we see that SleeperNets is the only attack
capable of achieving >95% ASR with a poisoning budget of 0.25% and is the only attack able to
achieve an ASR of 100% given any poisoning budget. TrojDRL-W is the only of the other two
attacks able to achieve an ASR >90%, but this comes at the cost of a 11% drop in episodic return at a
poisoning budget of 2.5% - 10x the poisoning budget needed for SleeperNets to be successful.

Figure 4: (Top) Ablation with respect to poisoning budgdbr each attack given a xed = 40.
(Bottom) Ablation with respect to given a xed poisoning budget d:5%. Both experiments were
run on Highway Merge with a value of = O for SleeperNets.

We see a similar trend for different valuesmfSleeperNets is the only attack which is able to achieve

an ASR near 100% given a poisoning budget of 0.5%@nad20. TrojDRL-W, in contrast, only
achieves an ASR of 57% given the same poisoning budget and much larger reward corstad0of

This again comes at the cost of a 10% drop in episodic return. Between both ablations BadRL-M is
unable to achieve an ASR greater than 40% and only achieves an ASR better than 1% when given a
5% poisoning budget and usiieg= 40. Numerical results can be found in Appendix 9.7.

7 Conclusion and Limitations

In this paper we provided multiple key contributions to research in backdoor attacks against DRL.
We have proven the insuf ciency of static reward poisoning attacks and use this insight to motivate
the development of a dynamic reward poisoning strategy with formal guarantees. We additionally
introduced a novel backdoor threat model against DRL algorithms, and formulated the SleeperNets
attack which signi cantly and reliably outperforms the current state-of-the-art in terms of attack
success rate and episodic return at very low poisoning rates. The strong theoretical and empirical
results of this work motivate further research into defense techniques against backdoor poisoning
attacks in DRL such as new detection, certi ed robustness, or auditing approaches.



The main limitation of SleeperNets is that the formulatioR8&llows the attack's reward perturbation

to grow arbitrarily large given an arbitrary MDP. Wheris large this may make detection of the
attack easier if the victim is able to scan for outliers in the agent's reward. We believe this is an
interesting area of future research that may lead to the development of increasingly sensitive detection
techniques and, in response, more stealthy attacks. Additionally, while our experiments are expansive
with respect to environments and most attack parameters, this paper is not an exhaustive study of
all facets of backdoor attacks. We do not study the effectiveness of the adversary's chosen trigger
pattern nor do we consider triggers optimized with gradient or random search based techfliques [
Combining these techniques with SleeperNets is also an interesting area of future research which will
likely result in a further decrease in poisoning budget and the ability to perform stealthier attacks.

8 Broader Impacts

In this paper we expose a key vulnerability of Deep Reinforcement Learning algorithms against
backdoor attacks. As with any work studying adversarial attacks, there is the possibility that
SleeperNets is used to launch a real-world, malicious attack against a DRL system. We hope that, by
exploring and de ning this threat vector, developers and researchers will be better equipped to design
counter measures and prevent any negative outcomes. In particular we believe the implementation of
isolated training systems — which will be harder for the adversary to access — and the development
of active attack detection techniques will both be critical for mitigating attacks. We would also like

to highlight the potential of malicious trainers using these backdoor attack approaches against their
own agents for malicious purposes. We believe the development of new DRL auditing techniques is
necessary to identify these compromised agents.

Acknowledgements

This Research was developed with funding from the Defense Advanced Research Projects Agency
(DARPA), under contract W912CG23C0031, NSF award CNS-2312875, and NSF award FMitF-
2319500. We thank Evan Rose, Simona Boboila, Peter Chin, Lisa Oakley, and Aditya Vikram Singh
for discussing various aspects of this project.

References

[1] G. Brockman, V. Cheung, L. Pettersson, J. Schneider, J. Schulman, J. Tang, and W. Zaremba.
OpenAl Gym.arXiv preprint arXiv:1606.01542016.

[2] J. Chen and Q. Gu. Rays: A ray searching method for hard-label adversarial attack. In
Proceedings of the 26th ACM SIGKDD International Conference on Knowledge Discovery &
Data Mining, pages 1739-1747, 2020.

[3] J. C. Costa, T. Roxo, H. Proenca, and P. R. Inacio. How deep learning sees the world: A survey
on adversarial attacks & defensesXiv preprint arXiv:2305.108622023.

[4] J. Cui, Y. Han, Y. Ma, J. Jiao, and J. Zhang. Badrl: Sparse targeted backdoor attack against
reinforcement learningarXiv preprint arXiv:2312.125852023.

[5] S. Dolan, S. Nayak, and H. Balakrishnan. Satellite navigation and coordination with limited
information sharing. Inearning for Dynamics and Control Conferengages 1058-1071.
PMLR, 2023.

[6] T. Franzmeyer, S. McAleer, J. F. Henriques, J. N. Foerster, P. H. Torr, A. Bibi, and C. S. de Witt.
lllusory attacks: Detectability matters in adversarial attacks on sequential decision-makers.
arXiv preprint arXiv:2207.1017@2022.

[7] A. Gleave, M. Dennis, C. Wild, N. Kant, S. Levine, and S. Russell. Adversarial policies:
Attacking deep reinforcement learningrXiv preprint arXiv:1905.106152019.

[8] S. Gu, L. Yang, Y. Du, G. Chen, F. Walter, J. Wang, Y. Yang, and A. Knoll. A review of safe
reinforcement learning: Methods, theory and applicati@nXiv preprint arXiv:2205.10330
2022.

[9] T. Gu, B. Dolan-Gavitt, and S. Garg. BadNets: Identifying vulnerabilities in the machine
learning model supply chairarXiv preprint arXiv:1708.067332017.

10



[10] S. Huang, R. F. J. Dossa, C. Ye, J. Braga, D. Chakraborty, K. Mehta, and J. G. Araujo. Cleanrl:
High-quality single- le implementations of deep reinforcement learning algorithtoarnal of
Machine Learning ResearcB3(274):1-18, 2022.

[11] C. D. Hylender, P. Langlois, A. Pinto, and S. Widup. Verizon 2024 data breach investigations
report. https://www.verizon.com/business/resources/reports/dbir/ , 2024.

[12] J. Ji, B. Zhang, X. Pan, J. Zhou, J. Dai, and Y. Yang. Safety-gymnagBitHub repository
2023.

[13] T. Kabbani and E. Duman. Deep reinforcement learning approach for trading automation in the
stock marketIEEE Access10:93564-93574, 2022.

[14] P. Kiourti, K. Wardega, S. Jha, and W. Li. Trojdrl: Trojan attacks on deep reinforcement learning
agents.arXiv preprint arXiv:1903.066382019.

[15] B.R.Kiran, . Sobh, V. Talpaert, P. Mannion, A. A. Al Sallab, S. Yogamani, and P. Pérez. Deep
reinforcement learning for autonomous driving: A survlSEE Transactions on Intelligent
Transportation System23(6):4909-4926, 2021.

[16] 1. Kostrikov, A. Nair, and S. Levine. Of ine reinforcement learning with implicit g-learning.
arXiv preprint arxiv:2110.061692021.

[17] A. Krnjaic, R. D. Steleac, J. D. Thomas, G. Papoudakis, L. Schéfer, A. W. K. To, K.-H. Lao,
M. Cubuktepe, M. Haley, P. Borsting, and S. V. Albrecht. Scalable multi-agent reinforcement
learning for warehouse logistics with robotic and human co-workers, 2023.

[18] E. Leurent. An environment for autonomous driving decision-makitigps://github.com/
eleurent/highway-env , 2018.

[19] V.-C. Lin, Z.-W. Hong, Y.-H. Liao, M.-L. Shih, M.-Y. Liu, and M. Sun. Tactics of adversarial
attack on deep reinforcement learning ageatXiv preprint arXiv:1703.06748017.

[20] C. Lu, T. Willi, A. Letcher, and J. N. Foerster. Adversarial cheap talk.Inlernational
Conference on Machine Learnipngages 22917-22941. PMLR, 2023.

[21] A. Madry, A. Makelov, L. Schmidt, D. Tsipras, and A. Vladu. Towards deep learning models
resistant to adversarial attackaXiv preprint arXiv:1706.060832017.

[22] K. Mahmood, R. Mahmood, E. Rathbun, and M. van Dijk. Back in black: A comparative
evaluation of recent state-of-the-art black-box attatk&E Access10:998-1019, 2022.

[23] V. Mnih, A. P. Badia, M. Mirza, A. Graves, T. Lillicrap, T. Harley, D. Silver, and K. Kavukcuoglu.
Asynchronous methods for deep reinforcement learnintntérnational conference on machine
learning pages 1928-1937. PMLR, 2016.

[24] V. Mnih, K. Kavukcuoglu, D. Silver, A. Graves, I. Antonoglou, D. Wierstra, and M. Riedmiller.
Playing atari with deep reinforcement learnirggXiv preprint arXiv:1312.56022013.

[25] L. Nasvwytis, K. Sandbrink, J. Foerster, T. Franzmeyer, and C. S. de Witt. Rethinking out-
of-distribution detection for reinforcement learning: Advancing methods for evaluation and
detection.arXiv preprint arXiv:2404.07092024.

[26] L. Ouyang, J. Wu, X. Jiang, D. Almeida, C. Wainwright, P. Mishkin, C. Zhang, S. Agarwal,
K. Slama, A. Ray, et al. Training language models to follow instructions with human feedback.
Advances in neural information processing syste3Bs27730-27744, 2022.

[27] C. Perroud. Gym trading enkittps://github.com/ClementPerroud/Gym-Trading-Env ,
2023.

[28] N. H. Pham, L. M. Nguyen, J. Chen, H. T. Lam, S. Das, and T.-W. Weng. Evaluating robustness
of cooperative MARL: A model-based approaehnXiv preprint arXiv:2202.03558022.

11



[29] A. Rakhsha, G. Radanovic, R. Devidze, X. Zhu, and A. Singla. Policy teaching via environment
poisoning: Training-time adversarial attacks against reinforcement learnihgtemational
Conference on Machine Learningages 7974-7984. PMLR, 2020.

[30] A. Rangi, H. Xu, L. Tran-Thanh, and M. Franceschetti. Understanding the limits of poisoning
attacks in episodic reinforcement learniragXiv preprint arXiv:2208.136632022.

[31] J. Schulman, F. Wolski, P. Dhariwal, A. Radford, and O. Klimov. Proximal policy optimization
algorithms.arXiv preprint arXiv:1707.0634,/2017.

[32] D. W. Stroock.An introduction to Markov processesmlume 230. Springer Science & Business
Media, 2013.

[33] R. S. Sutton and A. G. Bartdreinforcement learning: An introductio2018.

[34] L. Wang, Z. Javed, X. Wu, W. Guo, X. Xing, and D. Song. BACKDOORL: Backdoor attack
against competitive reinforcement learnirmgXiv preprint arXiv:2105.00572021.

[35] Z. Yang, N. lyer, J. Reimann, and N. Virani. Design of intentional backdoors in sequential
models.arXiv preprint arXiv:1902.099722019.

[36] VY. Yu, J. Liu, S. Li, K. Huang, and X. Feng. A temporal-pattern backdoor attack to deep
reinforcement learning. IGLOBECOM 2022-2022 IEEE Global Communications Conference
pages 2710-2715. IEEE, 2022.

[37] M. Zare, P. M. Kebria, A. Khosravi, and S. Nahavandi. A survey of imitation learning:
Algorithms, recent developments, and challendE&E Transactions on Cybernetjc024.

[38] H. Zheng, X. Li, J. Chen, J. Dong, Y. Zhang, and C. Lin. One4all: Manipulate one agent to
poison the cooperative multi-agent reinforcement learn@amputers & Securityl24:103005,
2023.

12



9 Supplemental Material

In the appendix we provide further details and experimental results which could not t into the main
body of the paper. In Appendix 9.1 we provide proofs for Lemma 1, Lemma 2, Theorem 1, and
Theorem 2 as provided in Section 4.4. In Appendix 9.2 we prove the insuf ciency of static reward
poisoning as discussed in Section 4.1. In Appendix 9.3 we provide further discussion on the baselines
evaluated in the main body. In Appendix 9.4 we provide further experimental setup details and
justi cation for each hyper parameter we used. In Appendix 9.5 we provide full experimental details
used to generate Table 2 in Section 6. In Appendix 9.6 we provide further details and plots relating
SleeperNets' poisoning rate annealing capabilities as referenced in Section 6. In Appendix 9.7 we
provide numerical results for our ablationsadnd presented in Section 6.3. In Appendix 9.8 we
provide an overview of the computational resources used in the experimental results of this paper.
Lastly, in Appendix 9.9 we provide further discussion of related works on non-backdoor, adversarial
attacks against DRL.

9.1 Proofs For Dynamic Reward Poisoning Guarantees

Lemma 1 VM 0(sp) = (sp;a")8sp2Sp; 2 . Thus,the value of a policy in poisoned states
Sp 2 Sp is equal to the probability with which it chooses act@h.

Proof. Here we proceed with a direct algebraic proof — simplifying the de nitioNM‘O(sp) 8sp 2
Sp until we show it is equal to (sp; a").

Let: s, ZXSp; 2 X (10)
VM(sp) = (Sp; @) Tsp; a; SY[RYsp;a;s% )+ V M°(s9)] (11)
e>1<2A s92S[ S,
= (Sp; @) TYsp;a;H[1fa=a'] VM'(sH+ VMY (12
z;(ZA s92S[ S,
= (sp;a)(1[a= a*] T%sp; a;s?) (13)
a;(ZA s02S[ S,
= (sp;a)(1lfa= a’]) (14)
azA
= (sp;a’) (15)
(16)
QED

Lemma?2 VM (s) = vM 0(s) 852 S; 2 . Therefore, the value of any policyin the adversarial
MDP M s equal to its value in the benign MD® for all benign states 2 S.

In nite Horizon MDP Case
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Proof. In this proof we will show thav™ (s) VM 0(s) 6 0 leads to a contradictiod s 2 S, thus
VM (s) = VM°(s) must be true. We will begin by expanding and subsequently simplifyiMg.

Let: s2 Xs; 2 « (17)
VMo(s) = (s:a) TYs;a; I[RYs;a;% )+ V M (9] (18)
e;(ZA s02S[ S,
= (s  TYs;aDRYs;a; L )+ VMY
A s02S
o (19)
+ TYs;a; DRYs;a; % )+ VM (9]
s)o(2Sp X .
= (s;a)[(1 ) T(s;a; D[R(s;a;)+ VM (9]
a2$\( s02s
* T(sia, YSR(s;a HsY VMY + VM LY+ v M
s02S,
(20)
X X 0
= sl ) T(sadREas)+ VM)
aZé( s02S . (21)
+ T(sia; Y(SYIR(s;a; s+ VM (s
s02s,

To get to the next step in this simpli cation we observe that the second sum is®2e8;, but only
includes terms  %(sY. is an invertible function and is thus bijective — as explained in Section 4.2 —
therefore the sum is quj(ivalent to one os%?( S.

VM(s) = sl ) T(safREsa)+ VM9
a2 s92S
0 (22)
+ T(s;a DIR(s; ;D) + VM (s
XSOZS
= (s50)  T(siadR(saN+ V() (23)
a2 A s02S

From here we are nearly done, but we still have to connect it back to our goal of shéligg) =
VM °(s), in other word58§(2 S, Ds :'XV’\’I °(s) VM(s)=0:

Ds = (58  T(s;adREsasH+ V(I
g4 X2 (24)
(s;@) T(s;a;D[R(s;a;)+ VM (9
%%A sg%S
= ;3  T(s;aR(s;a )+ Vv M(9)
A s02S (25)
T(s;a;[R(s; ;) + VM (s
%8 X ,
= (s;a)  T(saR(s;as)+ VM (I
a2A s02s (26)
R(sia ) + Vv M (911
= (Al T(saVvY(s) VM 27)
a2A s02s
After this we will convert the problem into the much more manageable matrix form:
Let: D 2 RIS/ such thaDs = vM°(§2 VM (s) (28)
Let: P 2 RISI S such thaPsso = (s;a) T(s;a;s) (29)

a2A
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We know thatP is a Markovian matrix through its de nition — every roRg represents a probability
vector over next states given initial states — thus every row sums to a value bf Markovian
matricies have many useful properties which are relevant to Reinforcement Learning, but most
relevant to us are its properties regarding eigenvalues:
PD= D) 1 (30)
In other words, the largest eigenvalue of a valid Markovian mdris 1 [32]. Using our above
de nitions we can rewrite Equation (27) as:
D=P( D) (31)
1
) -=D=PD (32)
Let's assume, for the purpose of contradiction thag 0

Since 2 [0;1) this impliesP has an eigenvalue larger than 1. Howe¥ers a Markovian matrix
and thus cannot have an eigenvalue greater than 1. Tkud) must be true. QED

Finite Horizon MDP Case

Proof. In the nite horizon case we rede ne the benign MDPMs= ( S;A;T;R;H; ) and the
poisoned MDP a1 °= (S| Sp;A;T%R%H; ) whereH 2 N is the horizon of the MDPs:

VM(s)=0 8 2 ;s2S[ S, ift>H (33)

Using this we will proceed with a proof by induction, starting with the base ls@ﬁe(s) =

V;'\,ﬂ ° (s) 8s2 S. This can quickly be derived by drawing upon the simpli cation V)M, O(s) found
in Equation (23).
o X X
Vi (s) = (s;8)  T(s;a9R(s;a;8) = VY (9) (34)
a2A s02s
Here the termV M°+1 (sY disappears due to our de nition in Equation (33). Thus we have proven

the condition is me8s 2 S for the base case= H. We will then continue to the inductive case:
assume the condition holds for somme1 H, we can then show the following:
X X

vy °(s) = (s:a) T(s;a;9)R(s;a; ) + V '\{'il (s) (35)
®* e
= (s;8)  T(s;adR(s;a; D+ VY, (s) (36)
a2A s02s
=V (s) (37)
Thus the inductive hypothesis and base case hold, thervﬂkﬁrés) = V;’\t’I 0(s) 8s 2 S;h
H. QED
Theorem 1 VM'(s) VM’(s,) 85,2 Sy 2, (sp;a*) =1 8sp 2 Sp. Thus, is

optimal inM %if and only if ~ takes actiora* with probability1 in poisoned states, 2 S;.

Forward Direction VM 0(s) VM 0(s) 852S,, 2 ) (s;a")=18s2S;

Proof. Assume for the purpose of contradiction ti®at 2  such that is optimal inM © but
(sp;a”) < 1for somes, 2 S,.

Let 92  be some arbitrary policy such tha(sy;a*) = 1.

From Lemma 1 we know that™ O(sp) =1 andvM 0(sp) <1

Thus it follows thatv ™ 0(sp) <VvM O(sp) which contradicts the initial assumption thats optimal
inM?©, QED
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Reverse Direction (s;a")=18s2S,) VM’(s) VM°(s)8s2S, 2

Proof. Assume for the purpose of contradiction thafs;a") =1 8s2 Sy, but9 2 ,s 2 S,
such thavVM°(s ) <V M°(s).

From Lemma 1 we know that™ D(s) =18s2 S, thereforev™ 0(s )> 1

Again using Lemma 1 this implies tha{s ;a*) > 1 which contradicts the fact thaf(s ; ) is a
valid probability vector — no action can have probability greater than QED

Thus we have proven Theorem 1. QED

Theorem2 VM°(s) VM’(s)8s2S; 2 , VM(s) VM(s)8s2S; 2 . Therefore,
is optimal inM ©for all benign states 2 S if and only if  is optimal inM .

Forward Direction VM°(s) VM’(s)8s2S; 2 ) VM(s) VM(s)8s2S: 2

Proof. Assume for the purpose of contradiction thatis optimal inM ®but is sub optimal irM .

This implies there is some2 ands 2 S such thavM (s) >V M (s).
From Lemma 2 we know™ (s) = VM’(s) >V M (s) = VM°(s)

This impliesvM 0(s) >y M 0(s) which contradicts the initial assumption thatis optimal inM ©
foralls2 S. QED

Reverse DirectionVM (s) VM (s)8s2S; 2 ) VM’s) VM°s)8s2S; 2

Proof. Assume for the purpose of contradiction thatis optimal inM but is sub optimal ifM ©,
This implies there is some2  ands 2 S such thatv/M’(s) >V M°(s).
From Lemma 2 we know™ °(s) = VM (s) >V M°(s) = VM (s)

This impliesVM (s) > V M (s) which contradicts the initial assumption thatis optimal inM for
alls2 S. QED

Thus we have proven Theorem 2. QED

9.2 Proofs For Insuf ciency of Static Reward Poisoning

Figure 5: (Left) MDPM 4, (Right) MDPM ,
Static Reward Poisoning is Insuf cient for Attack Success

Proof. Our goal here is to show that for all static reward poisoning attacks using a poisoning rate
2 [0;1) and a reward constaugt there exists an MDR; such that attack success cannot be

achieved. In other words, we want to show the following to be @(e(Star); a;) > Q ( (Star);a*)

given the poisoned MDRI { using static reward poisoning with constargnd a poisoning rate of.
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Here we assume the agent always takes aetiom state (Survive as it is the optimal action. We
proceed as follows:

Q( (Star);a)= c+ c'= c (38)

Q( (Stard);a*)= ¢ (39)

From here we want to show th@t 2 [0; 1) such thaQ( (Star);a;) > Q ( (Stard;a*)
c

Q( (Star);a;) >Q( (Star);a")) 1 c>c (40)
y L 5oy s % 41)
(42)

Thus, we know that there exists som& (%; 1) such thaQ( (Star);a;) > Q ( (Stard;a*). Thus
the target action is sub-optimal in the adversarial MDP using static reward poisoning. Therefore static
reward poisoning is insuf cient for attack success in arbitrary MDPs. QED

Static Reward Poisoning is Insuf cient for Attack Stealth

Proof. Our goal here is to show that for all static reward poisoning attacks using a poisoning rate
2 [0;1) and a reward constawt there exists an MDIM , such that attack stealth cannot be

achieved. In other words, we want to show that the agent learns a sub-optimal policy in the benign

MDP M, given it is trained in the poisoned MDR 9. Speci cally, we want to show the following

to be true:Q(Start a;) > Q (Starta® ) in M2 — meaning; is the optimal action i 2 given state

“Start” whereasa* is optimal inM,. Similarly to the last proof we assume the agent chooses the

target actiora* in poisoned states — since it's the optimal action — and thus receives a rewacd of

in all states with probability . We proceed as follows:

Q(Starta;)= ¢ + 2c+ 3¢ (43)
Q(Starta*)= ¢ + Z2c (44)
From here we want to show th@t 2 [0; 1) such thaQ(Start a;) > Q (Starta*)
Q(Starta;) >Q(Starta*)) ¢ + 2c+ 3> ¢ + 2c (45)
) 3 1+ >0) > 1 (46)

Thus, we know that there exists som& (1 ; 1) such thaQ(Starta;) > Q (Starta*). Thusa;
is optimal action inV ? given state “Start”, whereas is optimal inM,. Therefore the agent will
learn a sub-optimal policy iM, when trained oM 2. QED

9.3 Further Justi cation of Baselines Used

In the TrojDRL paper 4] two main attack techniques are proposed — TrojDRL-S and TrojDRL-W
— which correspond to attacks where the adversanandcannotmanipulate the agent's actions
during each episode respectively. The core algorithm behind both of these attacks is fundamentally
the same however, as the adversary manipulates the agent's state observations and reward in the same
way. As discussed in Section 2 we believe action manipulation attacks are much easier to detect and
offer no theoretical bene ts to the attacker. Thus we compare against TrojDRL-W so we can have a
more direct comparison between the dynamic reward poisoning of SleeperNets and the static reward
poisoning of TrojDRL.

In BadRL [4] the authors propose a technique for optimizing the adversary's trigger pattern. They

show that this technique can lead to improvements in attack success rate over TrojDRL in Atari
domains given low poisoning budgets. This approach comes with a very high cost in terms of threat
model however. Not only must the adversary have full access to the MDP to train the attack's Q-
Network, but they must also have gradient access to the agent's policy network to optimize the trigger
pattern. Furthermore, the technique is not exclusive or dependant on any other piece of BadRL's
formulation, it can be generically applied to any backdoor attack. Taking this all into consideration,
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we believe it is most fair to compare all methods using the same, xed trigger pattern, hence the
usage of BadRL-M. We could otherwise compare all techniques given optimized trigger patterns, but
that would go against our paper's motive of developing a theoretically sound backdoor attack that can
be effective within a restrictive threat model. Thus we show that the SleeperNets attack is effective
even when using simple, hand-crafted trigger patterns.

9.4 Experimental Setup Details

Comparison of Environments Tested in this Work
Environment Task Type Observations Environment Id.
Breakout [1] Video Game Image BreakoutNoFrameskip-yv4
Q*bert [1] Video Game Image QbertNoFrameskip-v4
Car Racing [1] Video Game Image CarRacing-v2
Highway Merge [18]| Self Driving Image merge-v0

Safety Car [12] Robotics Lidar+Proprioceptive SafetyCarGoall-vO
Trade BTC [27] Stock Trading Stock Data TradingEnv

Table 3: Comparison of the different environments tested in this work. All action spaces were discrete
in some form, though for environments like Car Racing, Safety Car, and Trading-Env discretized

versions of their continuous action spaces were used. The nal column refers to the exact environment
Id used when generating each environment through the gymnasium interface [1].

In Table 3 we compare each environment in terms of task type and observation type. We additionally
provide the exact environment Id. used when generating each environment through the gymnasium
interface [L]. Breakout, Q*bert, Car Racing, and Highway Merge all use gray scale 86x86 image
observations stacked into 4 frames. Safety car uses 16 lidar sensors placed in a circular pattern
around the agent to allow the agent to spatially orient itself with respect to the goal and obstacles. It
additionally uses proprioceptive information about the agent (agent's velocity, angle, etc.). Lastly,
Trade BTC uses information corresponding to the volume, closing price, opening price, high price,
and low price of BTC on a per-day basis with respect to USDT (equivalent to $1).

Environment Attack Parameters
Environment Trigger Poisoning Budget Cow  Chign Target Action
Breakout Checkerboard Pattern 0.03% 1 5 Move Right
Q*bert Checkerboard Pattern 0.03% 1 5 Move Right
Car Racing | Checkerboard Pattern 0.5% 5 10 Turn Right
Highway Merge| Checkerboard Pattern 0.5% 30 40 Merge Right
Safety Car Lidar Pattern 0.5% 0.5 1 Accelerate
Trade BTC Boolean Indicator 0.005% 0.05 0.1 ShortBTC 100%

Table 4: Attack and learning parameters used for each environagptwas chosen as the smallest
value for which TrojDRL and BadRL could achieve some level of attack succggs.was chosen

as the largest value for which TrojDRL and BadRL did not signi cantly damage the agent's benign
return. A similar method was used in determining the poisoning budget.

In Table 4 we summarize the trigger pattern, poisoning budget, target action, and vadiygsarfd

Chigh used in each environment. As explained in the caption, valueg.ofchign , and poisoning

budget were chosen as appropriate for each environment. Speci cally we chose values which laid
on the boundaries of performance for both TrojDRL and BadRL — valueshafher thancsign

would begin to damage episodic return and valueslofver thancg,, would see a signi cant drop

off in attack success rate. Poisoning budgets were chosen similarly, as lower values would result in
signi cantly degraded attack success rates for all three attacks, though SleeperNets usually fared best
at lower poisoning budgets.

For all image based environments a 6x6, checkerboard pattern was placed at the top of each image
frame as the trigger pattern. For both inner and outer loop attacks the trigger was applied to all
images in the frame stack. In the case of Safety Car we embed the trigger pattern into the agent's
lidar observation. In particular, the agent has 16 lidar sensors corresponding to its proximity to “vase”
objects. We set 4 of these signals to have a value of 1, corresponding to 4 vases placed directly in
front of, behind, to the left, and to the right of the agent. This type of observation cannot occur in
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SafetyCarGoall-v0 as there is only 1 vase object in the environment. Lastly, in Trade BTC we simply
added an additional, binary feature to the agent's observation which is set to 1 in poisoned states and
0 otherwise. This choice was primarily made to ensure the trigger is truly out of distribution while
also not ruining the state observation received by the agent. If any relevant piece of information (e.g.
opening price, volume, etc.) is altered, one could argue that the target attisractually optimal.

This would make the attack more of an adversarial example than a backdoor.

Target actions were chosen as actions which could be cause the largest potential damage if taken
in the wrong state. In the case of Breakout and Q*bert “Move Right” is chosen as all movement
actions are equally likely to be harmful. In Car Racing “Turn Right” was chosen as it is extremely
easy for the agent's car to spin out if they take a wrong turn, particularly when rounding a leftward
corner. In Highway Merge “Merge Right” was chosen as the goal of this environment is to merge
left, getting out of the way of a vehicle entering the highway. Merging right at the wrong time could
easily result in a collision, we believe this is why this environment was the hardest to solve for the
inner loop attacks. Lastly in Trading BTC we chose “Short BTC 100%” as the target action since this
environment uses data gathered from the Bitcoin boom between 2020-2024, making an 100% short
of Bitcoin potentially highly costly. In spite of this, most attacks were still able to be successful in
this environment. We believe this is because the agent is able to immediately correct the mistake the
following day, only running the risk of a single day's price change.

9.5 Detailed Experimental Results

In this section we provide numerical experimental results for those presented in Section 6.2. In
Table 5 we present the numerical results we gathered on TrojDRL-W and BadRL-M including further
ablations with respect towhich were not directly presented in the paper. All results placed in bold
represent those presented as the best result for each attack in the main body of the paper. Additionally,
standard deviation values are provided for each result in its neighboring column.

In Table 6 we give full numerical results for the SleeperNets attack on our 6 chosen environments.
Here we evaluated the attack with the same valueg,gfandchgn as we did for TrojDRL and
BadRL. The only exception is Highway Merge which usgg =5 andcngn = 10 respectively.

This decision was made because the attack was successfl & 30 andc,ghn = 40 given =0,

thus further tests of were redundant. Instead we decided to test the limits of the attack be evaluating
at very low values o€.

We also evaluate SleeperNets given three values 6f 0.5, and 1. Our results show that SleeperNets

is generally very stable with respect tcandc, however for some of the more dif cult environments,

like Highway Merge, larger parameter values are used. Lastly, we present plots of each attack's best
results with respect to episodic return and attack success rate in Figure 6 through Figure 11.

Performance of TrojDRL and BadRL at Different Values of ¢

Attack TrojDRL-W BadRL-M
C Ciow Chigh Ciow Chigh
Metric ASR ASR ASR ASR
Breakout 985% 2.0% | 99.8% 0.1% | 40.8% 31.7%| 99.3% 0.6%
Q*bert 882% 6.3% | 98.4% 0.6% | 15.1% 1.4% | 47.3% 22.6%

Car Racing 18.1% 1.5% | 73.0% 46.7% | 44.1% 47.0%| 23.0% 1.2%
Highway Merge | 17.3% 51.5%| 57.2% 29.0% | 0.1% 0.0% | 0.2% 0.6%
Safety Car 71.7% 59% | 86.7% 3.3% | 60.9% 10.8%| 70.6% 17.4%
Trade BTC 93.3% 2.3% | 97.5% 0.6% | 245% 1.9% | 38.8% 44.2%

Metric BRR BRR BRR BRR
Breakout 99.4% 16.1%| 97.7% 11.8% | 91.9% 11.9%| 84.4% 2.7%
Q*bert 100% 11.0%| 100%  9.0% | 100%  9.4% | 100% 10.0%

Car Racing 96.2% 8.0% | 26.6% 62.2% | 98.1% 9.4% | 100.0% 5.8%
Highway Merge| 95.3% 0.3% | 91.4% 1.9% | 100% 0.0% | 100% 0.0%

Safety Car 78.2% 50.8%| 81.3% 38.9% | 78.8% 39.9%| 83.6% 30.9%

Trade BTC 100% 9.8% | 100% 15.4% | 100% 13.2%| 100% 12.5%
Table 5: Full Experimental results of TrojDRL-W and BadRL-M on our 6 environments @iygn
andchigh . For each attack we bold the results which were used in the main body of the paper. In all
cases but one this waggn . Standard deviations for each experiment are also given.
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Experiment SleeperNets - Breakout SleeperNets - Q*bert
C Ciow Chigh Clow Chigh
Metric ASR ASR ASR ASR
=0 100% 0.0% | 100% 0.0% | 76.2% 41.2%| 100% 0.0%
=05 100% 0.0% | 100%  0.0% | 100% 0.0% | 100% 0.0%
=1 100% 0.0% | 100%  0.0% | 100% 0.0% | 100% 0.0%
Experiment SleeperNets - Car Racing SleeperNets - Highway Merge
c Clow Chigh Clow Chigh
Metric ASR ASR ASR ASR
=0 232% 4.0%| 22.3% 4.7%| 28.5% 22.2%| 83.5% 9.1%
=05 29.1% 85% | 73.7% 45.6%| 33.1% 56.5%| 78.0% 38.0%
=1 97.1% 3.7% | 100% 0.2% | 33.5% 57.7%| 99.3% 1.2%
Experiment SleeperNets - Safety Car SleeperNets - Trade BTC
c Clow Chigh Clow Chigh
Metric ASR ASR ASR ASR
=0 100% 0.0% | 100% 0.0% | 100% 0.0% | 99.9% 0.2%
=05 100% 0.0% | 100% 0.0% | 66.7% 57.7%| 100% 0.0%
=1 100% 0.0% | 100%  0.0% | 100% 0.0% | 100% 0.0%
Experiment SleeperNets - Breakout SleeperNets - Q*bert
c Clow Chigh Clow Chigh
Metric BRR BRR BRR BRR
=0 97.2% 10.6%| 95.5% 10.6%]| 93.3% 12.4%| 100% 17.5%
=05 100% 8.4% | 95.2% 10.0%| 100% 7.8% | 100% 8.7%
=1 90.7% 7.2% | 100% 9.2% | 100% 15.4%| 94.2% 9.0%
Experiment SleeperNets - Car Racing SleeperNets - Highway Merge
c Ciow Chigh Clow Chigh
Metric BRR BRR BRR BRR
=0 100% 7.4% | 98.4% 11.3%| 99.3% 0.5% | 98.6% 0.5%
=05 100% 8.3% | 94.1% 8.8% | 99.7% 0.3% | 99.4% 0.4%
=1 100% 4.8% | 97.0% 6.3% | 99.7% 0.3%| 99.7% 0.3%
Experiment SleeperNets - Safety Car SleeperNets - Trade BTC
C Ciow Chigh Clow Chigh
Metric BRR BRR BRR BRR
= 96.5% 25.4% | 77.7% 42.0%| 100% 17.7% | 100% 15.1%
=05 86.8% 38.1%| 77.7% 39.7%| 100% 14.9%| 100% 19.5%
= 73.6% 42.7%| 94.0% 31.2%| 100% 13.4%| 100% 9.2%

Table 6: Tabular ablation of SleeperNets with respect Bndc. All results are presented with
standard deviations in their neighboring column. Results placed in bold represent those presented
in the main body of the paper. All results use the same valuegpfandcygn seen in Table 4

excluding Highway Merge which uses values of 5 and 10 respectively.

Figure 6: Best results for each attack on Breakout.
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Figure 7: Best results for each attack on Q*bert.

Figure 8: Best results for each attack on Car Racing.

Figure 9: Best results for each attack on Highway Merge.

Figure 10: Best results for each attack on Safety Car.
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Figure 11: Best results for each attack on Trade BTC.

9.6 Poisoning Rate Annealing

In this section we explore the capabilities of SleeperNets to anneal its poisoning rate on many
environments. In particular we implement poisoning rate annealing as follows — if the adversary's
ASR is currently 100%, skip poisoning the current time step/trajectory. This method is applied to all
three attack including TrojDRL and BadRL. SleeperNets is able to utilize our poisoning rate annealing
the most, however, as it regularly achieves 100% ASR early in training. In Figure 12, Figure 13,
and Figure 14 we present plots of the empirical poisoning rate of each attack while targeting each
respective environment. We can see that the SleeperNets attack is able to decrease its poisoning rate
to be signi cantly lower than all other attacks on every environment except for Highway Merge. Of
particular note we achieve a 0.001% poisoning rate on Breakout and a 0.0006% poisoning rate on
Trade BTC.

We can see that the poisoning rate of BadRL-M also often falls below the given poisoning budget,
and falls very low in the case of Highway Merge. This is a feature of the attack as directly stated
in [4]. One of the attack's main goals is to utilize a “sparse” poisoning strategy which minimizes
poisoning rate while maximizing attack success and stealth. In many cases this can work, however in
the case of environments like Highway Merge this works against the attack. In particular, the attack
only poisons in states it sees as having a “high attack value” meaning the damage caused by taking
a* instead of the optimal action is maximized. In environments like Highway Merge this set of states
is very small and thus the attack only poisons occasionally, rather than regularly and randomly like
TrojDRL and SleeperNets. We can see something similar in the case of Q*bert, however the attack
eventually corrects for the low poisoning rate and ends up with a value near the budget of 0.03%.

Figure 12: Comparison of poisoning rate for each attack on Breakout and Q*bert
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