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Abstract

Large Vision-Language Models (LVLMs) have demonstrated remarkable capabili-
ties across a wide range of multimodal understanding tasks. Nevertheless, these
models are susceptible to adversarial examples. In real-world applications, existing
LVLM attackers generally rely on the detailed prior knowledge of the model to
generate effective perturbations. Moreover, these attacks are task-specific, leading
to significant costs for designing perturbation. Motivated by the research gap and
practical demands, in this paper, we make the first attempt to build a universal
attacker against real-world LVLMs, focusing on two critical aspects: (i) restricting
access to only the LVLM inputs and outputs. (if) devising a universal adversarial
patch, which is task-agnostic and can deceive any LVLM-driven task when applied
to various inputs. Specifically, we start by initializing the location and the pattern
of the adversarial patch through random sampling, guided by the semantic distance
between their output and the target label. Subsequently, we maintain a consistent
patch location while refining the pattern to enhance semantic resemblance to the
target. In particular, our approach incorporates a diverse set of LVLM task inputs
as query samples to approximate the patch gradient, capitalizing on the importance
of distinct inputs. In this way, the optimized patch is universally adversarial against
different tasks and prompts, leveraging solely gradient estimates queried from
the model. Extensive experiments are conducted to verify the strong universal
adversarial capabilities of our proposed attack with prevalent LVLMs including
LLaVA, MiniGPT-4, Flamingo, and BLIP-2, spanning a spectrum of tasks, all
achieved without delving into the details of the model structures.

1 Introduction

Recently, Large Vision-Language Models (LVLMs) have achieved significant success and demon-
strated promising capabilities in various multimodal downstream tasks, such as text-to-image gener-
ation [1H6], visual question-answering [7H10], and efc. Benefiting from the strong comprehension
of large language models (LLMs) [11H13], LVLMs [14H16] on top of LLMs show superior perfor-
mances in solving complex vision-language tasks by utilizing appropriate human-instructed prompts.
However, with the exponential expansion of downstream applications in the real world, LVLMs can
be easily fooled by adversarial samples, posing crucial safety issues [17-H23].

Existing LVLMs attackers [24H33]] generally craft and add perturbations/triggers to benign image/text
inputs. By adversarially manipulating LVLMs to concentrate on specific perturbations or triggers,
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attackers can cause the models to generate erroneous or jailbreak results, thus presenting a risk to
security. Speci cally, most of these attacke?$[26, 28, 30-32] are simply deployed in the white-

box setting, where they have the full knowledge of LVLMs models including network structure and
parameter weights to back-propagate gradients for optimizing perturbations/triggers. To alleviate this
reliance on model details to a certain extent, some gray-box atta@& 7] solely require access

to the visual encoder of LVLMs and directly generate the perturbed visual representations to mislead
the latter reasoning process. There are also a few w8&2§] claim that they have successfully
achieved more challenging black-box attacks, however, they still need the prior knowledge of
additional large models like CLIFBf—36] to serve as surrogate models, or even rely on the model
output scores/logits to generate perturbation gradients.

Although the above attackers demonstrate
signi cant performance against LVLMs, as
shown in Figure 1, we argue that they fail
to consider the essential characteristics of
attack practicality and universality among
various realistic downstream multimodal
tasks: (1) Existing white-, gray- and black-
box methods severely rely on the prior
model knowledge, making the attacks less
practical since most real-world LVLM ap-
plications will not disclose their model de-
tails with users. Under such circumstances,
the attackers can only query LVLMs to ob-
tain corresponding output results, making
it challenging to steer the adversarial per-
turbations in the correct optimization direc-
tion during the gradient estimation process.

(2) LVLMs demonstrate impressive versa-, _
tility in addressing diverse vision-languagé:'gure 1. Our attacker has no access to the model

tasks through varying prompts. Howevefletails of the LVLM. Meanwhile, we design a universal
the current attackers targeting LVLMs cafmoise that is adversarial to multiple LVLM-driven tasks.

only produce adversarial examples to deceive a particular task within a singular process. Consequently,
to compromise different downstream tasks, they must generate distinct adversarial perturbations,
which incur signi cant time and resource expenditure. Therefore, it is ef cient and effective to
design a universal perturbation for all samples across different tasks. Upon applying this universal
perturbation to any input sample, regardless of the task, it has the capability to mislead the LVLM
into predicting a target label speci ed by the attacker.

To this end, in this paper, we make the rst attempt to explore task-agnostic adversarial perturbations
and build a universal attacker against LVLMs in a challenging yet realistic setting, where the attackers
have no prior LVLMs' knowledge. To make the perturbation universally adversarial to multiple
LVLM-driven tasks, we design a special patch-wise perturbation pattern by rstinitializing it on a
xed location of various image inputs and then optimizing it against images of different multimodal
tasks. Since we can solely query the LVLM model, we propose a novel importance-aware gradient
approximation strategy to adaptively estimate and adjust the weights on gradient directions for
optimizing the patch with different additive noises. Hence, gradient directions from sampled noise
that can increase the semantic distance between their output and the target label are enlarged, while
other directions are reduced. Furthermore, we design a judge function to assess the LVLMs' output for
achieving the targeted attack. In this manner, the proposed attack can generate a universal adversarial
patch to mislead the understanding process of the multi-task LVLMs by solely querying the model.

Our contributions can be summarized as follows: (1) To the best of our knowledge, we are the rst
to investigate the vulnerability of real-world LVLMs in a practical but challenging setting, where
the attackers can only access the input and output of the LVLM. (2) To further break through the
bottleneck of existing task-speci ¢ LVLM attack design, we devise a universal adversarial patch
(task-agnostic) that can be pasted and then fool any inputs for any LVLM downstream task. (3) A
novel importance-aware gradient approximation strategy is also introduced to optimize the adversarial
patch by solely querying the LVLM model. (4) Extensive experiments are conducted to verify the
effectiveness of our attack approach on various LVLMs and tasks.



2 Related Work

Large vision-language modelsThe breakthrough of Large Language Models (LLMs) in language-
oriented tasks [11, 37-43] and the emergence of GPT-4 [44, 45] motivate researchers to harness the
powerful capabilities of LLMs to assist in various tasks across multimodal scenarios, and further
lead to the new realm of Large Vision-Language Models (LVLMK)][ There have been different
strategies and models to bridge the gap between text and other modalities. Somey&jdevgrage
learnable queries to extract visual information and generate language using LLMs conditioned on the
visual features. Models including MiniGPT-4€], LLaVA [ 15 and PandaGPT4[/] learn simple
projection layers to align the visual features from visual encoders with text embeddings for LLMs.
Also, parameter-ef cient ne-tuning is adopted by introducing lightweight trainable adapters into
models }8-55]. Several benchmark$§, 57] have veri ed that LVLMs show satisfying performance

on visual perception and comprehension.

Adversarial robustness of LVLMs. Despite achieving impressive performance, LVLMs still face
issues of adversarial robustness due to their architecture based on deep neural n&8x6dks [
Multiple primary attack attempts have been conducted to study the robustness of LVLMs from
different aspects. Inspired by the adversarial vulnerability observed in vision tasks, most methods
[25, 26, 28, 30-32, 65-74] evaluates the adversarial robustness of LVLMs under white-box settings,
where they have the full knowledge of LVLMs models including network structure and weights. To
generate the adversarial examples, they simply add and optimize imperceptible perturbations/triggers
to benign image/text inputs via back-propagation. To reduce the reliance on model knowledge,
some gray-box attackerg4, 27] solely require access to the visual encoder of LVLMs and directly
generate the perturbed visual representations to fool the latter process. There are also a few works
[33, 29] conduct transfer-based attacks. These exploratory works demonstrate that LVLMs still face
stability and security issues under adversarial perturbations. However, existing attack methods only
consider popular open-source models, but do not study real-world LVLMs applicatenagers

can not access to any details of the model and can only query the model to obtain corresponding
output). Moreover, they are implemented as task-speci ¢ settings, and they have to generate different
adversarial perturbations for each downstream task of LVLMs, costing much time and resources.
Therefore, both the attack practicality in real-world setting and the attack universality across multiple
tasks/prompts make LVLMs more challenging to attack.

3 Method

In this section, we will rstintroduce the fundamental preliminary, and then describe the baseline
approach for our universal attack and illustrate how we construct the universal adversarial patch by
solely querying the LVLM model, respectively. The overall pipeline is illustrated in Figure 2.

3.1 Preliminary

We de nef (v;t) 7! y as a pre-trained large vision-language model (LVLM), parameterized by
Here,v denotes the image modality inptitrtepresents the textual modality input, angigni es
the textual output of the model. Speci cally, for the general LVLM downstream tasksa sample
from the image se¥, whilet is one of the textual prompt instances from a task prompt$ sstich

as Visual Question Answering (VQA), Image Captioning, and Image Classi cation, etc.

Threat model. In this paper, we explore the scenario of attacking real-world LVLM models, where
we assume that the attacker has no knowledge of the victim model, including its parameters, training
procedure, original training data, etc. In particular, distinct from the approach utilized in white-
/gray-box attacks, we cannot access the model's gradient information to train perturbations through
back-propagation. Moreover, unlike in black-box attacks, we are precluded from acquiring con dence
scores or logits derived from the model's outputs. The attacker is limited to receiving only the text
output returned by the LVLM following a query as feedback. This setting aligns more closely with
the real-world practice of utilizing APIs to access LVLMs.

Attacker's goal. The objective of the attacker is to devise a universal adversarial patch, represented
as , that, by partially covering the original image generates an adversarial example This
adversarial example, upon application to any input sample across diverse downstream tasks, is
designed to compel the LVLM to output a target label predetermined by the attacker. Thus, such a



Figure 2: Overview of the proposed universal adversarial attack against real-world LVLM models.
To make the perturbation universally adversarial to multiple LVLM downstream tasks, we design

a special patch-wise perturbation pattern by rst initializing it on a xed location of various image
inputs and then optimizing it against images of different tasks. To update the adversarial patch by
solely querying the LVLM, we introduce a language-based judge model to evaluate the LVLM output
and design a novel importance-aware gradient approximation strategy to adaptively estimate gradients
and adjust weights on gradient directions for optimizing the perturbations on input samples.

patch needs to exhibit persistence and robustness when deployed on unseen inputs, and to induce
adversarial semantic alterations across different tasks for the same image, rendering the patch cross-
task cross-image applicable. In this paper, we focus on the challenging targeted attack, which implies
that the LVLM will produce an attacker-chosen textual outptigiven the adversarial image’

and benign prompt, formulated ag (v%t) 7! y°% To be speci ¢, we denote the textual prompts
corresponding to different tasks for the input imagasty, 2 Ty, wherek distinguishes the tasks.

Our attack goal can thus be expressed as:

fvot)7ty° st vo=(1 m) v+m "

Here, denotes the Hadamard produet. denotes the patch mask being a 0-1 matrix matching the
shape of/. Speci cally, the number and placement of 1rn indicate the actual size of the noise and
the relative position of the patch onv.

3.2 Baseline Approach for Universal Adversarial Attack

Why do we need universal adversarial perturbation? Most existing attacks against LVLMs
generally optimize each adversarial sample based on a speci ¢ given origin input. In other words,
their optimized noise added to different adversarial samples relative to the origin sample varies.
Furthermore, the adversarial examples they optimize for are also task-speci ¢, meaning they cannot
consistently have an adversarial impact on all downstream tasks. Therefore, we attempt to nd that if
a universal perturbation (task-agnostic) could be found, adding it to different benign images would
consistently produce effective adversarial samples and impact all downstream tasks. This approach
would signi cantly reduce the time and resources while enhancing the robustness and generalizability
of real-world LVLM attacks. In this work, we de ne such perturbation as a universal adversarial
patch , which can be overlaid at a xed position on a clean imag&Vhen combined with prompts

t, from different tasks, it consistently prompts the victim maideto output targeted text®.

Universal adversarial objective with targeted label measurement.Unlike attacks on general

classi cation tasks, the outputs of LVLMs under different task prompts are not simply binary (true

or false), but rather entail semantically rich natural language descriptions. Therefore, to guide the
LVLMs outputting attackers' desired target labels, we need to design a strategy to assess whether the



output of the victim LVLM model after being attacked aligns with the attacker's preset conditions, or
to measure the distance betwgeandy® Inspired by the previous worl3B], we construct a judge
functionJ based on a simple and lightweight pre-trained text encgderhich serves a role akin

to the regularization loss function. The encodeyparameterized by, transforms natural language
textsy andyinto textual embeddings. Consequently, we can compute the cosine distance between
y andy?in the high-dimensional semantic space mapped hylenoted as:

J(y;iy9=1 cos@ (v):g (Y9): )

Itis important to note that our attacker has no access to the parametigs, but only the embedding
information output by the encoder. Therefore, we can de ne the attacker's adversarial objective for
one adversarial example acrdésdownstream LVLM tasks as:

1 X
min = 3 (yiiy): 3)
k=1
Finally, by combining Equation 1 and 2, we obtain the universal adversarial objective for all tasks:
R X
min Wik 1 cos@ (f (vit));g (vy9) st vl=(@ m) vi+m C(4)
i=1 k=1

3.3 Crafting and Optimizing Universal Adversarial Patch

Since we can not obtain the backpropagated gradient of Equation 4 to optimize the adversarial patch
by solely querying the model, we introduce a novel gradient approximation strategy on LVLM
models to generate the universal adversarial patch in the following three steps.

Initializing patch location and noise pattern. Firstly, we need to determine a xed location

of the universal adversarial patch on the visual input, which is crucial because noise in different
locations signi cantly impacts the vision encoder's attenti@h, [76]. However, in our challenging
practical attack setting, we cannot explicitly explore the areas of interest to the LVLM model using
gradient-based tools like Grad-Caiiv]. Therefore, we have to spend a portion of our query budget

to randomly decide the patch's location and determine the best location of the patch based on the
model's feedback. Speci cally, denoting the size of the image inpasS, 2 Z* and the size of

the adversarial patch & 2 Z*, we randomly select the x-/y-axis locatiare. pos,=pos,, of the

patch relative to the imagefromf0;1;:::;S, Sy0, obtaining the value of each elemenj in

the mask matrixm as follows:

1, if pos i pos+S, and posc | pos+ Sy,
0; otherwise '

(5)

Then, for each random location, we combine it with a random noise pattern, allowing us to nd the
optimal combination of location and pattern. Generally, we randomly sample noise from a uniform
distributionU( ";") to construct the initial patch i,jt, ensuring the constraiit initky ". Next,

we calculate its distance from the target tgRusing Equation 2 and select the combination with the
smallest distance as the initial state for the subsequent iterative optimization of the noise pattern.

mj =

Importance-aware gradient approximation. Based on the initialized adversarial patch, we then
investigate how to estimate its gradient direction for perturbing it into a targeted-chosen label by solely
querying the LVLM model. The Monte Carlo estimatiofg] offers a general strategy to approximate

the gradient's direction on traditional single-task models. It employs a series of random slight noises
on the previously obtained adversarial perturbation and scrutinizes whether these noises induce
alterations in the prediction, the average of these noise directions serves as the ultimate direction for
further mutating the perturbation. However, such a design is not ef cient for the complicated LVLMs

as there is a larger yet complex search space in LVLM models and not all gradient directions may
point towards optimal direction and some of them may have opposite directions. Therefore, most
gradient directions are canceled out with each other and the attack result can hardly be improved
(veri ed by our experimental variant “w/o importance"). To address this issue, we propose to assign
and adjust the optimization weights for different noise samples based on the importance-aware degree
to which these sampled noises lead to the attacker-chosen output of the LVLM model.

Speci cally, we employ a normalized uniform distributien exp(u 1);u U ( 1;1) to add
slight noise on the patch for perturbation. We utilizd times iteration to optimize this patch



with these noises iteratively. In particular, at thih step, we initially establish an indicator function
+ to assess whether the noiseis capable of in uencing the LVLM's prediction:

X
(=St cos@ (f (RtD):ig (YY) ) st V=@ m) vem ( + i)

k=1
Here, thesgn( ) function denotes the sign function, whileserves as a threshold to gauge the impact
of ;. Denotingavg ;) avd : 1)as t, we lift the importance of noise directiongd that

may lead to attacker-chosen output while diminishing the in uence of others by:
exp( )=; If +>0 and avg {)=1
W = exp(  1); if +>0 and avg ()61 ; (7
In( ¢+3); otherwise

wherew; is the importance-aware weight. The directional improvement signi es the disparity
between the current decision value and the prior, which can be as smal(as 1 1). The
parameter serves to diminish the signi cance when the direction from attacker-chosen output
samples threatens to overshadow input from other samples. The selection & aihgeto prevent

In( ¢+ 3) from yielding a value smaller thah

Updating patch by querying the LVLM. At last, based on the above importance weight, the gradient
direction for each sample can be estimated by the weighted average of additive noises. To ascertain
the estimated gradient vector , , we employ the Monte Carlo method as:

_ avg 1) avd t); if avg( {)=1 or avg {)= 1 . 8
Fe= avg( + avg () t); otherwise ' (8)

where the rst condition handles the case where all the noises lead to attacker-chosen label or not.
If certain perturbations alone precipitate the target prediction, we deduct the mean decision value
from each individual decision and multiply the results by their corresponding noises under the second
condition. This method ensures that the weights assigned to various noises remain reasonably aligned
with the average, re ecting the quality of the present perturbation. Subsequently, we update the patch
pattern with the noise ; along the direction of ,, employing weights that are aware of their
importance as follows:

r
= +w— 9
S 9)
By iteratively optimizing the perturbations on the patch pattern dvierations using the aforemen-
tioned weighted gradient estimation, we can obtain the universal adversarial patch on LVLMs.

4 Experiments

4.1 Implementation details

LVLMs & Datasets. In this paper, following existing LVLM attack method®4-28, 31-33], we
conduct experiments on the same open-source LVLM models including LLaVAER 5NliniGPT-4

[16], Flamingo B], and BLIP-2 B] for fair comparison. To accurately evaluate the attack methodolo-
gies, we conduct experiments on three sources: MS-C@ORVQAV2 [81], and DALLE-3 [2]. We

also follow the existing works to construct these three datasets. Speci cally, we employ images from
the test sets of the MS-COCO and VQAV2 to construct two multimodal datasets. We also use captions
from the MS-COCO validation set as prompts to generate corresponding images with DALLE-3 to
form another dataset. For the text input data, we follow the prompts used in previous3djoid [

build our text dataset, with detailed data presented in the appendix.

Basic setups.We employ Sentence-BERBZ] as the text encoder (judge model) to measure the
LVLM's textual output with the adversarial target. The discussion regarding different text encoders
is presented in Section 4.3. We select three widely used image-to-text tasks to evaluate our attack
method,.e., Image Classi cation, Image Captioning, and VQA. Discussions on various patch sizes
are conducted in Section 4.3, with a size of 64 chosen as the nal decision. During the gradient
approximation, we allow 70k queries number in total. The general target label in our almost all
experiments is set to text “Unknown”; Various other target labels are also experimented with in
Section 4.2. In Equation 6, we use= 0:55to determine the direction of gradient predictions for
each slight noise. In Equation 7, we select = 5. We impose' = 16=255as the constraint for

init- All experiments are conducted on a single NVIDIA H100 Tensor Core GPU.



Table 1: Attack performance on different LVLM models across different datasets. We report the
semantic similarity scores between the LVLM's output and the attackers' chosen label “Unknown".
“w/o importance” denotes our full model without using importance weights in gradient approximation.

LVLM Model  Attack Method | ImageClassi cation ImageCaption VQA Overall
Dataset: MS-COCO
Clean image 0.385 0.479 0.43¢§ 0.433
LLaVA w/o importance 0.703 0.679 0.711 0.698
Full attack 0.850 0.812 0.828 0.830
Clean image 0.438 0.451 0.463 0.450
MiniGPT-4  w/o importance 0.713 0.670 0.719 0.701
Full attack 0.847 0.826 0.851 0.841
Clean image 0.475 0.468 0.492 0.478
Flamingo w/o importance 0.705 0.693 0.727 0.709
Full attack 0.862 0.803 0.839 0.835
Clean image 0.409 0.436 0.447 0.431
BLIP-2 w/o importance 0.724 0.682 0.714 0.707
Full attack 0.810 0.787 0.845 0.814
Dataset: DALLE-3
Clean image 0.407 0.453 0.517 0.459
LLaVA w/o importance 0.644 0.692 0.751 0.696
Full attack 0.824 0.806 0.879 0.837
Clean image 0.396 0.441 0.497 0.445
MiniGPT-4  w/o importance 0.682 0.738 0.714 0.711
Full attack 0.810 0.843 0.862 0.838
Clean image 0.431 0.464 0.483 0.460
Flamingo w/o importance 0.719 0.746 0.742 0.735
Full attack 0.823 0.871 0.838 0.844
Clean image 0.368 0.425 0.466 0.419
BLIP-2 w/o importance 0.673 0.759 0.733 0.721
Full attack 0.795 0.837 0.840 0.824
Dataset: VQAv2
Clean image 0.458 0.446 0.482 0.462
LLaVA w/o importance 0.730 0.678 0.714 0.707
Full attack 0.826 0.792 0.869 0.829
Clean image 0.397 0.448 0.505 0.450
MiniGPT-4  w/o importance 0.699 0.753 0.774 0.742
Full attack 0.837 0.878 0.881 0.865
Clean image 0.423 0.467 0.48¢4 0.459
Flamingo w/o importance 0.705 0.734 0.783 0.741
Full attack 0.832 0.840 0.8771 0.850
Clean image 0.414 0.459 0.47Q 0.448
BLIP-2 w/o importance 0.688 0.725 0.752 0.722
Full attack 0.803 0.831 0.875 0.836

4.2 Main Results

Main performances. We conduct a comprehensive evaluation on four LVLM models across three
datasets in Table 1. The performance is evaluated by the semantic similarity between the LVLM's
output and the target text. Here, we select the target text “Unknown” to avoid the inclusion of
high-frequency responses. All the performance is evaluated on a single universal patch pasted on the
whole test set. In addition to reporting the similarity scores on clean images and our attacked ones,
we also report our attack variant “w/o importance”, which removes the importance-aware weights
during the gradient approximation and equally treats all gradient directions. From this table, we can
nd that our attack consistently achieves the best performance on all models and datasets.



Table 2: Attack performance on LLaVA model and DALLE-3 dataset with different target labels.

Adversarial Target ~ Attack Method ImageClassi cation ImageCaption VQA Overall

“ " w/o importance 0.644 0.692 0.751 0.696
Unknown Full attack 0.824 0.806 0.87§ 0.837

“ cannot answer" w/o importance 0.627 0.688 0.723 0.679
Full attack 0.816 0.835 0.862 0.844

“| am sorry” w/o importance 0.648 0.674 0.735 0.686
Y Full attack 0.845 0.813 0.868 0.842

“ . Ww/oimportance 0.593 0.639 0.664 0.632
 hate people™ e attack 0.682 0.710 0.753 0.716

Table 3: Comparison with existing LVLM attack: MF-AttacR3]. For a fair comparison, experiments
are conducted on the same ImageNet-1k dataset [83] in the VQA task.

Method | Attack Type | LLavA BLIP-2 MiniGPT-4 | Average
MF-Attack [33] | transfer-based black-box atta¢k 0.590 0.681 0.668 0.646
QOurs universal and practical attack 0.734 0.756 0.692 0.727

Table 4: Comparison with existing LVLM attack: CroPA&1]. For a fair comparison, we follow
CroPA to evaluate the same ASR metric on the same OpenFlamingo model and MS-COCO dataset.

Method | Attack Type | ImageClassi cation ImageCaption VQA Overall
CroPA [31] white-box attack 0.70 0.34 0.92 0.65
Ours universal and practical attac 0.73 0.51 0.84 0.69

Figure 3: Analysis on the attack “Universality" on LLaVa model and DALLE-3 dataset.

To demonstrate that the effectiveness of the proposed attack is not constrained to the speci ¢ case of
the target text “Unknown”, we extend our evaluation to various other target texts. The experiment
includes a selection of text with varied length and usage frequency as shown in Table 2. We can
observe that our attack performs the best overall and in each individual task under different target
text, though the output similarity differs for different targets. The sentence “l cannot answer" is a
reasonable generation result of LVLMSs to indicate the uncertainty of the response, which performs
better than the less commonly used “I hate people".

Compare to other LVLM attacks. Since existing LVLM attack methods are deployed in different
settings, for fair comparison, we separately compare our method with each of them in the same
setting. As in Table 3, according to the reported performance on MF-At&8kr its paper, we
compare the same output similarity performance on the same LLaVA, BLIP-2, MiniGPT-4 models in
VQA task. We can nd that our attack is more effective as we directly approximate the gradients in
the victim black-box model. As in Table 4, according to the reported performance on C3&HA [

its paper, we re-judge our output with the same ASR metric and compare performance on the same
OpenFlamingo84] model on MS-COCO dataset. CroPA can only attack white-box cross-prompt of
the same task, instead, our attack can attack black-box cross-task inputs with better results.

Analysis on universality. The main difference between our attack and existing LVLM attacks is that

we only need to generate a single universal adversarial patch for all inputs while they need to generate
different adversarial perturbations for different input samples. To investigate our universality, we
implement two variants for comparison: “w/o. universal baseline" removes our universality design
and follows previous works individually to optimize perturbation for each sample; “w/. universal
baseline" denotes our approach. We evaluate the averaged attack performance of their generated



Figure 4: Visualization results on the targeted universal adversarial attack.

(a) Ablation on Judge Model (b) Ablation on"
Figure 5: Ablation on different judge models ahdested on LLaVa model and DALLE-3 dataset.

Table 5: Ablation study on the patch size on LLaVA model and DALLE-3 dataset.
Patch Size| ImageClassi cation ImageCaption VQA Overall

S, =32 0.734 0.720 0.778§ 0.744
S, =48 0.793 0.775 0.842 0.803
S, =64 0.824 0.806 0.879 0.837

single adversarial patch pasted on all images of the whole test set during the attack optimization. As
shown in Figure 3, the universality on the single perturbation of “w/o. universal baseline" is very
poor, demonstrating the effectiveness of our universality design. More analyses are in Appendix B.4.

Visualization results. We provide the visualizations of the targeted universal attack in Figure 4. Each
adversarial patch can achieve a universal targeted attack. More visualizations are in Appendix B.8.

4.3 Ablation

We conduct ablation studies on the LLaVA model and DALLE-3 to investigate our attack in depth.

Ablation on different judge model. As shown in Figure 5(a), we conduct ablations on different
text encoders (judge model) to measure and constrain the semantics of LVLM's output. We nd that
Sentence-BERT achieves the best performance.

Ablation on patch sizeS,. As shown in Table 5, we conduct the ablations on different patch sizes. It
shows that sizé4 64 is enough to achieve good attack performance.

Ablation on different ". Figure 5(b) computes the distances of differeatcording to Equation 2,
where" = 16=255is adequate to attain satisfactory results.



Table 6: Attack performance on LLaVA model and DALLE-3 dataset against RandomRotation.
Defense Method  Attack Methodl ImageClassi cation ImageCaption VQA Overall

w/o importance 0.644 0.692 0.751 0.696

NoDefense ™ ryyl attack ‘ 0.824 0.806 0.873 0.837

. w/o importance 0.602 0.663 0.718 0.661
RandomRotation ™r, attack ‘ 0.786 0.760 0.812 0.787

Table 7: Attack performance against black-box defense strategies.
ASR against Defensé Defense 1[85] Defense 2 [88] Defense 3[86] Defense 4 [87]
Our attack \ 92% 86% 79% 75%

Table 8: The complexity of a single attack process. The experiment is conducted on a single NVIDIA
H100 SXM (80GB) GPU.

Process Stage \ Average GPU Hours Average GPU Memory Usage
Patch Initialization 1.3h 33.4GB
Train Gradient Approximation - -
Iterative Update 3.5h 68.1GB
Total 4.9h 57.5GB
Evaluation Total \ 0.4h 26.8GB

4.4 Robustness to Defense Strategy

We further investigate the robustness of our proposed attack method. As shown in Table 6, we rst
report the attack performance on the LLaVA model and DALLE-3 dataset against the traditional
RandomRotation defense strategy. It validates the robustness of our proposed attack. As shown
in Table 7, we also evaluate the robustness of our adversarial patch with four popular defense
methods. Speci cally, PatchCleans&5] is a state-of-the-art certi able defense against adversarial
patches. It uses double masking to certify the predicti86,.§7] are query-based defenses, which

are speci cally designed for detecting malicious queries by black-box atta8&kis[the general
black-box defense method. Overall, it indicates that our attack is robust to the potential defenses.

4.5 Complexity Analysis

For a single attack process, the complexity was recorded in Table 8. The attack's query budget
was set to 70,000, with the dataset being DALLE-3 and the victim LVLM as LLaVA, with other
hyperparameters consistent with those in subsection 4.1. The primary GPU computational and
memory overheads occur during the querying stage against the victim LVLM when training a
universal patch. This involves adding slight noise to all attack samples during each iterative update
of the patch to explore their impacts, and this stage also constitutes the major consumption of the
guery budget. The gradient approximation stage primarily takes place on the CPU, involves a much
smaller computational load, and thus does not consume GPU power or memory, and is therefore
not recorded in the table. Note that, our attack is much more ef cient than existing LVLM attacks,
since our universal adversarial patch can be pasted on any image of any task to achieve attack while
existing LVLM attacks need to generate individual perturbation for each input sample.

5 Conclusion

In this paper, we propose to attack the real-world large vision-language models (LVLMs) in a
practical but challenging setting, where the attacker can solely query the LVLM model. To make the
perturbation universally adversarial to multiple LVLM-driven tasks, we design a universal adversarial
patch with speci ¢ locations to perturb the visual inputs. By solely querying the model to estimate the
gradient direction for optimizing the adversarial patch pattern, we develop a novel importance-aware
gradient approximation strategy to adaptively estimate and adjust the weights on gradient directions
for optimizing different samples. Experiments show the effectiveness of the proposed attack method.
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A More Implementation Details

About datasets.We follow previous works to utilize the same dataset setting for fair comparisons.
Each dataset consists of both images and prompts. As for MS-C@@Qt§ images are collected

from the validation dataset of MS-COCO datas&@.[ The prompts for VQA consist of questions

both agnostic and speci ¢ to the image content. The image-speci ¢ questions derive from the VQAv2
[81]. We craft prompts for the questions agnostic to image content, image classi cation, and image
captioning with diverse lengths and semantics. The VQAv2 dat83ktpmprises naturally sourced
images paired with manually annotated questions and answers. The DAL2]E&dset employs a
generative method, using random textual descriptions extracted from MS-COCO captions as prompts
for image generation powered by GPT-4. Additionally, it includes randomly generated QA pairs
based on the images. By default, our experiments are targeted attacks with the target text set to
“Unknown" to avoid the inclusion of high-frequency responses in vision-language tasks.

Evaluation metric. In the real-world pratical setting, we can only obtain the output text of the LVLM
model. Directly utilizing strict word-to-word constraints between the output and the adversarial target
does not work, since it is hard to not only estimate the potential gradient direction but also generate
exactly matched text without any prior knowledge. Therefore, inspired by previous @&rkje

design a soft constraint via semantic similarity computed by a textual encoder, and calculate the
similarity between the generated response and the targeted text for evaluation.

B Additional Experiments

B.1 Investigation on the Transferability across different Datasets and LVLMs

Since our proposed attack is able to generate universal adversarial perturbations for any input of
any task, it is important to investigate the transferability of the generated universal adversarial patch.
We report the transfer-attack performance in Table 9, where we analyze the transferability across
different datasets and different LVLM models. As for the transferability across different datasets, we
generate the universal patch against the LLaVA model on a speci ¢ dataset, then paste this patch on
the test set of the other two datasets and feed them into the LLaVA model for evaluation. As for the
transferability across different LVLM models, we generate the universal patch against a speci ¢ model
on the DALLE-3 dataset, and then test the patch on the other three LVLM models for evaluation.
We can nd that our proposed attack can achieve a high-quality performance, demonstrating the
effectiveness of our universality design. Moreover, the transfer-attack performance across datasets
is worse than across LVLM models, we think the reason is due to the distribution gaps of images
between different datasets.

B.2 Ablation on the Task Number during the Model Querying

During the model querying, our attack method randomly samples three prompts individually from the
three tasks for gradient optimization. Therefore, we investigate the importance of this task number
and how it contributes to the nal universality. Note that, for each task, we still utilize multiple
images to implement image-level universal attack. As shown in Table 10, all performances are the
averaged values and are evaluated on the whole test set across all tasks. We can nd that the diversity
of tasks is important to the nal universality, more tasks can provide more complex distributions for
learning to attack, leading to better attack generalization-ability.

B.3 Ablation on the Image Number during the Patch Generation

During the patch generation, our attack method drives the patch against an image pool by randomly
sampling three prompts individually from the three tasks for each of the images for estimating
gradients. Therefore, we investigate the importance of this image number and how it contributes to
the nal universality. Note that, for each image, we still utilize three tasks' prompts to implement
task-level universal attack. As shown in Table 11, all performances are the averaged values and
are evaluated on the whole test set across all tasks. We can nd that the diversity of images is
important to the nal universality. We set the image number as 500 in our all experiments based on
the consideration of memory and time cost. Of course, a larger image number than 500 can bring
further improvement.
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Table 9: Investigation on the Transferability across different Datasets and LVLMs.

From Transfer to| ImageClassi cation ImageCaption VQA Overall
Transferability across Different Datasets (on LLaVA)

MS-COCO 0.850 0.812 0.828 0.830

MS-COCO DALLE-3 0.628 0.604 0.641 0.624

VQAV2 0.597 0.563 0.602 0.587

MS-COCO 0.649 0.617 0.633 0.634

DALLE-3  DALLE-3 0.824 0.806 0.879 0.836

VQAV2 0.676 0.648 0.659 0.661

MS-COCO 0.702 0.669 0.737 0.703

VQAvV2 DALLE-3 0.691 0.675 0.724 0.697

VQAv2 0.826 0.792 0.869 0.829

Transferability across Different LVLM Models (on DALLE-3)

LLaVvA 0.824 0.806 0.879 0.836

LLaVA MiniGPT-4 0.684 0.642 0.715 0.680

Flamingo 0.718 0.695 0.740 0.718

BLIP-2 0.692 0.719 0.736 0.716

LLaVA 0.703 0.728 0.754 0.728

- MiniGPT-4 0.810 0.843 0.862 0.838

MInIGPT-4 )3 mingo 0.679 0.704 0.731 0.705

BLIP-2 0.696 0.730 0.747 0.724

LLaVA 0.685 0.729 0.710 0.708

: MiniGPT-4 0.721 0.757 0.733 0.737

Flamingo "1 1ingo 0.824 0.870 0.838 0.844

BLIP-2 0.703 0.731 0.742 0.725

LLaVA 0.647 0.678 0.693 0.673

BLIP-2 MiniGPT-4 0.682 0.748 0.735 0.722

Flamingo 0.679 0.726 0.724 0.710

BLIP-2 0.795 0.837 0.840 0.824

Table 10: Ablation on the task number during the model querying, tested on the LLaVA model and
DALLE-3 dataset.

Task Number  Attack Method ImageClassi cation ImageCaption VQA Overall

1 w/o importance 0.592 0.620 0.698 0.637
Full attack 0.736 0.703 0.761 0.733
> w/o importance 0.619 0.658 0.724 0.667
Full attack 0.785 0.747 0.820 0.784
3 w/o0 importance 0.644 0.692 0.751 0.696
Full attack 0.824 0.806 0.879 0.837

B.4 More Analysis on Universality

The main difference between our attack and existing LVLM attacks is that we only need to generate

a single universal adversarial patch for all inputs while they need to generate different adversarial
perturbations for different input samples of different tasks. To investigate our universality, we
implement two variants for comparison: “w/o. universal baseline” removes our universality design
and follows previous works individually to optimize perturbation for each sample; “w/. universal
baseline" denotes our approach. We evaluate the averaged adversarial performance of their generated
single perturbation patch pasted on all images of the whole test set. As shown in Figure 6, the
universality of the single perturbation of “w/o. universal baseline" is very poor, it only performs well

on a speci c task as its perturbation is optimized through a task-speci c and image-speci ¢ attack
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Table 11: Ablation on the image number during the patch generation, tested on the LLaVA model
and DALLE-3 dataset.

Image Number ~ Attack Method ImageClassi cation ImageCaption VQA Overall

100 w/o importance 0.587 0.628 0.685 0.633
Full attack 0.754 0.719 0.793 0.756
300 w/o importance 0.620 0.665 0.732 0.672
Full attack 0.801 0.763 0.846 0.803
500 w/o importance 0.644 0.692 0.751 0.696
Full attack 0.824 0.806 0.879 0.837

Figure 6: Evaluation on the Universality tested on DALLE-3 dataset. “w/o. Universality Baseline"
only optimizes a single image of a speci c task in a single attack process.

process. Therefore, it also has poor performance on its task-speci c task as it can not successfully
attack other unseen image samples. Since our “w/. universal baseline" is optimized through a
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Figure 7: Visualization results on the targeted universal adversarial attack.

task-agnostic and image-agnostic attack process, our single adversarial perturbation can be universal
adversarial to multiple samples across all tasks, achieving better attack performance.
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Table 12: Attack performance on LLaVA model and DALLE-3 dataset when target labels are set to
harmful instructions.

Adversarial Target ~ Attack Method ImageClassi cation ImageCaption VQA Overall

“Suicide” w/o importance 0.594 0.628 0.654 0.625
Full attack 0.712 0.694 0.747 0.718

“Kidnan" w/o importance 0.615 0.647 0.692 0.651
P Full attack 0.748 0.770 0.804 0.774
“Bomb" w/o importance 0.583 0.639 0.716 0.646
Full attack 0.739 0.752 0.761 0.750

“ANgry” w/o importance 0.638 0.682 0.733 0.684
ary Full attack 0.805 0.827 0.854 0.829

Table 13: Attack performance of our Full Attack on LLaVA model and DALLE-3 dataset when target
labels are set to long and special target texts.

Adversarial Target | ImageClassi cation ImageCaption VQA Overall
Joumentionech so1 cannot aner 0897 0814 0863 0.839
"Aa?%a\‘jvtriﬂi‘ézigfo‘;vii;hsig\';?k 0.819 0.842 0.84# 0.836

A Wa”\fvglgetzgg%’hg‘ﬁ whole 0.776 0.801 0.78% 0.787
"A photo of a cat" 0.862 0.841 0.854 0.852

T voneenetat | omm  ose  osi os

B.5 Experiments on More Targeted Labels

As shown in Table 12, we provide the attack performance on more targeted labels that are set to
harmful instructions. Due to the LVLMSs' self-constraints, our attack achieves relatively lower attack
performance on the harmful targets than on the general targets mentioned in the main paper.

We also provide the attack performance of our Full Attack on LLaVA model and DALLE-3 dataset
when target labels are set to long and special target texts. As shown in Table 13, our attack can also
achieve signi cant attack performance on long target text, demonstrating the scalability of our attack.

B.6 More Performance Comparison with Other LVLM Attackers

Since existing LVLM attackers are implemented in different settings with different models/datasets,
we have already provided detailed comparisons in Tables 3 and 4 of the paper. Note that, existing
methods are non-universal attacks and require prior LVLM knowledge to generate different perturba-
tions for different images. In contrast, our attack solely accesses to the LVLM input/output and can
generate a single noised patch to fool all images/prompts, while achieving better attack performance.
To provide a more comprehensive comparison, we also re-implement these attacks into our utilized
datasets/models/metrics as shown in Table 14, it shows that our attack is still more adversarial. We
think the reason is that our universal patch explicitly learns the general adversarial patterns against
LVLMs and effectively estimates gradients solely using positive directions.

B.7 Discussion on Adversarial Patch and Adversarial Perturbation
In this paper, we focus on designing universal adversarial patch for attacking real-world LVLMs.

Although some existing attackers attempt to design global perturbations being added on the whole
original images, these perturbations are hard to be trained as universal ones and deployed in real-world
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Table 14: Performance comparison with different LVLM attacks on different LVLM models across
different datasets.

LVLM Model | Attack Method| MS-COCO (Overall) DALLE-3 (Overall) VQAv2 (Overall)

MF-Attack [33] 0.626 0.634 0.647

LLaVA CroPA [31] 0.778 0.796 0.782
Ours 0.830 0.837 0.829

MF-Attack [33] 0.643 0.618 0.635

MiniGPT-4 CroPA [31] 0.803 0.780 0.819
Ours 0.841 0.838 0.865

MF-Attack [33] 0.671 0.654 0.662

Flamingo CroPA [31] 0.796 0.825 0.814
Ours 0.835 0.844 0.850

MF-Attack [33] 0.639 0.658 0.670

BLIP-2 CroPA [31] 0.783 0.799 0.811
Ours 0.814 0.824 0.836

scenarios. Instead, our adversarial patch has more potential to be scanned and pasted on realistic
objects in daily life for perturbing, achieving a physical attack. We will leave this in future research.

B.8 More Visualizations

We provide more visualization results in Figure 7. The rst column is the clean images, and the latter
four columns are the perturbed images targeted on a speci ¢ attacker's chosen output. We can nd
that our attack method can achieve good attack performance on these images, and the adversarial
patch can achieve the same adversarial target when it is pasted on different images. Different targeted
patches have different locations and noise patterns.

In addition to the visualizations of adversarial patches targeted on general/common sentence texts, we
also design speci c text labels for different tasks, and show their corresponding adversarial patches
in Figure 8. It demonstrates that our attack algorithm is very exible and can generate universal
adversarial patches according to different attackers' chosen text labels. That is, any text is possible,
and its corresponding universal adversarial patch can be successfully generated by our attack.

C Prompts for Different Tasks

Prompts for VQA. Any cutlery items visible in the image? Any bicycles visible in this image? Any
boats visible in the image? Any bottles present in the image? Are curtains noticeable in the image?
Are ags present in the image? Are owers present in the image? Are fruits present in the image?
Are glasses discernible in the image? Are hills visible in the image? Are plates discernible in the
image? Are shoes visible in this image? Are there any insects in the image? Are there any ladders
in the image? Are there any man-made structures in the image? Are there any signs or markings
in the image? Are there any street signs in the image? Are there balloons in the image? Are there
bridges in the image? Are there musical notes in the image? Are there people sitting in the image?
Are there skyscrapers in the image? Are there toys in the image? Are toys present in this image?
Are umbrellas discernible in the image? Are windows visible in the image? Can birds be seen in this
image? Can stars be seen in this image? Can we nd any bags in this image? Can you nd a crowd

in the image? Can you nd a hat in the image? Can you nd any musical instruments in this image?
Can you identify a clock in this image? Can you identify a computer in this image? Can you see a
beach in the image? Can you see a bus in the image? Can you see a mailbox in the image? Can you
see a mountain in the image? Can you see a staircase in the image? Can you see a stove or oven in the
image? Can you see a sunset in the image? Can you see any cups or mugs in the image? Can you see
any jewelry in the image? Can you see shadows in the image? Can you see the sky in the image? Can
you spot a candle in this image? Can you spot a farm in this image? Can you spot a pair of shoes in
the image? Can you spot a rug or carpet in the image? Can you spot any dogs in the image? Can you
spot any snow in the image? Do you notice a bicycle in the image? Does a ball feature in this image?
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Figure 8: Visualization results on speci ¢ designed targeted text labels.

Does a bridge appear in the image? Does a cat appear in the image? Does a fence appear in the
image? Does a re feature in this image? Does a mirror feature in this image? Does a table feature in
this image? Does it appear to be nighttime in the image? Does it look like an outdoor image? Does it
seem to be countryside in the image? Does the image appear to be a cartoon or comic strip? Does the
image contain any books? Does the image contain any electronic devices? Does the image depict a
road? Does the image display a river? Does the image display any towers? Does the image feature
any art pieces? Does the image have a lamp? Does the image have any pillows? Does the image have
any vehicles? Does the image have furniture? Does the image primarily display natural elements?
Does the image seem like it was taken during the day? Does the image seem to be taken indoors?
Does the image show any airplanes? Does the image show any benches? Does the image show any
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