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A Theoretical Justification

A.1 Proof on rectified estimation of x; in Equation 7

Equation7 x, = /a;ATx? — \/a;,ATAp + (I - ATA)x; + ATAVT — ase;.
Proof. Based on x; = \/auxg + +/1 — &y €, we have a nice property [15]:

1
X0|t = ﬁ(xt — 1-— O_étEt). (1)

To ensure that the approximated clean image xg|; based on the ¢-th step observation x; satisfies the
constraint in Equation 6, we have:

xo; = ATx* — ATAp + (I ATA) x;. 2)
Combine the above two equations, we can have:
1 1
ﬁ(xt — \/1 — atﬁt) = ATXA _ ATAp + (I — ATA) (@(Xt —V 1-— @tet)). (3)
Taking the derivative, we arrive at:
X, = Vv ATx? — Va,ATAp + (I — ATA)x, + ATAVI — age;. 4)

A.2  Proof of Lemma 3.1
Lemma 3.1 Suppose the estimated noise output by g4(-) is Gaussian. Given gg(x,t) = €;, we have

9o ((x¢ + Oy ATAD), t) = € + €, where €, €, are also Gaussian.

Proof. Let us define the output of g, ((x; + X)), ) as €, so we have g, ((x; + x}),t) = €. Next,
we define €, ~ N(u1,0%) and € ~ N (pa,03).

Since €; also follows a Gaussian distribution, we can subtract €; from €; to obtain €}, such that:
' __ 2 N _ 2 2 5
€ = € — € ~ N(uz2 — p1,01 +03) Q)

This confirms that €] is also Gaussian, thus completing the proof. O
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A.3 Proof of Theorem 3.2

Theorem 3.2 Suppose that g,((x; + /@ ATAp)) = €, + €}. We define the error at step t between
%; and (x; + /s ATAp) as 8!, i.e, 8 = %, — (x; + /a;ATAp). Let §; = A6/, we have the
(1—aw)

Sollowing bound on its norm: ||8|| < e VEEL Al ller -
—Qt41

Proof. We prove the above theorem by induction.
1 The base case is when ¢t = T', where we have X7 — (x1 + VarATAp) = 0, which holds.

2 Suppose for %; — (x; + /a;ATAp) = A8, ||6,] < % YA€) s true.

3 Induction:

1 1—
— (VarAfxA — Va, At Ap+(I-ATA)x, +ATA VT — &tet—liafet)—l—ate, 6)

t -y

X1

. 1 _ . _ 1—a
Xi—1 = ﬁ(@ATXA+(I*ATA)Xt+ATAV 1—a(er+ep)— ﬁ(et%i))ﬂne, @)

1
7o (VEATAPH(I-ATA) (V& ATAP+ATS) AT AVT — Grel— ——nte]
at — O

Xt—1—Xt—1 &

By definition, we have %; 1 — (x;_1 + \/a;_1ATAp) = &,_,. Let §;_; = AJ,_;, we have
Ot—1=A8,_; = A(X¢—1 — (x¢—1 + /@ _1ATAp)). Since A(I - ATA) = 0, we can have:

1 - 1—ay (1—0u—1)y/on
01 = AVl —aue, —A—r ——¢)) = — 2V A€, 9
t—1 at( atet 11— @t et) m et ( )
Based on the Cauchy—Schwarz inequality:
Q- a)Vor , 0 _ (=& 1)/ /
01| = || ——=—A¢|| < ————=——||A 10

O

A4 Proof of Corollary 3.2.1
Corollary 3.2.1 Whent = 0, we have %o = xo + ATAp + 8/, where A§) =0.

Proof. First, we have:

1 1-—
X (VaAtxA—/a At Ap+(I-ATA)x; +ATA VI —07161—\/177&61[61)-1-016, (11)
1 — Qg
1 1-—
)A(O = ﬁ(\/O_élATXA+(I*ATA))A(1+ATA\/1 — 5[1(61+611)*\/T7a0_[11(61+6,1))+0'16, (12)
1
Then we can have: % )
— )/
A, = ————2Y " A€ 13
0 m €1 ( )
Since ag = 1, then we have Adj, = 0. O
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B Qualitative Results of Purification

B.1 Qualitative Results of Purification on BadNet Attack

(d) Purified Image

(f) Purified Image (h) Purified Image

—»

(1) Purified Image

(m) Attacked Image (n) Purified Image (o) Attacked Image (p) Purified Image
Figure 1: Comparison of Purified and BadNet Attack Images(Part1).
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Figure 2: Comparison of Purified and BadNet Attack Images(Part2).
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Figure 3: Comparison of Purified and BadNet Attack Images(Part3).
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Figure 4: Comparison of Purified and BadNet Attack Images(Part4).



ss B.2 Qualitative Results of Purification on Blended Attack

(f) Purified Image

(m) Attacked Image (n) Purified Image (o) Attacked Image (p) Purified Image
Figure 5: Comparison of Purified and Blended Attack Images(Part1).
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Figure 6: Comparison of Purified and Blended Attack Images(Part2).



(c) Attacked Image (d) Purified Image
Bt T

(g) Attacked Image (h) Purified Image

(e) Attacked Image (f) Purified Image
. "

(r) Purified Image (s) Attacked Image (t) Purified Image

(u) Attacked Image (v) Purified Image (w) Attacked Image (x) Purified Image
9
Figure 7: Comparison of Purified and Blended Attack Images(Part3).
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Figure 8: Comparison of Purified and Blended Attack Images(Part4).
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C Details on Linear Transformations

In this section, we discuss details of the linear transformation applied in our paper. Two practical
examples are discussed to illustrate the simplicity and effectiveness of linear transformations, along
with the corresponding operators used.

Gray-scale Conversion: To convert an RGB image to gray-scale, the operator A = [1/3,1/3,1/3]
can be defined as a pixel-wise operation that transforms each RGB channel pixel [r, g, b] into a gray-
scale value 72 + g% +b3. In this case, constructing a pseudo-inverse A = [1, 1, 1]" is straightforward,
satisfying the condition AAT = I, where I represents the identity matrix.

Image Blurring: Image blurring also involves linear transformations. For a blurring operation with
scale n, the operator A is defined as the average-pooling operator [1/n?, ..., 1/n?]. This operator
aggregates each patch of the image into a single value. Similarly, the pseudo-inverse AT can be built
as AT = [1,...,1]" to fulfill the condition AAT = 1.

Overall, these examples demonstrate how these two linear transformations, in conjunction with their
respective operators, can be employed to destruct the trigger pattern without relying on a complex
Fourier transform. In cases where the linear transformation is too complex to solve for its pseudo-
inverse, the Singular Value Decomposition (SVD) method can be applied. For more details, please
refer to papers [34, 211

D Algorithm for improved ZIP based on DDIM

In this section, we include the modified algorithm based on DDIM, which is proposed to speed up the
diffusion model inference speed.

Algorithm 1 Zero-shot Image Purification (based on DDIM)

Require: Test image for purification x”’; liner transformation A, Ao, ..., A, and their pseudo-
inverse Ai, A; ..., Al ; diffusion model g; hyperparameter \; speed-up pace S.
Ensure: x“» = A, x", n=0,1,..,N
1: xT ~ N(0,1)
2: fort=T,T-5,....51do
3: e ~N(0,I)ift >1,elsee =0

4: €t = gqﬁ(xt?t)

5: forn=1,2,...., N do

6: = JaAlxA + (T — ALA,)x + AL A, VT — are,
7: end for

8 Xy = (Xt + X, ., +XY)

9: % = (1 —aM)x + arxy

10: iO\t = \/%(it —V 1— dt€t>

11: X¢—1 <—\/@t_1)~(0‘t+\/1—5[,5_1—0'36754-0}6
12: end for
13: return xg

E Experiments Settings

E.1 Datasets Informaiton

CIFAR-10 [22] The CIFAR-10 dataset is a widely-used benchmark in computer vision. It consists of
60,000 color images of size 32x32 pixels, belonging to 10 different classes, with 6,000 images per
class. The dataset is divided into 50,000 training images and 10,000 test images, with a balanced
distribution of classes.

GTSRB [31] The German Traffic Sign Recognition Benchmark (GTSRB) dataset is designed for
traffic sign classification tasks. It comprises more than 50,000 images of traffic signs captured under
various real-world conditions. The images have different sizes and aspect ratios, but they are resized

11
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to 32x32 pixels for our model training and evaluation. The dataset is divided into training and test
sets, with its official split ratio.

Imagenette [17] The Imagenette is a subset of the larger ImageNet dataset and is commonly used
as a smaller-scale alternative for image classification tasks. It consists of 10 classes with a total of
13,000 images. The images in Imagenette have varying sizes, but they are resized to 256x256 pixels
for consistency. The dataset is split into training and validation sets, following a predefined split ratio.

Table 1: Properties of datasets.

Dataset Classes Image Size Train Split Test Split
CIFAR-10 10 32x32 50,000 10,000

GTSRB 43 32x32 39,209 12,630
Imagenette 10 256x256 9,480 3,936

E.2 Attacks Implementation

In this section, we discuss the implementation details of three different backdoor attack methods
employed in our study: BadNet, Blended, and PhysicalBA. We implement these backdoor attacks
using the Backdoorbox framework [24]], which is under GNU general public license.

BadNet [11] The BadNet attack injects specific trigger patterns into the training data. In our
implementation, we set the poisoned rate to 5%, i.e., 5% of the training samples are selected as attack
samples and have the trigger pattern added to them. The trigger pattern size is set to 2x2 for 32x32
pixels images and 9x9 for 256x256 pixels images. The trigger patterns are randomly generated.

Blended [7]] The Blended attack is a more sophisticated variant aimed at making the backdoor less
conspicuous and harder to detect. Following the suggestion in BackdoorBox, we set the blended rate
to 0.2 and the poisoned rate to 5%. The blended pattern is randomly generated, seamlessly blending
the trigger pattern into the attack samples.

PhysicalBA [25] The PhysicalBA (Physical Backdoor Attack) is a specific type of attack that
introduces variations in the location and appearance of the attack pattern embedded in the test samples
during inference time. In our implementation, we apply the same attack pattern size as the BadNet
attack, using a 2x2 pattern for 32x32 pixels images and a 9x9 pattern for 256x256 pixels images. The
attack patterns are generated randomly. We set the poisoned rate to 5% for this attack.

All other attack settings follow the default configurations in Backboorbox [24].

E.3 Purification Implementation

We utilize a pre-trained model provided by OpenAl [8] under the MIT license. The algorithm
described in Algorithm [I]is employed to accelerate the inference process, allowing us to generate
high-quality images within just 20 steps, and the speed-up pace is set to 50. We set the hyperparameter
A to a value of 2 for Blended attack defense, and 10 for BadNet and PhysicalBA attack defense.

Specifically, for the CIFAR-10 dataset, we apply both blur and gray-scale conversion as linear trans-
formations. For the GTSRB and Imagenette datasets, we solely apply blur as the linear transformation.
Additional implementation details can be found in the code we have provided.

F Ablation Study Settings

F.1 Enhanced Attack Settings

In the enhanced attack settings, our first step is to extract 5% of the training dataset and inject the
attack’s trigger pattern into these images. We then proceed to purify this subset of data using blur
and grayscale as linear transformations during the first stage of our proposed purification. Once the
attacked images have been successfully purified, we modify their labels to reflect the attack label.
Following this, we introduce these purified images as poisoned samples into the training set and train
a classification model from scratch. This comprehensive procedure is referred to as the enhanced
attack process.

12
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F.2 Purification Speed Settings

This paper focuses on defending against backdoor attacks during the inference phase using purification
techniques. To evaluate the purification speed, we conduct experiments using a workstation that
features an Intel(R) Core(TM) 19-10900X CPU and an NVIDIA RTX3070 GPU with 8GB of memory.

During our experiments, we measure the classification time, which represents the duration taken by
the classifier model to perform inference on a single image. Additionally, we measure the purification
time, which indicates the time required by the purification model to purify a single image.

For the combination of purification with detection, we utilize the Scale-up method [13] as our chosen
detection technique. Furthermore, the dataset used for speed evaluation consists of 5% poisoned
images. Following previous settings [[13], we set a batch size of one for the classifier model and
report the average time based on 640 runs.

G Related Work

G.1 Backdoor Attack

Existing backdoor attack methods involve the injection of poisoned samples into the training process
of Deep Neural Networks (DNNs). These attacks can target various types of models, including image
classification models, object detection models [4} 26]], contrastive learning models [2], and language
models [27, 29, 141} [5]. The attackers exploit vulnerabilities by embedding adversary-specified
trigger patterns into carefully selected benign samples. Backdoor attacks are characterized by their
stealthiness, as the attacked models behave normally on benign samples, making the hidden triggers
difficult to detect and purify.

There are mainly two categories of backdoor attacks for image classification tasks: patch-based
and non-patch-based attacks. Patch-based attacks are attacks with triggers embedded as patches
or overlays within the input samples. For example, Souri et al. [30] propose the Sleeper Agent
attack, which is a sophisticated backdoor attack where an adversary subtly injects hidden triggers
into an image classification model during training, remaining dormant until specific conditions
activate malicious behavior. Non-patch-based attacks are attacks where triggers are integrated without
explicit patching, often relying on specific input sequences or subtle modifications in the feature
space [40, 116, [14]. For example, Doan et al. [9] introduce Wasserstein backdoor attack, an extension
of the imperceptible backdoor concept to the latent representation. Their proposed attack manipulates
inputs with imperceptible noise, matching latent representations to achieve high attack success rates
while remaining stealthy in both the input and latent spaces.

G.2 Backdoor Defense

Existing defense methods for backdoor models can be broadly categorized into two approaches: (1)
detection-based methods and (2) purification-based methods.

Detection-based methods focus on identifying the presence of backdoors in trained models. These
methods typically involve analyzing the model’s behavior and inputs to detect any suspicious patterns
or triggers that indicate the existence of a backdoor [1f]. Various techniques such as anomaly
detection [10} [18},138]], and statistical analysis [12} 6] have been employed to detect backdoors. The
goal of detection-based methods is to provide an early warning system to identify and mitigate the
risks posed by backdoor attacks.

On the other hand, purification-based methods aim to remove or neutralize the effects of backdoors
from the model. These methods involve modifying the model or its training process to eliminate the
influence of the backdoor triggers on the model’s behavior [19]. Some purification approaches focus
on retraining the model using clean or carefully selected training data to reduce the impact of the
backdoor [39,35] 23] 20} 32]]. Other methods aim to directly identify and neutralize the backdoor
triggers within the model’s parameters or hidden representations [33} 13} 137, 36, 128]]. The objective of
purification-based methods is to restore the integrity and reliability of the model by eliminating the
malicious behavior induced by the backdoor.

13
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H Qualitative Results Comparison with Image Restoration Methods

We conducted a comparative analysis of the purification effect between our proposed method and
DDNM [34]], which is a state-of-the-art image restoration technique. In order to ensure a fair compar-
ison, we implemented DDNM using their official code and applied identical linear transformations,
diffusion steps, and schedules to both methods. The qualitative results, which demonstrate the
effectiveness of our proposed approach, are presented below.

(a) Attack Image

(e) Restored by DDNM

fier -

(g) Attack Image (h) Restored by DDNM (i) Purified by ZIP

Figure 9: Comparison of DDNM and ZIP on defending Blended attack.

I Limitations

Due to our reliance on a pre-trained diffusion model to implement zero-shot purification, the effec-
tiveness of generating purified images may be weakened when our model is applied to highly specific
images that fall outside the distribution of pre-processed data. To mitigate this issue, we suggest
two possible solutions in future work: 1) replacing the current pre-trained diffusion model with a

14



(b) Restored by DDNM (c) Purified by ZIP

(d) Attack Image (e) Restored by DDNM (f) Purified by ZIP
- W b
R -

(g) Attack Image (h) Restored by DDNM (i) Purified by ZIP

Figure 10: Comparison of DDNM and ZIP on defending BadNet attack.
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more suitable pre-trained model for such specific images, and 2) collecting a subset of highly specific
images to perform fine-tuning on the pre-trained model.
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