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Abstract

We study robust adversarial training of two-layer neural networks as a bi-level1

optimization problem. In particular, for the inner loop that implements the adver-2

sarial attack during training using projected gradient descent (PGD), we propose3

maximizing a lower bound on the 0/1-loss by reflecting a surrogate loss about the4

origin. This allows us to give a convergence guarantee for the inner-loop PGD5

attack. Furthermore, assuming the data is linearly separable, we provide precise6

iteration complexity results for end-to-end adversarial training, which holds for any7

width and initialization. We provide empirical evidence to support our theoretical8

results.9

1 Introduction10

Despite the tremendous success of deep learning, neural network-based models are highly susceptible11

to small, imperceptible, adversarial perturbations of data at test time [SZS+14]. Such vulnerability12

to adversarial examples imposes severe limitations on the deployment of neural networks-based13

systems, especially in critical high-stakes applications such as autonomous driving, where safe and14

reliable operation is paramount.15

An abundance of studies demonstrating adversarial examples across different tasks and application16

domains [GSS14, MDFF16, CW17] has led to a renewed focus on robust learning as an active area17

of research within machine learning. The goal of robust learning is to find models that yield reliable18

predictions on test data notwithstanding adversarial perturbations. A principled approach to training19

models that are robust to adversarial examples that has emerged in recent years is that of adversarial20

training [MMS+18]. Adversarial training formulates learning as a min-max optimization problem21

wherein the 0-1 classification loss is replaced by a convex surrogate such as the cross-entropy loss,22

and alternating optimization techniques are used to solve the resulting saddle point problem.23

Despite empirical success of adversarial training, our understanding of its theoretical underpinnings24

remain limited. From a practical standpoint, it is remarkable that gradient based techniques can25

efficiently solve both inner maximization problem to find adversarial examples and outer minimization26

problem to impart robust generalization. On the other hand, a theoretical analysis is challenging27

because (1) both the inner- and outer-level optimization problems are non-convex, and (2) it is unclear28

a-priori if solving the min-max optimization problem would even guarantee robust generalization.29

In this work, we seek to understand adversarial training better. In particular, under a margin30

separability assumption, we provide robust generalization guarantees for two-layer neural networks31

with Leaky ReLU activation trained using adversarial training. Our key contributions are as follows.32

1. We identify a disconnect between the robust learning objective and the min-max formulation33

of adversarial training. This observation inspires a simple modification of adversarial training –34

we propose reflecting the surrogate loss about the origin in the inner maximization phase when35

searching for an “optimal” perturbation vector to attack the current model.36
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2. We provide convergence guarantees for PGD attacks on two-layer neural networks with leaky37

ReLU activation. This is the first of its kind result to the best of our knowledge.38

3. We give global convergence guarantees and establish learning rates for adversarial training for39

two-layer neural networks with Leaky ReLU activation function. Notably, our guarantees hold for40

any bounded initialization and any width – a property that is not present in the previous works in41

the neural tangent kernel (NTK) regime [GCL+19, ZPD+20].42

4. We provide extensive empirical evidence showing that reflecting the surrogate loss in the inner loop43

does not have a significant impact on the test time performance of the adversarially trained models.44

Notation. We denote matrices, vectors, scalar variables, and sets by Roman capital letters, Roman45

lowercase letters, lowercase letters, and uppercase script letters, respectively (e.g. X, x, x, and46

X ). For any integer d, we represent the set {1, . . . , d} by [d]. The ℓ2-norm of a vector x and the47

Frobenius norm of a matrix X are denoted as ∥x∥ and ∥X∥F , respectively. Given a set C, the operator48

ΠC(x) = minx′∈C ∥x− x′∥ projects onto the set C with respect to the ℓ2-norm.49

1.1 Related Work50

Linear models. Adversarial training of linear models was recently studied by [CRWP19, LXXZ20,51

ZFG21]. In particular, [CRWP19, LXXZ20] give robust generalization error guarantees for adver-52

sarially trained linear models under a margin separability assumption. The hard margin assumption53

was relaxed by [ZFG21] who give robust generalization guarantees for distributions with agnostic54

label noise. We note that the optimal attack for linear models has a simple closed-form expression,55

which mitigates the challenge of analyzing the inner loop PGD attack. In contrast, one of our main56

contributions is to give convergence guarantees for the PGD attack. Nonetheless, as the Leaky57

ReLU activation function can also realize the identity map for α = 1, our results also provide robust58

generalization error guarantees for training linear models.59

Non-linear models. [WMB+19] propose a first order stationary condition to evaluate the conver-60

gence quality of adversarial attacks found in the inner loop. [ZZK+21] study adversarial training61

as a bi-level optimization problem and propose a principled approach towards the design of fast62

adversarial training algorithms. Most related to our results are the works of [GCL+19] and [ZPD+20],63

which study the convergence of adversarial training in non-linear neural networks. Under specific64

initialization and width requirements, these works guarantee small robust training error with respect65

to the attack that is used in the inner-loop, without explicitly analyzing the convergence of the attack.66

[GCL+19] assume that the activation function is smooth and require that the width of the network, as67

well as the overall computational cost, is exponential in the input dimension. The work of [ZPD+20]68

partially addresses these issues. In particular, their results hold for ReLU neural networks, and they69

only require the width and the computational cost to be polynomial in the input parameters.70

Our work is different from that of [GCL+19] and [ZPD+20] in several ways. Here we highlight three71

key differences.72

• First, while the prior work analyzes the convergence in the NTK setting with specific initialization73

and width requirements, our results hold for any initialization and width.74

• Second, none of the prior works studies computational aspects of finding an optimal attack75

vector in the inner loop. Instead, the prior work assumes oracle access to optimal attack vectors.76

We provide precise iteration complexity results for the projected gradient method (i.e., for the77

PGD attack) for finding near-optimal attack vectors.78

• Third, the prior works focus on minimizing the robust training loss, whereas we provide79

computational learning guarantees on the robust generalization error.80

The rest of the paper is organized as follows. In Section 2, we give the problem setup and introduce81

the adversarial training procedure with the reflected surrogate loss in the inner loop. In Section 3, we82

present our main results, discuss the implications and give a proof sketch. We support our theory83

with empirical results in Section 4 and conclude with a discussion in Section 5.84
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Algorithm 1 Atk PGD Attack
Input: Sample (x, y), Weights W, Stepsize ηatk, # Iters Tatk

1: Initialize δ1 ← x
2: for t = 1 to T do
3: δt+1 ← Π∆(x)(δt + ηatk∇δℓ−(yfW(δt)))
4: end for

Output: δτ , where τ ∈ argmaxt∈[T ] ℓ−(yfW(δt))

2 Preliminaries85

We focus on two-layer networks with m hidden nodes computing f(x; a,W) = a⊤σ (Wx), where86

W ∈ Rm×d and a ∈ Rm are the weights of the first and the second layers, respectively, and87

σ(z) = max{αz, z} is the Leaky ReLU activation function. We randomly initialize the weights88

ar ∼ Unif({−κ,+κ}) for all hidden nodes r ∈ [m], and randomly initialize W such that ∥W∥F ≤ ω,89

for some positive real numbers κ and ω. The top linear layer (i.e., weights a) is kept fixed, and the90

hidden layer (i.e., W) is trained using stochastic gradient descent (SGD).91

For simplicity of notation, we represent the network as f(x;W), suppressing the dependence on92

the top layer weights. Further, with a slight abuse of notation, we denote the function by fW(x)93

when optimizing over the input adversarial perturbations, and by fx(W) when training the network94

weights.95

Formally, adversarial learning is described as follows. Let X ⊆ Rd and Y = {±1} denote the96

input feature space and the output label space, respectively. Let D be an unknown joint distribution97

on X × Y . For any fixed x ∈ X , we consider norm-bounded adversarial perturbations in the set98

∆(x) := {δ : ∥δ − x∥ ≤ ν}, for some fixed noise budget ν.99

Given a training sample S := {(xi, yi)}ni=1 ∼ Dn drawn independently and identically from the100

underlying distribution D, the goal is to find a network with small robust misclassification error101

εrob(W) = ED max
δ∈∆(x)

I[yfW̄(δ) < 0], (1)

where W̄ := W/∥W∥F is the weight matrix normalized to have unit Frobenius norm. Note that, due102

to the homogeneity of Leaky ReLU, such normalization has no effects on the robust error whatsoever.103

In adversarial training, the 0 − 1 loss inside the expectation is replaced with a convex surrogate104

such as cross entropy loss ℓ(z) = log(1 + e−z), and the expected value is estimated using a sample105

average:106

ε̂rob(W) :=
1

n

n∑
i=1

max
δi∈∆(xi)

ℓ(yifW̄(δi)) (2)
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Figure 1: The 0-1 loss (red), its convex sur-
rogate, the cross-entropy loss (blue), and the
reflected cross-entropy loss (green).

Notwithstanding the conventional wisdom, adversarial
training entails maximizing an upper bound as opposed to
a lower bound on the 0− 1 loss. In contrast, we propose
using a concave lowerbound on the 0 − 1 loss to solve
the inner maximization problem. Let ℓ−(z) = −ℓ(−z) =
− log(1 + ez) denote the reflected loss. In Figure 1, we
plot the 0-1 loss, the cross-entropy loss, and the reflected
cross-entropy loss. Starting from δ1 = x, the PGD attack
updates iterates via

δt+1 = Π∆(x)(δt + ηatkℓ−(yfW(δt))),

as described in Algorithm 1. We emphasize that the only107

difference between standard adversarial training and what108

we propose in Algorithm 2 and Algorithm 1 is that we109

reflect the loss (about the origin) in Algorithm 1.110
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Algorithm 2 AdvTr Adversarial Training
Input: Stepsize ηtr, # Iters Ttr

1: Initialize a ∼ Unif{−κ,+κ}m and W1 such that ∥W1∥F ≤ ω
2: for t = 1 to T do
3: Draw (xt, yt) ∼ D
4: δt ← Atk(Wt, xt, yt)
5: Wt+1 ←Wt − ηtr∇Wℓ(ytfδt(Wt))
6: end for

3 Main Results111

We consider a slightly weaker version of the robust error. In particular, we are interested in adversarial112

attacks that can fool the learner with a margin – for some small, non-negative constant β, we define113

the β-robust misclassification error as: εβ(W) = P
{
minδ∈∆(x) yfW̄(δ) < −β

}
. In particular, as114

β tends to zero, εβ(W)→ εrob(W). When β is a small positive constant bounded away from zero,115

(x, y) contributes to εβ(W) only if there exists an attack δ ∈ ∆(x) such that fW̄ confidently makes116

a wrong prediction on δ. In other words, β-robust misclassification error is the probability that for117

(x, y) ∼ D, a β-effective attack exists:118

Definition 3.1 (Effective Attacks). Given a neural networks with parameters (a,W) and a data point119

(x, y) and some constant β > 0, we say that δ∗ ∈ ∆(x) is a β-effective attack if yfW̄(δ∗) ≤ −β,120

where W̄ = W/∥W∥F .121

Our bounds depend on several important problem parameters. Before stating the main results of the122

paper, we remind the reader of these important quantities. ν denotes the attack size. κ and ω are the123

bounds on the norm of the parameters a and W at the initialization. Finally, α is the Leaky-ReLU124

parameter. Our first result stated in the following theorem1 gives convergence rates for Algorithm 1125

in terms of the and the negated loss derivative −ℓ′(·) under the assumption that an effective attack126

exists. The negative derivative, −ℓ′(·), of the loss function has been used in several previous works to127

give an upper bound on the error [CG19]; here, we borrow similar ideas from [FCG21]. In particular,128

as it will become clear later, we will use positivity and monotonicity of −ℓ′(·) to give an upper bound129

on the β-robust loss using Markov’s inequality.130

Theorem 3.2. Let δ∗ be a β-effective attack for a given network with weights (a,W) and a given131

example (x, y), with β ≥ 2ν(1 − α)κ
√
m. Then, after Tatk iterations, PGD with step size ηatk ≤132

1
κ2m∥W∥2

F
generates an attack δatk such that −ℓ′(yfW(δ∗)) ≤ −2ℓ′(yfW(δatk)) +

4ν2

ηatkTatk
.133

Theorem 3.2 establishes that under proper initialization (κ = 1/
√
m), when a β-effective attack exists,134

Algorithm 1 finds a ϵ-suboptimal attack vector in O(β2/ϵ) iteration. We next study convergence of135

Algorithm 2 under the following distributional assumption.136

Assumption 3.3. Samples (x, y) are drawn i.i.d. from an unknown joint distribution D that satisfies:137

• ∥x∥ ≤ R with probability 1.138

• There exists a unit norm vector v∗ ∈ Rd, ∥v∗∥ = 1, such that for (x, y) ∼ D, we have with139

probability 1 that y(v∗ · x) ≥ γ > 0.140

The first assumption requires that the inputs are bounded, which is standard in the literature and is141

satisfied for most practical applications. The second assumption implies that D is linearly separable142

with margin γ > 0. Of course, we do not need a non-linear neural network to robustly learn a143

predictor under such a distributional assumption. But can we even guarantee robust learnability144

of neural networks for such simple settings? Nothing is known as far as we know. We note that145

even for standard (non-robust) training of two-layer neural networks using SGD, the convergence146

guarantees in the hard margin setting were unknown until recently [BGMSS18]. The following147

theorem establishes that adversarial training can efficiently find a network with small β-robust error.148

Theorem 3.4 (Convergence of Algorithm 2). For any ϵ > 0, in at most Ttr ≤ 64(R+ν)2(1+ωγακ
√
mϵ)

(γ−ν)2α2ϵ2149

iterations, Algorithm 2 with step-size ηtr ≤ 1
mκ2(R+ν)2 finds an iterate τ that, in expectation over150

{(xt, yt)}Ttr
t=1, satisfies εβ(Wτ ) ≤ 2ϵ for any β ≥ 2ν(1 − α)κ

√
m, provided that for all t ∈ [T ],151

ηatk ≤ 1
κ2m∥Wt∥2

F
and Tatk ≥ 8ν2

ηatkϵ
.152

1Proofs are deferred to the appendix.
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A few remarks are in order.153

Beyond Neural Tangent Kernel. As opposed to the convergence results in the previous154

work [GCL+19, ZPD+20] which requires certain initialization and width requirements specific155

to the NTK regime, our results holds for any bounded initialization and any width m.156

Role of the Robustness Parameter ν. Our guarantee holds only when the desired robustness157

parameter ν is smaller than the distribution margin γ. Furthermore, the iteration complexity increases158

gracefully as O(ν2/(γ − ν)2) as the attacks become stronger, i.e., as the size of adversarial perturba-159

tions tends to the margin. Intuitively, as ν → 0, the attack becomes trivial, and the adversarial training160

reduces to the standard non-adversarial training. This is fully captured by our results — as ν → 0,161

the number of attack iterates Tatk goes to zero, and we recover the overall runtime of O(γ−2ϵ−2) as162

in the previous work [BGMSS18, FCG21].163

Computational Complexity. To guarantee ϵ-suboptimality in the β-robust misclassification error,164

we require Ttr = O((γ − ν)−2ϵ−2) iterations of Algorithm 2. Each iteration invokes the PGD165

attack in Algorithm 1, which itself requires Tatk = O(ν2/ϵ) gradient updates. Therefore, the overall166

computational cost of adversarial training to achieve ϵ-suboptimality is O( ν2

(γ−ν)2ϵ3 ). Note that167

Tatk is a purely computational requirement, and the statistical complexity of adversarial training168

is fully captured by Ttr. Remarkably, there is only a mild O(γ2/(γ − ν)2) statistical overhead169

for β-robustness, and the computational cost increases gracefully by a multiplicative factor of170

O
(

ν2γ2

(γ−ν)2ϵ

)
.171

Learning Robust Linear Halfspaces. When α = 1, the Leaky ReLU activation equals the172

identity map, and the network reduces to a linear predictor. In this case, we retrieve strong robust173

generalization guarantees for learning halfspaces, as the lower bound required for β in Theorem 3.4174

vanishes. The following corollary instantiates such a robust generalization guarantee.175

Corollary 3.5. Let κ = 1/
√
m, ω = 1/γ, and ηtr = (R + ν)−2. For any ϵ > 0, in at most176

Ttr ≤ 128(R+ν)2

(γ−ν)2ϵ2 iterations, Algorithm 2 finds an iterate τ , that in expectation over {(xt, yt)}Ttr
t=1,177

satisfies εrob(Wτ ) ≤ 2ϵ, provided that for all t ∈ [T ], ηatk ≤ ∥Wt∥−2
F and Tatk ≥ 8ν2

ηatkϵ
.178

Dependence on the Norm of Iterates. The iteration complexity of Algorithm 1 is inversely179

proportional to the learning rate ηatk, and therefore increases with ∥Wt∥2F . Thus, when calculating180

the overall computational complexity, one needs to compute an upper bound on the norm of the iterates.181

As we show in Equation (5) in the appendix, it holds for all iterates that ∥Wt+1∥2F ≤ ∥W1∥2F +3ηtrt.182

Therefore, if we set κ = 1/
√
m and ω2 = 3/(R + ν)2, we have the following worst-case weight-183

independent bound on the overall computational cost:184

T ≤
Ttr∑
t=1

8ν2

ηatkϵ
≤

Ttr∑
t=1

8ν2∥Wt∥2F
ϵ

≤
Ttr∑
t=1

8ν2(ω2 + 3ηtr(t− 1))

ϵ

≤
Ttr∑
t=1

24ν2t

(R+ ν)2ϵ
≤ 12ν2T 2

tr

(R+ ν)2ϵ
≤ 196608ν2(R+ ν)2

(γ − ν)4α4ϵ5
.

Therefore, the worst-case overall computational cost is of order O((γ − ν)−4ϵ−5). We note again that185

this cost is purely computational – the statistical complexity is still in the order of O
(
(γ − ν)−2ϵ−2

)
.186

Adversarial Robustness for any β. As we discussed earlier, as β → 0, the β-robust error tends187

to the robust error, i.e., εβ(W)→ εrob(W). Although Theorem 3.4 does not hold for β = 0 (except188

for the linear case discussed above), it is possible to guarantee robust generalization with arbitrarily189

small β, as stated in the following corollary.190

Corollary 3.6. For any desirable β > 0, let κ = β
2ν(1−α)

√
m

. For any ϵ > 0, in at most Ttr ≤191

64(R+ν)2(1+ωγαβϵ/(2ν(1−α)))
(γ−ν)2α2ϵ2 iterations, Algorithm 2 with step-size ηtr ≤ 4ν2(1−α)2

β2(R+ν)2 finds an iterate192

τ that, in expectation over {(xt, yt)}Ttr
t=1 , satisfies εβ(Wτ ) ≤ 2ϵ provided that for all t ∈ [T ],193

ηatk ≤ 4ν2(1−α)2

β2∥Wt∥2
F

and Tatk ≥ 2(1−α)2

β2∥Wt∥2
F ϵ

.194
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3.1 Proof Sketch195

In this section, we highlight the key ideas and insights based on our analysis, and give a sketch of196

the proof of the main result. Using Definition 3.1, the proof of Theorem 3.4 crucially depends on197

the following two facts. First, whenever there exists a β-effective attack, we show that Algorithm 1198

will efficiently find a sufficiently good attack (in the sense of Theorem 3.2). Second, leveraging the199

Perceptron analysis from the prior works of [FCG21, BGMSS18], we show that as long as the attack200

size ν is smaller than the margin γ, robust training is not much harder than standard training. In201

particular, the following Lemma establishes that the expected value of the negative loss derivative202

eventually becomes arbitrarily small.203

Lemma 3.7. For any ϵ > 0, Algorithm 2 with stepsize ηtr ≤ m−1κ−2(R + ν)−2 finds an iterate204

τ that, in expectation over {(xt, yt)}Ttr
t=1, satisfies ED[−ℓ′(yfWτ

(δatk(x)))] ≤ ϵ in at most Ttr ≤205

4(1+∥W1∥F γακ
√
mϵ)

ηtr(γ−ν)2α2κ2mϵ2 iterations.206

We remark that the result in Lemma 3.7 holds for any attack algorithm Atk, as long as it respects the207

condition δatk(x) ∈ ∆(x) for all x. We are now ready to present the proof of the main result.208

Proof of Theorem 3.4. Recall, that β-robust misclassification error is defined as:209

εβ(W) = P
{

min
δ∈∆(x)

yfW̄(δ) < −β
}

= P
{

min
δ∈∆(x)

yfW(δ) < −β∥W∥F
}

(Homogeneity of f )

A key step in the proof is to give an upper bound on ϵβ in terms of the attack returned by PGD, i.e.,210

δatk(x), rather than the optimal attack minδ∈∆(x) yfW(δ). Theorem 3.2 does provide us with such211

an upper bound; however, (1) it only holds in expectation, and 2) it is conditioned on existence of212

an effective attack at the given example (x, y) and the weights W. Naturally, we can use Markov’s213

inequality to bound the probability above. In order to address the conditional nature of the result214

in Theorem 3.2, we introduce a truncated version of the negative loss derivative. In particular, for215

any c, let ℓ′c(z) = ℓ′(z)I[z ≤ c] be the loss derivative thresholded at c. Note that z ≤ c implies that216

−ℓ′c(z) ≥ −ℓ′c(c) – therefore, P{z ≤ c} ≤ P{−ℓ′c(z) ≥ −ℓ′c(c)}. Let βτ := β∥Wτ∥F , where Wτ217

is the iterate guaranteed by Lemma 3.7. We have218

εβ(Wτ ) = P
{

min
δ∈∆(x)

yfWτ
(δ) ≤ −βτ

}
≤ P

{
−ℓ′−βτ

( min
δ∈∆(x)

yfWτ
(δ)) ≥ −ℓ′−βτ

(−βτ )

}

≤
ED

[
−ℓ′−βτ

(minδ∈∆(x) yfWτ (δ))
]

−ℓ′−βτ
(−βτ )

(Markov’s inequality)

≤ 2ED

[
−ℓ′−βτ

( min
δ∈∆(x)

yfWτ
(δ))

]
(−ℓ′−βτ

(z) ≥ 1/2 for z ≤ 0)

Given Wτ , for any (x, y) ∼ D, one of the two following cases can happen:219

1. There exists a β-effective attack. In this case, by Definition 3.1, it holds that220

minδ∈∆(x) yfWτ (δ) ≤ −β∥Wτ∥F = −βτ . Therefore, by definition of the truncated nega-221

tive loss derivative, it also holds that −ℓ′βτ
(minδ∈∆(x) yfWτ

(δ)) = −ℓ′(minδ∈∆(x) yfWτ
(δ)).222

Now, using Theorem 3.2, we get that223

−ℓ′−βτ
( min
δ∈∆(x)

yfWτ (δ)) ≤ −2ℓ′(yfWτ (δatk(x))) +
4ν2

ηatkTatk

2. There does not exist a β-effective attack. In this case, by Definition 3.1, it holds that224

minδ∈∆(x) yfWτ
(δ) > −β∥Wτ∥F = −βτ . Therefore, by definition of the truncated nega-225

tive loss derivative, it also holds that −ℓ′βτ
(minδ∈∆(x) yfWτ (δ)) = 0, which is trivially bounded226

by the upper bound in the first case above, given by Equation (3).227

Putting back the above cases in the upper bound on the β-robust error, we arrive at:228

1

2
εβ(Wτ ) ≤ 2ED[−ℓ′(yfWτ

(δatk(x)))] +
4ν2

ηatkTatk
≤ ϵ

2
+

4ν2

ηatkTatk
≤ ϵ

2
+

ϵ

2

where the first inequality follows from Theorem 3.2, the second inequality follows from Lemma 3.7229

given the proper choice of TTr, and the final inequality holds by setting Tatk ≥ 8ν2

ηatkϵ
.230
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Figure 2: Number of the top-k attack vectors that are optimal, i.e., can induce a label flip, for the
cross entropy loss (blue) and the reflected version (red), for different values of k: Left: k = 10,
Middle: k = 100, and Right: k = 1000.

4 Empirical Results231

Adversarial training is widely used in training robust models and has been shown to be fairly effective232

in practice. The goal of this section is not to attest or reproduce previous empirical findings. Instead,233

since the focus in this paper is on the theoretical analysis of adversarial training in non-linear networks,234

the goal of this section is merely to empirically study the effect of using reflected loss in Algorithm 1.235

The experimental results are organized as follows. First, in Sec. 4.1, we compare the optimal attacks236

found by a grid search on the surrogate loss and its reflected version. In Sec. 4.2, we empirically237

study adversarial training with reflected loss in the binary classification setting. Finally, in Sec. 4.3,238

we generalize the reflected loss, which is key to our theoretical analysis, to multi-class classification239

setting. We then report the results on the CIFAR-10 dataset using a deep residual network.240

4.1 Grid Search Optimization241

We look at the following simple 3-dimensional 3-class classification problem. Consider the point242

(x, y) where x = [3, 2, 1] and y = 1. We focus on the simplest non-trivial function, i.e., the identity243

mapping, given by f(x) = x. Obviously, f correctly assigns x to the first class because the first244

dimension is larger than the others. Also, a perturbation of the form δ = [−0.501, 0.5, 0] with245

∥δ∥ = 0.7078 can flip the label, since f(x+ δ) = [2.499, 2.5, 1] incorrectly predicts the second class.246

We restrict the attack to the set {δ ∈ (−0.51,+0.51)3| ∥δ∥ ≤ 0.7078}. We look at every possible247

attack vector on a grid of size 800× 800× 800. We then sort these vectors in a descending order of248

the corresponding loss function, i.e., the cross entropy loss and its reflected version, and simply count249

how many of the top-k attack vectors actually induce a label flip. We take this as a measure of how250

effective is the corresponding loss maximization problem at finding a good attack vector. As we can251

see in Figure 2, the proposed method of maximizing the reflected cross entropy loss is a far more252

effective way of generating the attacks than maximizing the cross entropy loss.253

4.2 Binary Classification254

Experimental Setup. We extract digits 0 and 1 from the MNIST dataset [LBBH98], which provides255

a (almost) separable distribution, consistent with our theoretical setup. The dataset contains 12665256

training samples and 2115 test samples. We evaluate the generalization error as well as the robust257

generalization error of fully-connected two-layer neural networks which are adversarially trained258

with and without reflecting the loss. The network has 100 hidden nodes with ReLU activations.259

The outer loop consists of 20 epochs over the training data with batch size equal to 64, randomly260

shuffled at the beginning of each epoch. The initial learning rate is set to 1, and is decayed by a261

multiplicative factor of 0.2 every 5 epochs. We use several benchmark attacks with and without262

reflecting the loss. The benchmarks include the Fast Gradient Sign Method (FGSM) [GSS15],263

the Basic Iterative Method (BIM) [KGB17], and the PGD attack with ℓ2 constraint (PGD-2) and264

ℓ∞ constraint (PGD-∞). For each of these attack strategies, we have a corresponding approach265

that involves reflecting the surrogate loss – we denote the resulting methods as R-FGSM, R-BIM,266

R-PGD-2, and R-PGD-∞, respectively. The perturbation size for FGSM, PGD-∞, and BIM (and267

their corresponding reflected version) is set to ν = 0.1. For PGD-2 and R-PGD-2, we let a larger268

perturbation size of ν = 2 as recommended in the Adversarial ML Tutorial.269
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PPPPPPTrg.
Atk. FGSM R-FGSM PGD-∞ R-PGD-∞ BIM R-BIM PGD-2 R-PGD-2

Standard 0.236 0.236 0.033 0.286 0.286 0.286 0.003 0.256
PGD-∞ 0.004 0.004 0.005 0.005 0.005 0.005 0.003 0.05

R-PGD-∞ 0.003 0.003 0.004 0.004 0.004 0.004 0.002 0.042
PGD-2 0.013 0.013 0.022 0.024 0.024 0.024 0.002 0.034

R-PGD-2 0.004 0.004 0.005 0.006 0.006 0.006 0.0 0.008

Table 1: Robust test error of several adversarially trained models with and without reflecting the loss
(Standard training, PGD-∞, R-PGD-∞, PGD-2, R-PGD-2), for different attack benchmarks (FGSM,
R-FGSM, PGD-∞, R-PGD-∞, BIM, R-BIM, PGD-2, and R-PGD-2).

In the inner-loop, if the attack is iterative, we use a step-decay scheduler with initial step-size of270

10, which decreases the step-size every 10 steps by a multiplicative factor of 0.2. In Table 1, we271

report the standard test accuracy as well as the adversarial test accuracy of the trained models over272

10 independent random runs of the experiment. Different rows and columns correspond to different273

training algorithms and different attack models, respectively.274

Analysis. We make the following observations in Table 1. First, reflecting the loss has a minimal275

effect on FGSM and BIM attacks, in terms of robust test accuracy of the trained models. In particular,276

the columns 1 and 2 (similarly columns 5 and 6) are identical up to the third decimal point.277

Second, in PGD-2 attacks, reflecting the loss generally yields a stronger attack – note the striking278

differences in the last two columns between PGD-2 and R-PGD-2. We observe a milder trend for279

PGD-∞ attacks, where R-PGD-∞ attacks turns out to be only slightly stronger, except for the280

standard training setting where reflecting the loss has a huge impact on the robust error.281

Third, we would like to remark on the performance of adversarially trained models. We can see that282

reflecting the loss in general helps robustness. In particular, second and fourth rows (PGD-∞ and283

PGD-2) are completely dominated by the third and fifth rows (R-PGD-∞ and R-PGD-2), respectively.284

Finally, it is notable that even though PGD-2 and PGD-∞ are much weaker than their reflected285

counterparts, they are still competitive in terms of the robustness when used in adversarial training.286

Thissuggests that finding a “strong” attack is not a necessity for adversarial training to succeed.287

4.3 Extension to multi-label setting288

In binary classification using the logistic loss, in essence, adversarial training finds an attack that289

minimizes the log-likelihood of the correct class. Using the reflected loss, instead, we aim at290

maximizing the log-likelihood of the wrong class. In a multiclass classification scenario, there are291

multiple such wrong classes. Therefore, an important design question is which wrong class should292

be targeted in the attack phase? Here, we focus on the most natural choice: we target the wrong293

class with the highest log-likelihood. This greedy approach is easy to implement, and has minimal294

computational overhead over standard adversarial training.295

We emphasize though that the greedy approach (described above) is sub-optimal, even in a simple296

linear setting. Intuitively, when the parameters are such that the logits for the true class correlate297

with the logits for the most likely wrong class, the greedy approach fails. In particular, consider298

the following 3-class classification problem in R2. Let fW(x) = Wx, where W = [2e1, e1, 10e2] ∈299

R3×2. Here, ei denotes the i-th standard basis. Consider the point x = [1, 0]. Clearly, class 1 and 3300

have the highest and the smallest likelihoods, respectively. Given a perturbation size ∥x′ − x∥ ≤ 0.3,301

the likelihood of the second class will never dominate that of the first class:302

w⊤
1 (x + δ) = 2e⊤1 (x + δ) = 2(x1 + δ1) > (x1 + δ1) = e⊤1 (x + δ) = w⊤

2 (x + δ),

where the inequality follows by using the fact that x1 = 1 and |δ1| ≤ 0.3. Therefore, the greedy303

approach fails here. Whereas, within the specified perturbation budget, maximizing the likelihood304

of the third class can indeed find a label-flipping attack. For example, with δ = [0, 0.3], the point305

x′ = [1, 0.3] will be assigned to the third class, because w⊤
3 x

′ = 3 > w⊤
1 x = 2 > w⊤

2 x = 1.306

We use adversarial training with and without reflected loss (denoted by R-PGD and PGD, respectively)307

to train a PreActResNet (PARN) [HZRS16] on the CIFAR-10 dataset [KH+09]. In the training308

phase, we conduct experiments for attack size ν ∈ {2, 4, 8, 16}/255. We build on the PyTorch309

implementation in [ZZK+21], and we follow their experimental setup, which is described next. We310
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Attack Size ν = 2/255
Steps = 2 Steps = 4 Steps = 16 Steps = 32

RA SA RA SA RA SA RA SA
PGD 14.182 91.254 20.702 90.424 21.014 90.132 20.848 90.09

R-PGD 14.338 91.208 20.726 90.384 20.958 90.06 20.746 89.992

Attack Size ν = 4/255
PGD 17.764 90.748 30.344 88.736 37.564 86.65 37.304 86.572

R-PGD 17.162 90.114 30.34 88.826 37.4 86.734 37.374 86.522

Attack Size ν = 8/255
PGD 20.064 90.478 34.21 87.746 48.916 78.402 48.936 77.926

R-PGD 20.1 90.564 34.19 87.852 48.792 78.382 48.828 77.982

Attack Size ν = 16/255
PGD 16.19 85.908 21.524 86.816 48.722 68.37 45.292 58.526

R-PGD 15.986 89.708 21.362 86.83 48.742 68.456 44.778 58.486

Table 2: Robust test accuracy (RA) of adversarially trained models with and without reflecting the loss, for
different values of the attack size ν ∈ {2, 4, 8, 16}/255 and number of steps in the attack Steps ∈ {2, 4, 16, 32}.
We report the results for test-time attack size ν = 8/255; the better performance is highlighted in gray, where
the intensity corresponds to difference in performance.

use a SGD optimizer with a momentum parameter of 0.9 and weight decay parameter of 5× 10−4.311

We set the batch size to 128 and train each model for 20 epochs. We use a cyclic scheduler which312

increases the learning rate linearly from 0 to 0.2 within the first 10 epochs and then reduces it back to313

0 in the remaining 10 epochs. We report robust test accuracy (RA) of an adversarially-trained model314

against PGD attacks [MMS+18] (RA-PGD), where we take 50-step PGD with 10 restarts. We report315

the results for test-time attack size ν = 8/255. Based on our empirical results, using the (greedy)316

reflected loss in adversarial training does not significantly impact the standard/robust generalization317

performance of the learned models.318

5 Discussion319

We study robust adversarial training of two-layer neural networks as a bi-level optimization problem.320

We propose reflecting the surrogate loss about the origin in the inner maximization phase when321

searching for an “optimal” perturbation vector to attack the current model. We give convergence322

guarantee for the inner-loop PGD attack and precise iteration complexity results for end-to-end323

adversarial training, which hold for any width and initialization under a margin assumption. We also324

provide an empirical study on the effect of reflecting the surrogate loss in real datasets. Next, we list325

few natural research directions for future work.326

Extension to multiclass setting. In binary classification, which is the focus of this paper, reflecting327

the loss about the origin provides a concave lower-bound for the zero one loss (see Figure 1).328

Maximizing the reflected loss then corresponds to maximizing the likelihood of the wrong class. This329

simple modification enables us to guarantee the convergence of PGD-2 attacks, and yield stronger330

attacks in our experiments. However, extending this idea to the multiclass setting is not trivial. In331

particular, the idea of maximizing the likelihood of the wrong class does not trivially generalize to332

the multiclass setting due to plurality of wrong classes. Nonetheless, as we show in the experimental333

section, a naive greedy approach to choose a wrong class seems to provide competitive performance in334

terms of standard/adversarial test error. Is there a simple, principled approach to obtain a lower-bound335

for the misclassification error in the multiclass setting? It would be interesting to explore theoretical336

and empirical aspects of such possible extensions.337

Beyond β-robustness. The notion of β-robustness is crucial in our analysis. Although we provide338

robustness guarantees for arbitrarily small positive β (see Corollary 3.6), our current analysis does339

not allow for standard robustness guarantees (β = 0) except for the linear setting (α = 1). At a high340

level, the main challenge here is to guarantee that the attack can always find an adversarial example341

– if there exists one – regardless of whether the attack is β-effective or not. This is, in particular,342

challenging to establish for iterative attacks such as PGD, because they can only guarantee getting343

sufficiently close to an optimal attack in finite time. Therefore, if the optimal attack can just barely344

flip the sign, the computational time for finding it can grow unboundedly. Therefore, providing robust345

generalization guarantees (β = 0) is an interesting research direction for future work.346
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Table 3: Key terms, corresponding symbols, and descriptions.

Term Symbol Description
Net Function f(x;W), fW(x), fx(W)

∑m
r=1 arσ(wr · x)

Leaky ReLU σ(z) max{αz, z}
Binary Xent ℓ(z) log(1 + e−z)

Mirrored Xent ℓ−(z) − log(1 + ez)
Robust Error ϵrob(W̄) P[maxδ∈∆(x) yfW(δ) < 0]
β-Robust Error ϵβ(W̄) P[maxδ∈∆(x) yfW(δ) < −β]

Net Grad wrt Weights ∂
∂wr

fx(W) arσ
′(wr · x)x

Net Grad wrt Input ∇xfW(x)
∑m

r=1 arσ
′(wr · x)wr

Homogeneity in Input - fx(W) = ⟨∇xfW(x), x⟩
Homogeneity in Weights - fW(x) = ⟨∇Wfx(W),W⟩

A Appendix406

For simplicity of the notation, in our analysis of the PGD attack, we drop the subscripts denoting the407

iterates. That is, at the t-th iterate of the outer loop, the weight matrix and the sample point is denoted408

by W and x, y, instead of Wt and xt, yt. We can then use the same variable t to measure the progress409

of the attack in the inner loop. PGD updates are therefore given by Π∆(x)[δt + η∇ℓ−(yfW(δt))].410

Proof of Theorem 3.2. We first bound the norm of the gradient of the iterates as follows:411

∥∇fW(δt)∥ = ∥
m∑
r=1

arσ
′(wr · δt)wr∥

≤
m∑
r=1

∥arσ′(wr · δt)wr∥

≤ κ

m∑
r=1

∥wr∥

≤ κ
√
m∥W∥F =: G

We analyze the distance of iterates from δ∗:412

∥δt+1 − δ∗∥2 − ∥δt − δ∗∥2 = ∥Π[δt + ηatt∇ℓ−(yfW(δt))]− δ∗∥2 − ∥δt − δ∗∥2

≤ ∥δt + ηatt∇ℓ−(yfW(δt))− δ∗∥2 − ∥δt − δ∗∥2

= 2ηatt⟨∇ℓ−(yfW(δt)), δt − δ∗⟩+ η2att∥∇ℓ−(yfW(δt))∥2

= 2ηattℓ
′
−(yfW(δt))y⟨∇fW(δt), δt − δ∗⟩+ η2attℓ

′
−(yfW(δt))

2∥∇fW(δt)∥2

≤ 2ηattℓ
′
−(yfW(δt))y⟨∇fW(δt), δt − δ∗⟩ − η2attℓ−(yfW(δt))G

2

(
∣∣ℓ′−(·)∣∣ ≤ max{1,−ℓ−(·)})

≤ 2ηattℓ
′
−(yfW(δt)) (yfW(δt)− yfW,t(δ∗))− ηattℓ−(yfW(δt))

(ηatt ≤ 1/G2)
≤ 2ηatt (ℓ−(yfW(δt))− ℓ−(yfW,t(δ∗)))− ηattℓ−(yfW(δt))

(concavity)
≤ ηattℓ−(yfW(δt))− 2ηattℓ−(yfW,t(δ∗))
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where fW,t(δ∗) := ⟨∇fW(δt), δ∗⟩. Averaging over iterates, rearranging, and cancelling telescopic413

terms, we arrive at:414

1

T

T∑
t=1

−ℓ−(yfW(δt)) ≤
T∑

t=1

∥δt − δ∗∥2 − ∥δt+1 − δ∗∥2

ηattT
− 2

T

T∑
t=1

ℓ−(yfW,t(δ∗))

≤ ∥δ1 − δ∗∥2

ηattT
− 2min

t
ℓ−(yfW,t(δ∗)) (Telescopic sum)

≤ ν2

ηattT
− 2min

t
ℓ−(yfW,t(δ∗)) (δ1 = x, δ∗ ∈ ∆(x))

=⇒ −ℓ−(yfW(δatt)) ≤
ν2

ηattT
− 2min

t
ℓ−(yfW,t(δ∗))

Next, we show that if δ∗ is an effective attack on fW, then it’s also effective on fW,t. In other words,415

we have that:416

yfW,t(δ∗) = y⟨∇fW(δt), δ∗⟩
= y⟨∇fW(δ∗), δ∗⟩+ y⟨∇fW(δt)−∇fW(δ∗), δ∗⟩
= yfW(δ∗) + y⟨∇fW(δt)−∇fW(δ∗), δ∗⟩

Let It := {j ∈ [m]|σ′(wj · δt) ̸= σ′(wj · δ∗)} be the set of nodes whose pre-activation sign at time t417

is different from the optimal δ∗. The second term can be bounded as follows:418

y⟨∇fW(δt)−∇fW(δ∗), δ∗⟩ = y

m∑
j=1

aj (σ
′(wj · δt)− σ′(wj · δ∗)) wj · δ∗

≤ |y|
m∑
j=1

|aj (σ′(wj · δt)− σ′(wj · δ∗)) wj · δ∗|

= κ
∑
j /∈It

|σ′(wj · δt)− σ′(wj · δ∗)| |wj · δ∗|

≤ (1− α)κ
∑
j /∈I

|wj · δ∗ − wj · δt| (j /∈ It)

≤ (1− α)κ
∑
j /∈I

∥wj∥∥δ∗ − δt∥ (Cauchy-Schwarz)

≤ (1− α)κν
√
m∥W∥F (Cauchy-Schwarz)

Given that there exist a β-effective, i.e. there exist δ∗ such that yfW(δ∗) ≤ −β∥W∥F , we have:419

yfW,t(δ∗) ≤ yfW(δ∗) + (1− α)κν
√
m∥W∥F

≤ yfW(δ∗) +
β

2
∥W∥F (ν ≤ β

2(1−α)κ
√
m

)

≤ 1

2
yfW(δ∗).

Together with the previous inequality on the average of instantaneous loss, we arrive at:420

−ℓ−(yfW(δatt)) = min
t∈[T ]

−ℓ−(yfW(δt))

≤ 1

T

T∑
t=1

−ℓ−(yfW(δt))

≤ ν2

ηattT
− 2ℓ−(yfW(δ∗)/2).

Therefore, we have421

2ℓ−(yfW(δ∗/2)) ≤ ℓ−(yfW(δatt)) +
ν2

ηattT
. (3)
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Next, we show that for any z, z′, and ϵ > 0, the inequality 2ℓ−(z/2) ≤ ℓ−(z
′) + ϵ implies that422

−ℓ′(z) ≤ −2ℓ′(z′) + 4ϵ. The following inequalities hold true:423

2ℓ−(z/2) ≤ ℓ−(z
′) + ϵ′

=⇒ − 2 log(1 + ez/2) ≤ − log(1 + ez
′
) + ϵ′

=⇒ 2 log(
1

1 + ez/2
) ≤ log(

eϵ
′

1 + ez′ )

=⇒ 1

1 + ez+2ez/2
≤ eϵ

′

1 + ez′

=⇒ e−z

1 + e−z+2e−z/2
≤ e−z′

1 + e−z′ · eϵ
′

=⇒ 1

2

e−z

1 + e−z
≤ e−z′

1 + e−z′ · eϵ
′

(2e−z/2 ≤ 1 + e−z)

=⇒ − ℓ′(z) ≤ −ℓ′(z′) · 2eϵ
′

(definition of ℓ′(·))
=⇒ − ℓ′(z) ≤ −ℓ′(z′)2(1 + 2ϵ′) (ez ≤ 1 + 2z for all z ∈ [0, 1])

=⇒ − ℓ′(z) ≤ −2ℓ′(z′) + 4ϵ′ (−ℓ′(·) ≤ 1)

Let z∗ := yfW̄(δ∗), zatt := yfW̄(δatt) and ϵ′ := ν2

ηattT
. Using the above inequality, sub-optimality424

in terms of ℓ−(·), as given in Equation (3), implies sub-optimality in terms of −ℓ′(·):425

2ℓ−(z∗/2) ≤ ℓ−(zatt) + ϵ′ =⇒ −ℓ′(z∗) ≤ −2ℓ′(zatt) + 4ϵ′

That is, for any (x, y) ∼ D, it holds with probability one that426

−ℓ′(yfW̄(δ∗)) ≤ −2ℓ′(yfW̄(δatt)) +
4ν2

ηattT
. (4)

427

Let EAdvTr[·] denote the expectation over a random draw of samples (xi, yi)
t
i=1 for Adversarial428

Training given in Algorithm 2. Let Ĥt := ⟨Wt,V∗⟩, Ĝt
2
= ∥Wt∥2F , and let Ht := EAdvTr[Ĥt],429

G2
t := EAdvTr[Ĝ2

t ] be their corresponding population version.430

Proof of Lemma 3.7. The proof heavily builds on the prior works of [FCG21]; we include it here for431

completeness. Let V∗ ∈ Rm×d be such that vr = 1√
m
sgn(ar)v∗. We define the correlation between432

the iterates and V∗ as follows Ĥt := ⟨Wt,V∗⟩. This correlation evolves as:433

Ĥt+1 = ⟨Wt+1,V∗⟩
= ⟨Wt − ηtr∇ℓ(ytfδt(Wt)),V∗⟩
= Ĥt − ηtrℓ

′(ytfδt(Wt))yt⟨∇Wfδt(Wt),V∗⟩

Recall that ∂
∂wr

fδ(W) = arσ
′(wr · δ)δ. Therefore, we have that:434

yt⟨∇Wfδt(Wt),V∗⟩ = yt

m∑
r=1

⟨arσ′(wr · δ)δ,
1√
m

sgn(ar)v∗⟩

=
κ√
m

m∑
r=1

σ′(wr · δ)yt⟨δ, v∗⟩

Note that435

yt⟨δ, v∗⟩ = yt⟨x, v∗⟩+ yt⟨δ − x, v∗⟩
≥ γ − |yt⟨δ − x, v∗⟩|
≥ γ − ∥δ − x∥∥v∗∥
≥ γ − ν
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On the other hand, for leaky ReLU, it holds that σ′(·) ≥ α. Therefore, we arrive at436

yt⟨∇Wfδt(Wt),V∗⟩ ≥
κ√
m

m∑
r=1

α(γ − ν)

= κα
√
m(γ − ν)

Therefore, we have that437

Ĥt+1 ≥ Ĥt − ηtrℓ
′(ytfδt(Wt))ακ

√
m(γ − ν)

=⇒ HT+1 ≥ H1 − ηtr(γ − ν)ακ
√
m

T∑
t=1

EAdvTrℓ
′(ytfδt(Wt)) (taking expection EAdvTr[·])

The gradient norm is bounded as follows:438

∥∇Wfδt(Wt)∥2 =

m∑
j=1

∥ajσ′(wj,t · δt)δt∥2 ≤ mκ2(R+ ν)2

Next, we analyze the norm of the iterates, i.e., Ĝ2
t = ∥Wt∥2F . It is also easy to verify that −ℓ′(z)z =439

ze−z

1+e−z = z
1+ez ≤ 1. We have:440

Ĝ2
t+1 = ∥Wt − ηtr∇ℓ(ytfδt(Wt))∥2

= ∥Wt∥2F + η2tr∥∇ℓ(ytfδt(Wt))∥2 − 2ηtrℓ
′(ytfδt(Wt))yt∇Wfδt(Wt) ·Wt

= Ĝ2
t + η2trℓ

′(ytfδt(Wt))
2∥∇Wfδt(Wt))∥2 − 2ηtrℓ

′(ytfδt(Wt))ytfδt(Wt)

≤ Ĝ2
t + η2trmκ2(R+ ν)2 + 2ηtr (−ℓ′(z)z ≤ 1)

≤ Ĝ2
t + 3ηtr (ηtr ≤ m−1κ−2(R+ ν)−2)

Therefore, taking expectation EAdvTr on both sides, we have that441

G2
T+1 ≤ G2

1 + 3ηtrT, (5)

and using
√
a+ b ≤

√
a +

√
b, we have GT ≤ G1 +

√
3ηtrT . Also, we have that H2

t =442

(EAdvTr⟨Wt,V∗⟩)2 ≤ EAdvTr∥Wt∥2F ∥V∗∥2F ≤ G2
t so that |Ht| ≤ Gt. Putting all together, we443

get:444

−G1 − ηtr(γ − ν)ακ
√
m

T−1∑
t=0

EAdvTrℓ
′(ytfδt(Wt)) ≤ H0 − ηtr(γ − ν)ακ

√
m

T−1∑
t=0

EAdvTrℓ
′(ytfδt(Wt))

≤ HT

≤ GT

≤ G1 +
√
3ηtrT

−ηtr(γ − ν)ακ
√
m

T−1∑
t=0

EAdvTrℓ
′(ytfδt(Wt)) ≤ 2G1 + 2

√
ηtrT

We now argue that for any ϵ, there exist an iterate t such that −EAdvTrℓ
′(ytfδt(Wt)) ≤ ϵ. Assume445

otherwise, then we get:446

ηtr(γ − ν)ακ
√
mϵT ≤ −ηtr(γ − ν)ακ

√
m

T−1∑
t=0

EAdvTrℓ
′(ytfδt(Wt))

≤ 2G1 + 2
√
ηtrT

=⇒ ηtr(γ − ν)ακ
√
mϵτ2 − 2

√
ηtrτ − 2G1 ≤ 0

=⇒ τ ≤
√
ηtr +

√
ηtr + 2G1ηtrγακ

√
mϵ

ηtr(γ − ν)ακ
√
mϵ

=⇒ T ≤ 4(1 +G1γακ
√
mϵ)

ηtr(γ − ν)2α2κ2mϵ2
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Therefore, we have that −EAdvTrℓ
′(ytfδt(Wt)) = −EAdvTrℓ

′(ytfWt(δatt(xt))) ≤ ϵ. Moreover,447

EAdvTr[−ℓ′(ytfWt(δatt(xt)))] = ESt∼Dt [−ℓ′(ytfWt(δatt(xt)))]
(independence from future samples)

= ESt−1∼Dt−1E(xt,yt)∼D [−ℓ′(ytfWt
(δatt(xt)))|St−1]

(Smoothing property of the conditional expectation)

= ESE(x,y)∼D[−ℓ′(yfWt
(δatt(x)))]

(Wt independent of (xt, yt) given St−1)

which completes the proof.448
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