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Abstract

The rapid advancement and widespread use of large language models (LLMs)
have raised significant concerns regarding the potential leakage of personally
identifiable information (PII). These models are often trained on vast quantities
of web-collected data, which may inadvertently include sensitive personal data.
This paper presents ProPILE, a novel probing tool designed to empower data
subjects, or the owners of the PII, with awareness of potential PII leakage in
LLM-based services. ProPILE lets data subjects formulate prompts based on their
own PII to evaluate the level of privacy intrusion in LLMs. We demonstrate its
application on the OPT-1.3B model trained on the publicly available Pile dataset.
We show how hypothetical data subjects may assess the likelihood of their PII
being included in the Pile dataset being revealed. ProPILE can also be leveraged
by LLM service providers to effectively evaluate their own levels of PII leakage
with more powerful prompts specifically tuned for their in-house models. This
tool represents a pioneering step towards empowering the data subjects for their
awareness and control over their own data on the web. The demo can be found
here: https://parameterlab.de/research/propile

1 Introduction

Recent years have seen staggering advances in large language models (LLMs) [25, 3, 31, 6, 28,
32, 22]. The remarkable improvement is commonly attributed to the massive scale of training data
crawled indiscriminately from the web. The web-collected data is likely to contain sensitive personal
information crawled from personal web pages, social media, personal profiles on online forums,
and online databases such as collections of in-house emails [13]. They include various types of
personally identifiable information (PII) for the data subjects [8], including their names, phone
numbers, addresses, education, career, family members, and religion, to name a few.

This poses an unprecedented level of privacy concern not matched by prior web-based products
like social media. In social media, the affected data subjects were precisely the users who have
consciously shared their private data with the awareness of associated risks. In contrast, products
based on LLMs trained on uncontrolled, web-scaled data have quickly expanded the scope of the
affected data subjects far beyond the actual users of the LLM products. Virtually anyone who has left
some form of PII on the world-wide-web is now relevant to the question of PII leakage.
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Figure 1:ProPILE . Data subjects may use ProPILE to examine the possible leakage of their own personally
identi�able information (PII) in public large-language model (LLM) services. ProPILE helps data subjects
formulate an LLM prompt based onM � 1 of their PII items to task the LLM to output theM th PII not given in
the prompt. If the generated responses include similar strings to the true PII, this can be considered as a privacy
threat to the data subject.

Currently, there is no assurance that adequate safeguards are in place to prevent the inadvertent
disclosure of PII. Understanding of the probability and mechanisms through which PII could leak
under speci�c prompt conditions remains insuf�cient. This knowledge gap highlights the ongoing
need for comprehensive research and implementation of robust leakage measurement tools.

In this regard, we introduce ProPILE, a tool to let the data subjects examine the possible inclusion
and subsequent leakage of their own PII in LLM products in deployment. The data subject has only
black-box access to LLM products; they can only send prompts and receive the generated sentences or
likelihoods. Nevertheless, since the data subject possesses complete access to their own PII, ProPILE
leverages this to generate effective prompts aimed at assessing the potential PII leakage in LLMs.
See Figure 1 for an overview of the ProPILE framework. Importantly, this tool holds considerable
value not only for data subjects but also for LLM service providers. ProPILE provides the service
providers with a tool to effectively assess their own levels of PII leakage with more powerful prompts
speci�cally tuned for their in-house models. Through this, the service providers can proactively
address potential privacy vulnerabilities and enhance the overall robustness of their LLMs.

Our experiments on the Open Pre-trained Transformers (OPT) [35] trained on the Pile dataset [10]
con�rm the following. 1) A signi�cant portion of the diverse types of PII included in the training
data can be disclosed through strategically crafted prompts. 2) By re�ning the prompt, having access
to model parameters, and utilizing a few hundred training data points for the LLM, the degree of
PII leakage can be signi�cantly magni�ed. We envision our proposition and the insights gathered
through ProPILE as the initial step towards enhancing the awareness of data subjects and LLM
service providers regarding potential PII leakage.

2 Related Works

2.1 Privacy Leakage in Learned Models: Pre-LLM Era

The successful development of machine learning (ML) technologies and related web products led to
privacy concerns. ML models may unintentionally include PII of certain data subjects in ML training
data. As those models become publicly available, concerns have been raised that such PIIs may be
accessed by millions of users using the ML service. Researchers have assessed the possibility of
reconstructing PII-relevant training data from a learned model [9, 11, 34, 37, 36]. The task is referred
to astraining data reconstruction or model inversion. Previous work has shown that it is often
possible to reconstruct training data well enough to reveal sensitive attributes (e.g., face images from
a face classi�er), even with just a black-box access [9, 11, 34]. Researchers have also designed a
more evaluation-friendly surrogate task,membership inference attack[29], that tests whether each
of the given samples has been included in the training data of the learned model. Subsequent work
has shown that this is indeed possible for a wide range of models, including text-generation models
[12, 30] and image-generation models [5]. For a comprehensive review of the �eld up to 2020, refer
to the overview by Rigaki & Garcia [27].
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