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Abstract

It is important that consumers and regulators can verify the provenance of large
neural models to evaluate their capabilities and risks. We introduce the concept of
a “Proof-of-Training-Data”: any protocol that allows a model trainer to convince a
Verifier of the training data that produced a set of model weights. Such protocols
could verify the amount and kind of data and compute used to train the model,
including whether it was trained on specific harmful or beneficial data sources.
We explore efficient verification strategies for Proof-of-Training-Data that are
compatible with most current large-model training procedures. These include a
method for the model-trainer to verifiably pre-commit to a random seed used in
training, and a method that exploits models’ tendency to temporarily overfit to
training data in order to detect whether a given data-point was included in training.
We show experimentally that our verification procedures can catch a wide variety
of attacks, including all known attacks from the Proof-of-Learning literature.

1 Introduction

How can we verify the capabilities of large machine learning models? Today, such claims are based
on trust and reputation: customers and regulators believe that well-known companies building Al
models wouldn’t lie about the training data used in their models. However, as the ability to build
new Al models proliferates, users need to trust an ever-larger array of model providers at their word,
and regulators may increasingly face malicious Al developers who may lie to appear compliant with
standards and regulations. Worse, countries developing militarily-significant Al systems may not
trust each others’ claims about these systems’ capabilities, making it hard to coordinate on limits.

Al developers can enable greater trust by having a third party verify the developer’s claims about their
system, much as the iOS App Store checks apps for malicious code. Current black-box approaches to
model auditing allow some probing of capabilities [Cen23], but these audits’ utility is limited and a
model’s capabilities can be hidden [GTB22, GKVZ22]. An auditor can more effectively target their
examination if they also know the model’s training data, including the total quantity, inclusion of
data likely to enable specific harmful capabilities (such as texts on cyber-exploit generation), and
inclusion of safety-enhancing data (such as instruction-tuning [OWJ™22]). However, if auditors rely
on Al developers to self-report the data, developers could falsify their reports. This uncertainty limits
the trust such audits can create.

In this work, we define the problem of Proof-of-Training-Data (PoTD): a protocol by which a third-
party auditor (the “Verifier”) can verify which data was used by the developer (the “Prover”) to
train a model. Our verification procedures assume that the Verifier can be given access to sensitive
information and IP (e.g., training data, model weights) and is trusted to keep it secure; we leave the
additional challenge of simultaneously preserving the confidentiality of the training data and model
weights to future work. In principle, one could solve PoTD by cryptographically attesting to the
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results of training on a dataset using delegated computation [CKV10]. However, in practice such
delegation methods are impractically slow, forcing us to turn to heuristic verification approaches.

Inspired by the related literature on “Proof-of-Learning” (PoL)[JYCC*21], we propose that model-
trainers disclose a training transcript to the Verifier, including training data, training code, and
intermediate checkpoints. In Section 4, we provide several verification strategies for a Verifier to
confirm a training transcript’s authenticity, including new methods that address all published attacks
in the Proof-of-Learning literature. We demonstrate the practical effectiveness of our defenses via
experiments on two language models (Section 6). Our methods can be run cheaply, adding as little as
1.3% of the original training run’s compute. Further, we require no change to the training pipeline
other than fixing the data ordering and initialization seeds, and storing the training process seeds for
reproducibility. Still, like PoL, they sometimes require re-running a small fraction of training steps to
produce strong guarantees.

The verification strategies we describe are not provably robust, but are intended as an opening proposal
which we hope motivates further work in the ML security community to investigate new attacks and
defenses that eventually build public confidence in the training data used to build advanced machine
learning models.

2 Related Work

We build on [Sha23], which sketches a larger framework for verifying rules on large-scale ML
training. It defines, but does not solve, the “Proof-of-Training-Transcript” problem, a similar problem
to Proof-of-Training-Data that additionally requires verifying hyperparameters.

Proof-of-Learning. [JYCCT21] introduce the problem of Proof-of-Learning (PoL), in which a
Verifier checks a Prover’s ownership/copyright claim over a set of model weights by requiring the
Prover to prove that they did at least as much computational work as was required to have trained
the original model. The Prover’s proof consists of reporting a sequence of valid weight checkpoints
that led to the final weights. The Verifier then re-executes training between a few checkpoints and
checks that the results are similar to confirm (or reject) the report’s correctness. Unlike PoL, Proof-of-
Training-Data requires proving what exact data was used to produce a model. This is strictly harder:
any valid PoTD protocol can serve as a solution to PoL, as compute cost can be derived from the size
of the dataset. Furthermore, PoL only requires robustness to adversaries that use less computation
than the original training run, whereas PoTD targets all computationally-feasible adversaries.

Several works have successfuly attacked the original PoL scheme; our proposed defenses defeat all
published attacks. [ZLD*22] and [KRCC22] provide methods for forging fake data that will (during
retraining) interpolate between chosen checkpoints, thus allowing the production of fake transcripts.
(See Section 4.3 for our mitigation.) [FJT"22] exploit the fact that, due to the prohibitive cost of
retraining, the Verifier can only retrain a tiny fraction of checkpoints. By falsifying only a modest
fraction of checkpoints, a Prover can prevent their fake transcript being caught with high probability.
(See Section 4.2 for our mitigation, which introduces a method for verifying checkpoints that is much
cheaper than retraining, and can thus be applied to all checkpoints.)

Memorization during training. [ZIL"21] introduce the notion of counterfactual memorization (the
average difference in model performance with and without including a specific point in training) that
is most similar to our own, and use it to investigate different training points’ effects on final model
performance. [FZ20] examine which datapoints are most strongly memorized during training by
using influence functions, but they focus on the degree of memorization only at the end of training.
[BPST23] show that per-datapoint memorization of text (as measured by top-1 recall) can be some-
what reliably predicted based on the degree of memorization earlier in training. [KGG™'22] analyze
pointwise loss trajectories throughout training, but do not focus specifically on the phenomenon of
overfitting to points in the training set.

3 Formal Problem Definition

In the Proof-of-Training-Data problem, a Prover trains an ML model and wants to prove to a Verifier
that the resulting target model weights W * are the result of training on data D*. If a malicious Prover
used training data that is against the Verifier’s rules (e.g., terms of service, regulatory rules) then that



Prover would prefer to hidB from the Veri er. To appear compliant, the Prover will instead lie
and claim to the Veri er that they have used some alternative dafagetD . However, the Prover
will only risk this lie if they believe that with high probability they will not get caught (making them
a “covert adversary”AL07]). The goal of a Proof-of-Training-Data protocol is to provide a series of
Veri er tests that the Prover would pass with high probability if and only if they truthfully reported
the true dataset that was used to yield the midel

LetD 2 X" be an ordered training dataset. LMt contain all the hyperparameters needed to
reproduce the training process, including the choice of model, optimizer, loss function, random seeds,
and possibly details of the software/hardware con guration to maximize reproducibility.

De nition 1. A valid Proof-of-Training-Data protocol consists of a Prover proto&gl \Veri er
protocolV, and witnessing templatkthat achieves the following. Given a dataBet and hyperpa-
rametersM , an honest Prover usés to execute atrainingrunandgév ;J )= P(D ;M ;c),
whereW 2 RYis a nal weight vectorJ 2 Jis a witness to the computation, angd C;
is an irreducible source of noise. The Veri er must accept this true witness and resulting set of
model weights with high probability?re, c,.c, c,[V(D ;M ;J ;W ;c)=1] 1 1,where

1 1=2andc; is the randomness used by the Veri er.

Conversely, 8 computationally-feasible probabilistic adversariegs which produce spoofs
(D;M;3) = A(MD ;M ;J ;W ;c3) whereD 6 D and c C; is the random-
ness used by the adversary, the Verier must reject all such spoofs with high probability:
Pre, cic, crcs cs[V(ID;M; W 5¢6)=0] 1 ,where , 12,

Following the literature on the related Proof-of-Learning probléWiGC" 21], we use as a witness

the series ofm model weight checkpointy = W = (Wp; Wq;:::; Wy 1; W ). Model weight
checkpoints are already routinely saved throughout large training runs; we assume a checkpoint is
saved after training on eagh= n=m-datapoint segment. During veri cation, the Prover provides

the Veri er with thetraining transcriptT = fD; M; Wg, which the Veri er will then test to check

its truthfulness.

In practice, we cannot yet pursue provable robustneal fiyobabilistic adversarie&, due to the
nascent state of the theoretical foundations of deep learRilifj R2]. Instead, as is done in the PoL
literature, we approximate robustnestdoy proposing a range of adversaries and then showing
a protocol that defeats them. In particular, we will consider two major types of attacks (and their
combinations):

» Non-Uniqueness Attaclk he Prover forges a differeit 6 D andM (and corresponding
checkpointa/V) that would, if training was reexecuted, also leadMo. In general, it is
easy to produce such transcripts (e.g., initialize training/gt= W and take no steps). In
Section 4.3 we propose constraintsfithat block such attacks.

» Data Subtraction AttackThe Prover reports training dp, but secretly only trains on a
subseD ( D.

» Data Addition Attack The Prover reports training dn, but secretly trains on an additional
setofdateD ) D.

» Checkpoint Glue-ing Attack The Prover reports a pair of successive checkpoints
(Wi;Wis1) W , butW;,; was not produced frotw; by a training procedure at all.

We address the latter three attacks in Section 6.

As a brute-force solution to Proof-of-Training-Data, the Veri er could simply re-execute the complete
training process de ned by, and check that the result match&'s . However, beyond technical
complicationd, doing so is far too computationally expensive to be done often; a government Veri er
would need to be spending as much on compute for audits as every Al developer combined. Therefore
any veri cation protocolV must also bef cient, costing much less than the original training run.
Inevitably, such ef ciency makes it near certain that the Veri er will fail to catch spd»f6 D

if D only differs in a few data points; in practice, we prioritize catching spoofs which deviate on a

2This would also fail in practice because of irreducible hardware-level noise which means that no two training
runs return exactly the same nal weight vectd¥[CC' 21]. a transcript could still be examined piecewise, as
done in [JYCC 21]; for more, see Section 4.1.



substantial fraction of points iD . Though we do not restrict to a particular de nition of dataset
deviations, we list several possibilities relevant for different Veri er objectives in Appendix D.

4 \feri cation Strategies

We provide several complementary tools for detecting whether a tran$cigptpoofed. Combined,
these methods address many different types of attacks, including all current attacks from the PoL
literature [ZLD' 22, FJT 22].

4.1 Existing Tools from Proof-of-Learning

Our protocol will include several existing spoof-detection tools from the Proof-of-Learning literature
[JYCC' 21], such as looking for outliers in the trajectory of validation loss throughout training,
and plotting the segment-wise weight-chahdfé¢, W,; 1k, between the checkpoin¥/. The
most important of these existing tools is the segment-wise retraining protocel©f22]. Let
R(W; 1; i;c¢ M) be the model training operator that takes in a weight checkpgint , updates
it with a series of gradient steps based on training data sequencescribing the order in which
the Prover claims data points were used in training between checkMgintsand W;, which
may be different from the order of the dataget), hyperparameterd , and hardware-noise-
randomness C, and then outputs the resulting weight checkpbdift Transcript segmeritis
(; )-reproducibleif for the pair of checkpointéW; 1;W;) in W, the reproduction error (normalized
by the overall segment displacement) is small:

|

or KW, Wik,

P W e > 1 where W, = R(W; 1; ;M) (1)
2

The values and trade off false-positive vs. false-negative rates; S&C[C" 21, FIT' 22] for dis-
cussion. The Veri er can use this retraining procedure as a ground-truth for verifying the faithfulness
of a suspicious training segment. However, this test is computationally-intensive, and can thus only
be done for a small subset of training segments. Our other veri cation strategies described in Sections
4.2 and 4.3 will be ef cient enough to be executable on every training segment.

4.2 Memorization-Based Tests

The simplest way for a Prover to construct a spoofed transcript endi\g ifs to simply make

up checkpoints rather than training Bn, and hope that the Veri er lacks the budget to retrain a

suf cient number of checkpoints to catch these spoofed checkpoints. To address this, we demonstrate
a heuristic for catching spoofed checkpoints using a small amount of data, based on what is to the best
of our knowledge a previously-undocumented phenomenon about local training data memorization.

Machine learning methods notoriously over t to their training dBtarelative to their validation
dataD,. We can quantify the degree of over tting to a single data pdion a loss metri¢. :
X RWil Rrelative to a validation sdd, via a simple memorization heuristi¢ :

M (d; W) = Egozp, [L(d%W)] L (d;W): (2)

Recall that ; is the sequence of data points corresponding tattheegment of the training run.
One would expect that in checkpoints before data segmémt data pointsl 2 ;, memorization

M (d; Wi« ) would in expectation be similar to the validation-set memorization; after data-segment
i, one would expect to see higher degrees of over tting and theréfod; W; ;) would be substan-
tially higher. We nd evidence for this effect in experiments on GPT-2-SnRMW[" 19] and the
Pythia suite BSA™ 23]). As shown in Figures 1 and 2, when a Prover reports the true training data,
on average the greatest memorization occurs whe@ndW, - ; match. We corroborate this nding

with additional experiments on a range of models in Appendix G. The nding is even clearer if we
look at jumps in memorization level, which we call the Memorization Delfa:

m (d;i;W;Dy;L)= M (d;W) M (d;W; 4): ©))

To test whether each reported checkpaifitresulted from training on at least some of the segment
training data ;, a Veri er can compute a memorization plot like the one shown in Figure 1. Such



Figure 1: Plots from a GPT-2 experiment, demonstrating the local memorization effect. The maximum
score for each data segment (row) is marked with a red box. The largest average memorization for
data sequence; occurs at the immediately-subsequent checkpdint From left to right: plots

of the average losk; memorizationM ; and memorization-delta \, ; along with the average
memorization over time for each segment recentered such th¥l; is atx = 0.

Figure 2: Plots of the memorizatidl on other types of training runs, similar to Figure 1. For

ef ciency, plots of the Pythia models use orl@% of training data, and look only at a window of
checkpoints aroun@/;. From left to right:M for checkpoints near the middle of the Pythia (70M)
training run shows the same pattern as GPT-2; checkpoints near the middle of the Pythia (1B) training
run show that the phenomenon gets clearer as the model size incidasesa GPT-2 run with two

epochs over the same data (with random data order each epoch; the rst epoch ends at checkpoint 9)
to demonstrate that the effect is present over multiple epdéhfr a GPT-2 run using a random

data order other than shows that the effect is tied to the training data sequence itself.

plots can be computed more ef ciently by sampling only a small fractiaf the training data ,
and by plotting only a few checkpoint®; ;:::;W,, for each segment;.

We can further harness this memorization phenomenon to test whether on ségrathdr than
training on the full claimed data sequenceand yieldingW;, the Prover secretly skipped training
onat leasta -fraction of the points in ; and yieldedW?. Consider the odds that, far i
m (d; W;) happens to fall in the bottomprobability quantile of the validation sBt,'s y values
onWw;:
PBQD; p;Wi) = | (Ee o, I( m (d3Wi) > (d;Wi)) p) @
FBQ( ;psWi) = Eq  [PBQd;p;Wi)I; ®)
wherel is the indicator functionPBQ stands for “Point is Below Quantile”, arfeBQ stands for
“Fraction Below Quantile”. We can see in Figure 3 that, as expected, when the pointsaie
all included in trainingFBQ( i; p; W) is small compared t6BQ( jsi;p;W;)). If many points
were secretly excluded, asWi.%, we should expect th&BQ( ;; p; W2 should be higher and closer
to FBQ(Dv; p; WY, whereD, is the validation set. If the Prover secretly excluded a greater than
-fraction of data points in ; thus yieldingW?, then we should expect that:
FBQ( i;p;WI=(1  )FBQ( i;p;Wi)+ FBQDy;p; W) FBQ(Dv; p; W)  (6)
(see derivation in Appendix B). Rearranging terms, we get
FBQ( i;p; Wio)
st N W :: _— 7
( vaa |c5 FBQ(DV,p,Wlo) ( )
( i;p; W9 can be estimated using a small fraction of training and validation datapoints, and can
serve as an upper-bound estimate othe fraction of ; secretly excluded from training/°3 In

3The percentile-thresholdlis left unspeci ed, but should be kept 0:5. The test can be strengthened by
varying the chosen fractiomand rerunning the analysis to con rm its insensitivity.



Figure 3: Exploring the pointwise memorization effect on GPT-2. From left to right: For\&&ch
and ;, we plot the fraction of points with ,, above the mediah FBQ( ;;0:5;W;), and see that
in the diagonal segments, most individual points are above the median. This shows that memorization
occurs pointwise, suggesting that it can be detected via sparse random sampling. The highest segment
in each row is surrounded by a red box; Plotting the fraction of santglesvthe 10%ile, we see
the fraction is uniquely low on diagonal til§¢s;; W; =), as predicted; two histograms comparing

m for diagonal vs. nondiagonal weight checkpoints across all data segments, shows how the
distributions may or may not overlap. Even at Checkpoint 1, the leftmost plot showstiwats a
(marginally) larger fraction of points above the median than any other data segment.

Section 6 we show that this heuristic can detect even small data subtractions in practice, and in
Appendix H.2 we show the test's effectiveness across a range of percgraiessegment-lengths

We also observe tha gradually decreases over time from an initial peak immediately after the
point's training segment. This echoes the many ndings on “forgetting” in deep learmBGT18].
We show in Section 6 how this can be used to catch gluing attacks.

4.3 Fixing the Initialization and Data Order

As mentioned in Section 3, a Proof-of-Training-Data protocol needs to defend against non-uniquness
attacks, by making it dif cult for a malicious Prover to produce a second transcript@vién D

that, if training was legitimately executed, wowdtsoend inW . There are two well-known types of
attacks the Prover might use to ef ciently produce such spoofs:

« Initialization attacks An attacker can choose a “random” initialization that pladgsin
a convenient position, such as close to the tavget Even if the Veri er uses statistical
checks to con rm that the initialization appears random, these are suf ciently loose that an
adversary can still exploit the choice of initialization [ZLD2].

« Synthetic data/data reordering attackSiven the current weight vectd¥;, an attacker can
synthesize a batch of training datapoints such that the resulting gradient update moves in a
direction of the attacker's choosing, such as towaktls This could be done through the
addition of adversarial noise to existing data poi@k)* 22], generating a new dataset
[TISP22, or by carefully reordering existing data points in a “reordering atta88K" 21].

We propose methods for preventing both of these attacks by forcing the Prover to use a certi ed-
random weight initialization, and a certi ed-random data ordering. The randomized data ordering
guarantees that the adversarial Prover cannot construct synthetic datapoints that induce a particular
gradient, because it does not know the corresponding waighasthe time of choosing the datapoints

D. Given a xed data ordering, we discuss in Appendix E why it may be super-polynomially hard to

nd a certi ed-random weight initialization that, when fully trained, results in a particiiar.

The Veri er can produce this guaranteed-random initialization and data order by requiring the Prover
to use a particular random segcconstructed as a function of the datageitself. This produces the
initializationWy = Gy (s) 2 X" and data ordering§ = G(s) using a publicly known pseudorandom
generatorss, andGp.* ° The Prover can also construct a veri able validation sulsgby holding

4G, is a cryptographically-secure pseudorandbiength vector generator, with postprocessing de ned in
the hyperparametefd , andG, is a publicly-agreed pseudoranderdength permutation generatdg, can be
modi ed to repeat data multiple times to train for multiple epochs, or according to a randomized curriculum.
5In practice, the statistical test to verify that the certi ed ordering was used will only be able to distinguish
whether each data poidt D was trained in the assigned segm8&nbr not. Therefore, for this protocol to
apply a checkpoint must be saved at least twice per efpochn=2.



out the lash, data-points in the permutatiéfrom training. The Prover construcisas follows.
Assume that the datasBt has some initial ordering. Lé4 be a publicly-known cryptographic hash
function. We modeH as a random oracle, so that when composed Gittor G, the result is
polynomial-time indistinguishable from a random oratlEhis means that if a Prover wants to nd
two different seeds;; s, that result in similar initializationsVo.1; Wo.2 or two similar permutations

S1; Sz, they can nd these by no more ef cient method than guessing-and-checking. Fordarge
andn, nding two nontrivially-related random generations takes exponential time. We construct the
dataset-dependent random seets

S(D;Srand ) = H (H(d1) H(dy) H(da) Srand ); (8)

wherefd;;:::;d,g = D, is the concatenation operator, asg.q is a Prover-chosen 32-bit
random number to allow the Prover to run multiple experiments with different Seadgeri er
given access t® (or only even just the hashes DBf) can later rederive the above seed and, using the
pseudorandom generators, check that it produces the repgtandS.

The important element of this scheme is that given an initial daiseind resulting data ord&,
modifying even a single bit of a single data poinOn to yield a second® will resultin a completely
different data orde8’ that appears random relative$o Thus, if we can statistically check that a
sequence of checkpoin® matches a data ord& and datasdD better than a random ordering,
this implies thaD is theonly ef ciently-discoverable dataset that, when truthfully traifeaould
result in the checkpoint®/ and nal weightsW . We provide this statistical test in Appendix C.

This same approach can be extended to the batch-online setting, where a Prover gets a sequence of
dataset® ;; D,;::: and trains on each before seeing the next. The Prover simply constructs a new
seeds(D; ; Srang ) for each datasdd, , and continues training using the resulting data ordering. This
works so long as eadD; is large enough for a particular data-ordering to not be brute-forceable.

4.4 Putting It All Together

In Appendix A we sketch a complete protocol for combining these defenses complementarily to
detect all of the attacks discussed in Section 6. The overall computational cost for the Ve®nr)is
training data-point hashe®( n ) model inferences for computing losses, &@Qjn) gradient
computations for retraining transcript segments (whéjedepends on hyperparameters that can be
adjusted according on the Veri er's compute budget). Importantly, the Veri er's cost grows no worse
than linearly with the cost of the original training run. If we run our tests using arD :01 fraction

of the points in each segment as done in our experiments below, the veri cation cost of computing our
new tests in Sections 4.2 and 4.3 totals just 1.3% of the original cost of training, assuming inference
is3 cheaper than training.

5 Experimental Setup

Our main experiments are run on GPTRWC' 19] with 124M parameters and trained on the
OpenWebText dataseBCPT19. We use a batch size of 491,520 tokens and train for 18,000 steps

( 8.8B tokens), which is just under 1 epoch of training, saving a checkpoint every 1000 steps. See
Appendix F for additional details. The data addition attack experiments in Section 6 further use the
Github component of the Pile datas&BB* 20] as a proxy for a Prover including additional data

that is different from reported data. In addition to training our own models, we also evaluate Pythia
checkpoints BSA* 23] published by EleutherAl, as they publish the exact data order used to train
their models. We chose the 70M, 410M, and 1B-sized Pythia models trained on the Pile dataset with
deduplication applied. All experiments were done using 4 NVIDIA A40 GPUs.

®Since the random oracle model is known to be unachievable in practice, we leave the task of nding a more
appropriate cryptographic primitive as an interesting direction for future work.

"To enable a Prover to only reveal the required subset of data to the Veri er, it may be best to canstruct
using a Merkle hash tree.

81t is still possible to construct multiple data s&is; D2, and train on both, interleaving batches. This is not
a uniqueness attack, but a data addition attack, and will be addressed in Section 6.



6 Empirical Attacks and Defenses

Below, we show that our methods address the last three attacks (Checkpoint Glue-ing, Data Sub-
traction, and Data Addition). We omit the synthetic initialization and synthetic data attacks of
[FITr 22, ZLD™" 22] as we addressed those in Section 4.3. All plots are from experiments using
GPT-2; we include additional experiments in Appendix H. We do not claim that the attacks studied
here are exhaustive, but provide them as a starting point to motivate future work.

Checkpoint Glue-ing Attack A known attack against Proof-of-Learning, which also applies
to PoTD, is to “glue” two training runsvV» andW?E together and report a combined sequence
of checkpointsW = (Wg;: ;WA WS o:::i;WEL, ). The resulting modeWs,,, can be
trained on undisclosed data prior to segmienivith the Prover never reporting this data to the
Veri er. As highlighted by pYCC' 21], the size of the glued segmd{WjB Wk, will generally
appear as an outlier in weight-space. We demonstrate this phenomenon in Figure 4. Following
[JYCC' 21, a Veri er could then check such suspicious segments via retraining. We demonstrate
a second veri cation option using inference instead of training: the Veri er can check whether
the checkpoinW® has memorized not only the most recent dagabut also the preceding data
segments ; 1; j 2;::: The absence of long-term memorization is visible in the memorization
heatmap in Figure 4.

Figure 4: Exploring how the defenses handle a simulated gluing attack, where the transcript switches
from one GPT-2 training run to a second run after the 9th checkpoint. (We assume the Prover uses a
certi ed data order (Section 4.3) on the sections before and after gluing.) From left to right: The norm
of the weight-changes jumps abruptly during the gluing, causing the Veri er to ag that checkpoint
as suspicious.; the Veri er creates a memorization plot (shown here with 100% sampling rate for
clarity), and discovers the gluing by spotting that memorization of past checkpoints cuts off abruptly
at the suspicious segment.; The same long-term memorization cutoff effect is visible plotting average
M for each data segment across time.

To avoid the spike in weight-space shown in Figure 5 when jumping fgfnto WJ-B , the attacker

can break up the large weight-space jump into smaller jumps by arti cially constructing intermediate
checkpointsaV\/jB +(1 a)W for several values ad. However, these interpolated checkpoints
fail our memorization tests, as they are arti cial and not the result of actual training (Figure 5).

Data Subtraction Attack In a data subtraction attack, a Prover claims the model has been trained
on more points than it truly has. Detecting data subtraction attacks could enable a Veri er to detect
overclaiming by model providers, including claiming to have included safety-related data when
they secretly did not. Subtraction can also be used to hide data addition attacks, as combining the
two attacks would mean the segment was still trained on the correct number of datapoints, thus
suppressing the weight-change-plot sighature used to catch data addition (as in Figure 7). We
demonstrate the effectiveness of an ef cient memaorization-based approach for detecting subtraction,
described in Section 4.2. Leveraging the subtraction-upper-bound test from Equation 7, we see in
Figure 6 that the upper-bound heuristic ; p; W,;) is surprisingly tight, consistently differentiating
between no-subtraction segments and even small subtraction attacks. Still, eyen f; W) >z

for some largeg O, this is only an upper bound on the quantity of data subtraction, and does not
prove that a-fraction of points were subtracted. The Veri er can instead use this test as an indicator
to ag segments for retraining, which would con rm a subtraction attack. (That retraining would



Figure 5: Simulating an interpolation attack by training a GPT-2 model until the 5th checkpoint, and
then linearly-interpolating to a nal checkpoint. On the left, we show that an attacker can carefully
choose interpolation points to mask any irregularities in validation loss. (The green line perfectly
overlaps with the blue line.) Nonetheless, on the right, we see a clear signature in the memaorization
plot, computed using only 1% of data: the typical memorization pattern along the diagonal does not
exist for the interpolated checkpoints. For each row corresponding to a data segmeiox marks

the maximalM checkpoint. The box is red if the checkpoint is a matéh and magenta if there is

no match and the test fail; g ; .

Figure 6: On the left, we simulate a data subtraction attack with different levels of subtraction (0%,
5%, 50%, or 95%) in a GPT-2 training run. The plots show the results of computing the subtraction-
upper-bound heuristic( i;p; W;) for each checkpoint, using ju®s of training data, across 20
random seeds, with dashed lines showing the true subtraction rattimates the maximum level of

data subtraction in each segment. We see thabvides a surprisingly tight upper bound for the
honestly-trained segment, while providing no such upper bound for the larger subtraction attacks. To
illustrate the logic behind this test, on the right, we show how a 50% subtraction attack can create a
bimodal distribution of \, values. captures the relative weight of the left mode.

result in a different weight vector can be inferred from the plot of the 50%-addition attack in Figure 7).
Appendix H.2 explores the test's performance on the suite of Pythia models.

Data Addition Attack  Addition attacks occur when a Prover in addition to training on the declared
dataseD and data sequence, trains on additional dat@ ®without reporting it to the Veri er. This

can be used to secretly enhance a model's capabilities, install backdoors, or train on restricted data.
This attack cannot be detected using memorization analysis (Figure 7), because the Veri er does not
know and cannot test point8 2 D°. However, Figure 7 also shows that signi cant amount of data
addition, or data addition from a different distribution ,causes a larger weight-displacement in that
segment, which can be detected by looking at the segment's magnitude. If a Prover tries to hide this
by deleting an equally-sized subset of points frbmthat can be detected as a subtraction attack. We
leave exploration of other attacks and defenses, like changing learning rates, to future work.

This raises the problem of how to estimate the “expected” segment length, which may require
retraining on a chosen subset of segments, and interpolating to estimate other segments' lengths.
If, to hide the non-smoothness of adding extra data to a single segment, the Prover adds data
uniformly throughout a large fraction of the training run, then choosing even a small number of
segments randomly should be suf cient to catch at least one offending segment with high probability.
Unfortunately, these defenses would not detect an attacker that adds a modest amount of data within
a small number of segments, that cannot be detected by the segment-magnitude or data subtraction
defenses.



Figure 7: Simulating a data addition attack by picking a single segment (1st, 10th, or 18th), and
adding 50% more data from the same distribution (OpenWebText), or 5% more data from a different
distribution (Github), or no data addition (truthful reporting). Results are shown with error bars across

4 random seeds. From left to right: the memorization test Wiihof samples does not spot any
differences even with 50% data addition; Plotting weight-changes between checkpoints, a Veri er
can see a suspicious spike at the attacked segments; The Veri er retrains the suspicious segments and
checks the distance between the reported and re-executed checkpoint weights.

7 Discussion and Limitations

This work contributes to an emerging societal effort to develop practical and robust tools for account-
ability in the large-scale development of Al models. The statistical tests we introduce are best taken
as an opening proposal. Future work could propose clever new attacks that break this protocol, or
better yet, create new defenses that ef ciently detect more, and subtler, attacks and enable trustworthy
veri cation of ML models' training data.

Experimental Limitations  This work provides suggestive evidence for the local-memorization
phenomenon, but further study is needed across additional modalities, architectures, and training
recipes in order to determine its broad applicability. Encouragingly, we nd in Appendix G that
local-memorization gets even stronger as models get larger, though memorization appears weaker
near the end of training as the learning rate shrinks. The paper's experiments only include language
models, in part because they are a current priority for audits. The memorization tests used may need
to be adjusted for models trained with less data on many epochs, such as image modé@3yYZS

Attacks Our Protocol Does Not Catch There are several remaining directions for attacks. The
attacks explored above can be composed in new ways, and it may be possible for compositions of
attacks to undermine the defenses that would otherwise detect each attack individually. The method
also does not address small-scale data additions, and thus cannot yet detect copyright violations or
spot inserted backdoorXYVL* 21]. It also cannot detect attacks based on small-norm modi cations

to the weights, which could be used to insert backdoBISEZ* 22]. Finally, attacks could be masked

with cleverly chosen hyperparameters, such as by using a temporary lower-than-reported learning
rate to shrink large changesWi. Exploring whether such attacks are feasible without degrading
learning performance — and identifying defenses — is an interesting direction for future work.

Applicability to Different Training Procedures  We attempted to make our procedure as agnostic

as possible to the details of the training procedure, and believe it will be compatible with most
training procedures for large models in use today. However, our protocol does not apply to online or
reinforcement learning, or to schemes that require multiple models to be co-tr@RANN 20], as

the data is unknown in advance. This means the uniqueness defense cannot be applied (Section 4.3).
Finding methods for defending against non-uniqueness attacks even in the online setting is a valuable
direction for future work.

Maintaining Privacy and Con dentiality = One signi cant challenge to using this protocol in
practice is that, just like with PoLJYCC' 21], it requires that the Prover disclose con dential
information to the Veri er, including training data, model weights, and code. In principle, the Prover
may only need to disclose hashes of the data and weights to the Veri er, with the matching full data
and weights only ever supplied on the secure cluster during veri cation.
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A Combined Veri cation Protocol

We can unify the defenses of Section 4 into a combined defense protocol, which catches a wide swath
of attacks, including all current attacks on from the Proof-of-Learning literaiif€[22, ZLD* 22].

A Prover gives the Veri er a transcrigt = fD; M; Wg and a nal weight vectolWW . The veri er
proceeds to verify whethdr is a valid training transcript through the following checks:

1. Check thaWW ends in the claimed nal weightd/ .

2. Given the datasdd, hash it to yield the seeslas in Section 4.3, and use that seed compute
the resulting data order and validation subsdd, . (Alternatively, these hashes can be
provided by the Prover, and only veri ed when each point is needed for the protocol.)

3. Check thatWy matchesG, (s). If this fails, reject the transcript.
4. Create an empty lig] to store all suspicious-looking segments to retrain. For each segment

Wi,

i, include it in the listQ to retrain if it fails any of the following checks:

(a) Randomly select an fraction (e.g., 1% ok) of points ;. from ;. For each

(b)

(©

(d)

such pointd i , compute the losses M, andW,; 1, shorthanded as sdis | ;
andL ,; ;. Similarly, pick an fraction® of points from the validation sed,

and compute these points' lossesWh, shorthanded dsp , i . (The validation loss
onW,; 1,Lp,; 1,shouldve already been computed when looping on the previous
segment.) Also, randomly select &n subset of data point3; from across all training
segments , and compute these points' lossesWh, Lp, ;.

« If the Veri er wants to plot complete memorization plots, for example as a sanity
check or to use in checking for a Glue-ing attack as described in Section 6, they
can also compute the losses@nnearby weight checkpoin®®/; ;:::; Wi+ 1.
However, this is not part of the core protocol, and will not be counted in its sample
complexity.

Compare the values in ., andLp, . using the one-sided binomial hypothesis test
described in Appendix C, to check that the model used the correct data ordering. If the
test cannot reject the null hypothesis thatdoes not matchV; better than randomly-
selected training pointS, then run the test on an even larger fraction of data points
from ; andD to double-check the statistical signi cance of the null. If this still fails,

it suggests that the transcript may have been spoofed. Investigate further (such as by
reexecuting training on this segment) and/or reject the transcript.

UsingL ,;;L ,i 1;Lp,:i;andLp, 1, calculate a data subtraction upper bound
heuristic as in Section 4.2. If this heuristic fails to bound the data subtraction to below
an acceptable small limit (which depends on how strongly the Veri er wants to catch
even small subtraction attacks, and on the Veri er's retraining budget), add this segment

to Q.

check that it is smooth aV; and doesn't increase or decrease discontinuously. If it
does, add this segment@ (The tolerance should depend on the retraining budget.)

(e) Compute the distandeWV; W, 1k from the previous checkpoint. Check that this

delta is similar to nearby segments' weight-space deltas. If it is not, add this segment
to Q. (The tolerance should depend on the retraining budget. We leave the question
of how best to set this threshold, and obelow, to minimize false negatives while
avoiding reducing false positives that increase retraining costs, to future work.)

5. Randomly sample additional data segments from throughout training, and add them to

Q. These additional segments are important to establish baseline estimates of segments

weight-space deltas across training, to ensure that there were no systematic data addition
attacks at every segment. (lllegal data additions in every segment would shift the entire
weight-change delta magnitude plot, thus suppressing anomalies in any one segment).

6. For each segment in the li§, execute retraining and verify that the resulting weightis
are within an -ball of the original reported weigh#/; reported in the transcript.

%To reduce noise when comparing validation performance across checkpointsstitiset oD, should be
the same across all evaluated checkpoints.
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If any values in the re-trained weights fail to come within the tolerantiat is signi cant evidence
that the transcript has been spoofed, and warrants further investigation. For example, the segment
can be retrained more times, to con rm that the weight-space variance across retraining results

W@ W®:::: is suf ciently smaller than such that the reported; is a clear outlier.

If all these tests pass, accept the transcript.

A.1 Complexity
The time costs of training, borne by the the Prover are:

1. h j Dj, whereh is the cost of a hash, for generating the initial random seed.

2. s n,wheres is the cost of a single gradient computation, and the number of training
data points.

In comparison, the time costs to the Veri er (assuming the transcript is accepted) are:

1. h j Dj hashes for verifying the initial weights.

2. (2+1+1) 3 noperations for computing the loss of arfraction of datapoints
in j onW; andW; i, and anotheR fraction of points inD; andD, . We also assume
that computing the loss requir%sthe number of operations as computing a gradient update,
which is the standard ratio of inference vs. training when using backpropagation.

3. s n j Qj=m operations for retraining, whera is the total number of checkpoints in the
training run.

B Subtraction Upper-Bound Heuristic Derivation

Let W; be the checkpoint obtained by training on the full claimed data sequenand letw,

be the checkpoint obtained by excludingraction of the points in ;. Our goal is to estimate

FBQ( i;p; W9, the fraction of points in ; that fall in the bottonp-probability quantile oD, 's
m values onWp.

Let's start with the distribution of  (d; W;), whered i - We make the following two assump-
tions:

1. The subtracted-fraction of points are sampled randomly from.
2. Thep-th percentile of the  valuesofD,'s \ values oW, is the same as dn/io.

Firstly, since -fraction of points were subtracted, we know that those subtracted points are distributed
like the validation set (assumption 1). Therefore, the fraction of points ithat lie in our quantile
of interest that wersubtracteds FBQ(D.; p; W?).

Next, we must consider the points that were not subtracted but lie in the quantile. Using assumption
2, we know that(1 ) fraction of points that were below the quantile remain in the quantile.
Therefore, the fraction of points in; that lie in our quantile of interest that wemet subtracteds

(1 )FBQ( i;p;Wi).
Putting it all together, we have

FBQU ipiW)= FBQDVpW)+(L  )FBQ( 1ipiWi) ©

There are several things to note about this derivation. First of all, regardless of whether assumption
2 is correct, the second term of Equation 9 isO and therefore, is still an upper-bound. In
practice, the actual fraction of subtracted points that lie in the quantile might not be exactly equal
to FBQ(Dy; p; WY = p. Therefore, i1~ )FBQ( i;p;W;) is very small and close to zero, the
resulting upper-bound can be smaller thanvhich is the case in Figure 6.

Lastly, when computingBQ values, we can use the unnormalizddvalues to compute y; as
such:

m(diiWiL) = L(d;Wi) L (Wi q): (10)
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This does not affect thEBQ values, since the normalization teEge, p , [L (d% W)] does not depend

ond and therefore and has no effect when evaluating(d® W;) >y (d; W;). Removing the
normalization term could represent a 2x ef ciency gain. We kept the normalization term in the main
paper because it may still be important in other cases for preserving the meaning of the Memorization
Delta \ , which is used to produce memorization-charts. Without the normalization term, it
becomes hard to comparg, across segments, especially in the earlier stages of training when the
changes in loss between checkpoints vary quite a bit across segments.

C Data Order Statistical Test

We want a statistical test that will tell the Veri er whether, for a given training datBsenhd data
orderingS, which together yield a data sequenceand for a given weight checkpoikit;, the data
segment sequenceg 2 X K explains the memorization pattern \of better than a random data
order/sequence? (which we assume is drawn randomly frdd). In particular, based on results
from Section 4.2, we know that datapoints from the most recent training seghent; tend to
have higher memorization delta valueg than the average poidf 2 D from the overall training
distributionD . Conversely, points from ? would have no reliably greatery, than the rest ob.

We will use the following test, where” = %is the null hypothesis and the alternative hypothesis is
?= . Letz=mediangp( wm (d;W;)), estimated via a small number of samples fldomFor

Pick n; datapoints from data sequencé, and for each data poiat2 7, check if it's> z . Under

the null hypothesis, the probability that each point passes this ch@ck iset the test statistic b

X
t( )= 1w (di;Wi) >2z) (11)

wherel is the indicator function. The value of 9), the statistic under the null hypothesis, is
distributed as a binomial with biased coin probability=- 1=2 andn; samples. However, we
expect that( ;) is a binomial with a largec. To compute our con dence th&¥; was trained

using the data order;, we can use a one-sided binomial hypothesis test, computpigadue

asl CDFypinomiar (€= 1=2;n¢;k <t) wherek is the value up to which to calculate the CDF.
This statistic can be computed jointly across all checkpoints (requiring relatively few samples per
checkpoint) to prove that the overall data ordering matches the one de ned in Section 4.3.

Note that this test is similar to the “subtraction upper bound” heuristic from Section 4.2, with the
key difference being that in this test we compare against the distribution of all training points
(since the counterfactual is a randomly selected subset of training data), whereas the subtraction test
compares against points from the validationBet(since the counterfactual is that the points are
never included in training). As an additional note, this same test can be generalized by replacing the
median with a quantile, which may improve sample ef ciency depending on the shape ofjthe
distributionon ; vs. 0.
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D Veri er Objectives Table

Transcript Use-Case

De nition of Defender Suc-
cess

Attacker Motivation

Check whether a modaN
was trained on data from a di
allowed distribution (e.g., re
lating to backdoors, cybere
ploit generation, or enabling
an undisclosed modality suc
as images).

A Prover wants to claim thaj
5-W lacks a certain ability in ort get weight checkpointV, con-
- der to avoid scrutiny, and does rms that its training data did
-s0 by claimingW has only| not include, in addition to 3
) been trained on data from dis-known number of data point
htribution D and not on distri; n from a known distribution
butionD®. D, an additionakn training
points from a different distri
butionD®.

Check whether a modéV

was trained on greater than
certain number of data point
in case policy oversight target
the total training compute of ¢

model (e.g. as part of comput

usage reporting).

Underreport total training time A test such that, given a ta
ato avoid triggering oversight.| getweight checkpointy and
claimed sequence af data
points , detects whether the
model was in fact trained of

A

N 77)

@

k> 1.

Check whether a modal
was initialized without us
ing weights obtained from
previously-trained models.

A Prover might wish to star
training using weights ob- desired initializationW, (up
tained from a previous train-to hidden unit permutations
ing run, hiding the fact that makes it cryptographically
more data or compute washard to construct a transcrif
used than reported, in orderthat results inVy being an ini-
to avoid scrutiny, or to save tialization compatible with the
compute by copying another's resulting transcript.
work.

t A test such that, given tar

> kn data points, for some

A test such that, given a

|

w

v (D

—

D

Check whether a model has
backdoor, i.e. an improbabl
input that yields a disallowe
behavior.

aAn attacker might wish tg A test such that, given &
e hide capabilities, or give them-transcript, allows reliable de
I selves unauthorized access|tdection of backdoors throug
systems that will be gatekeptcode or data audits.
by deployed versions of their
models.

54

=

Check whether a model wa
trained using at least a certa
quantity of data, e.g., as pal
of a Proof-of-Learning mean
to verify the original owner of
a model, or to verify that cer
tain safety-best-practice traif
ing was done.

sA Prover may wish to save on A test such that, given a ta
ncompute costs by doing lessget weight checkpointy and
rttraining, or to prevent their a claimed sequence afdata
t model from being trained on points , detects whether thg

required data. model was in fact trained of
< cn data points, for somd
c< 1l

N

I

WD

Check whether a model wa
trained using a particular dat
point.

sA Prover may wish to train A test such that, given a tratf
a-on copyrighted content, or un-script and a target datapoixt
curated datasets, or obfuscateletects whether the model wa
which training data were used. in fact trained orx.

n

S

E Hardness of Spoo ng

To recap, by requiring that the Prover initialize a model's weights at a speci ¢ value in high-
dimensional spacé/, 2 RY drawn from a pseudorandom vector gener&@pywe seek to disallow

a Weight Initialization

a class of spoo ng attacks based on the Prover hand-picking an initial weight Wgttvat will
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after training end up close s , for example by picking an initialization that is already clos&\tp
(Attack 2 in [ZLD* 22]).

The simplest setting in which defense is impossible, and the Prover can reliably nd a random
initialization that will converge to a giveWs , is in realizable linear models (models with only a
single linear layer). Since their loss function is strongly convex, any initialization will converge to a
neighborhood of the same nal vali; , making it straightforward to construct tweaked datasets

with certi ed-random initializations that result in approximately the same nal model. Another
counterexample occurs when datasets have a single degenerate solution: it is possible to construct
a 2-layer neural network with training data covering the input space and where all the laligls are
such that the model always converges to a weight vector 6salhdependent of initialization. We

will focus our discussion on the usual case of multi-layer NNs with non-degenerate solutions, as
described below.

Below, we will sketch an informal argument that for some radiu®r a xed training data sequence

, the probability that a training run initialized at a pseudorandomly-genetétedight vector
Wyp = G;(s) ends in a nal weight vectow; that is within distance of a particular target vector
A, is less than some small valug e(1=poly(d)), whered is the dimension of the neural network.
This means that a Prover would need to sample a super-polynomd@jlfumber of random seeds to
nd one that would, via training on , result in a fully-valid training transcript that ends close to the
weight vectoW; from a previous training run with a different initialization, and therefore that it is
exponentially hard to violate the “uniqueness” property from Section 3 if the Prover uses a certi ed
random initialization.

To understand whether this is the case, we can examine the counterfactual claim: that independent
of weight initialization, all NNs tend to converge to a small (polynomial) number of modes in
weight space. This is indeed the case with linear regression: regardless of the initialization, given
suf cient full-rank data all linear model training runs will converge to a neighborhood of the same
loss minimum in weight-space. If this were also true for neural networks, then even a small number
of randomly-sampled weight initializations would likely yield at least one weight initialization that,
after training, converged to a mode close to the tafgéssumingA is close to at least one mode,
which is the case wheA is the outcome of a previous training ri’ ). Yet, empirically, many

works have found that large NNs converge to many different modes [AHS22, FDRC20].

The many modes of the NN loss landscape can be understood through permutation symmetries
[AHS27. Neural networks are equivariant (“equivariant” means that a function changes symmet-
rically under a group action) under speci c permutations of their matrices' columns and rows.
Nearly all neural networks have the following permutation symmetries: given a single hidden layer
M1 (Ma(x)) whereM; 2 R? P;M, 2 R? ¢and :RP! RPis a nonlinearity, and given any
permutation matrix 2 RP P (such thatFZ permutes the rows df), then by simple algebra
M.FT (FMyx) = M1 (M»x) for all x. This means that for any set of successive NN matrices
M1; My, there are at lea$t possible permutations with identical input output behavior. For a neural
networkW with k nonlinear layers and hidden dimension of each ldyehere could b&k 1
different permutation matricds; ; F»;:::, and we denote to the operation of permuting the attened
weight vectorW using a particular value of theges asP : R4 1 RY. EachP is drawn from

the overall set of valid permutations for a particular architeckur2 P(M ), and we know that
kP(M)k=  2kblogh

A second important property is that gradient descent is itself equivariant under the described per-
mutations. LeR be the training operator, such that = R(W,; ) is the result of training initial
weightsW, on a data sequence ! Then it is true tha8P 2 P(M ),

P(Wr)= P (R(Wo; ))= R(P(Wo); )= W

whereW} is the result of training on the permuted initialization. This is simply a consequence of the
fact that the gradient operator commutes with any constant matrix (including the permutation matrix),
and that the training proce&sis comprised of repeated calls to the gradient operator, additions, and
scalar multiplications (both of which also commute with the permutation matfix).

%Assuming thas is chosen randomly, based on assumptions described in Section 4.3.

We omit the inherent noise and hyperparameters inhereéRtfor brevity.

121t is in principle possible to construct optimizers for which this is not the case, but this should hold for all
common gradient-based NN training optimizers.
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Now, assume that the initialization functi@ is radially symmetric (as is the case with all com-

mon initialization schemes, e.g., those based on Gaussians), and therefore the probability that
the initialization will start atWy and P (W,) is the same for alP 2 P. Then the probabil-

ity that the post-training nal weights readW; or P (Ws ) is also the samelf we knew that

Prw, o, (s)(KWs P(Ws)k> 2r) > 1 for somer and small , then this derivation would

tell us that there are many different weight-space modes into which training could converge, each
of which is far apart from the others. (For convenience, let's refer to the number of such far-apart
permuted modes ds)

Again, our goal is to show that a random initialization is unlikely to converge after training to within

a neighborhood around some vectarAssume thaB is one of these modes, akd Bk <r .13
According to the assumption from the previous paragraph on the distance between post-training
modes, for any second mo@s we know thakC Bk > 2r with high probability. By the triangle
inequality, we know that:

kAL Ck kC Bk kA Bk
>2r r=r

Therefore there is some minimum distakde Ck >r between the targeét and all othek disjoint
modes (each associated with a permutation) of the post-training weight distribution. If the number of
such far-apart permutatiofisis superpolynomial, then no polynomial number of weight initialization
samples will resultin a nal model close #.

However, this argument is predicated on a sometimes-invalid assumption: that there are
superpolynomially-many permutatioks= ! (poly(d)) of W;, each at least a distan@e from

each other. In the case of the counterexample from the beginning, where all initializations converge
after training to the weight vector of &k, all such permutations are in fact equal, and therefore there

is no such distance. Instead, one may need to make an assumption about the non-degeneracy of the
distribution of nal weight vectordV; , such that permutations of these weight vectors are far apart
from each other. We leave analysis of which assumptions ful Il this property as future work. Note
that for any speci c training transcript which includes a spedi\g , the distribution of distances of
permutations ofVs can be estimated empirically by manually permutitig's matrices.

F Experiment Details

For the GPT-2 Experiments we use a cosine learning rate schedule that decays by a factor of 10x
by the end of training, with a linear warmup of 2000 steps to a peak learning rate of 0.0006. For
the Pythia evaluation experiments, we choose checkpoints from 3 contiguous blocks out of 144
checkpoints: early ( rst 19 checkpoints), mid (checkpoints at step 62000 to 80000), and late (last 19
checkpoints).

G More memorization plots

In the following subsections, we plot memorizatign, fraction of points with , above the median,

and fraction of points with  below the 10th percentile. For GPT-2, we use 100% of the data to
generate Figures 1, 2, and 3, while for Pythia, we use 10% of the data to generate Figure 2. In this
section, we show results for smaller sampling rates to highlight that with 1%, or sometimes even
0.1% of the original data, we can still observe the memaorization effect.

From Pythia 70M results (Subsections G.1, G.2, and G.3) we can see that as training progresses,
the memorization effect becomes less pronounced, such that with a smaller data sampling rate, less
of the diagonal get highlighted (Figures 11, 18, 25), and the histograms are closely overlapping
(Figure 32) for the last 18 checkpoints. At the same time, we observe that as the model size increases
the memorization effect becomes clearer, even with 0.1% data sampling rate. In fact, for the 1B-
parameter Pythia model, the memorization effect is still clear for the last few checkpoints (Figures 14,
21, 28, and 35) unlike the 70M-parameter case.

B3)f this is untrue for all mode8, then by de nition there is no initialization that leads closeXpwhich
satis es our original objective of bounding the probability of the nal weights converging to a neighborhood of
A.
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G.1 Memorization

Figure 8: Memorization plots for GPT-2 with different sampling rates.

Figure 9: Memorization plots for the rst 18 checkpoints of Pythia (70M) with different sampling
rates.

Figure 10: Memorization plots for checkpoints near the middle of Pythia (70M) with different
sampling rates.

Figure 11: Memorization plots for the last 18 checkpoints of Pythia (70M) with different sampling
rates.
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Figure 12: Memorization plots for checkpoints near the middle of Pythia (410M) with different
sampling rates.

Figure 13: Memorization plots for checkpoints near the middle of Pythia (1B) with different sampling
rates.

Figure 14: Memorization plots for checkpoints near the end of Pythia (1B) training with different
sampling rates.
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G.2 Fraction of Samples Above 50th Percentile

Figure 15: Fraction of samples above the 50th percentile for GPT-2 with different sampling rates.

Figure 16: Fraction of samples above the 50th percentile for the rst 18 checkpoints of Pythia (70M)
with different sampling rates.

Figure 17: Fraction of samples above the 50th percentile for Pythia (70M) with different sampling
rates.

Figure 18: Fraction of samples above the 50th percentile for the last 18 checkpoints of Pythia (70M)
with different sampling rates.
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Figure 19: Fraction of samples above the 50th percentile for Pythia (410M) with different sampling
rates.

Figure 20: Fraction of samples above the 50th percentile for Pythia (1B) with different sampling
rates.

Figure 21: Fraction of samples above the 50th percentile for checkpoints near the end of Pythia (1B)
training with different sampling rates.

22



G.3 Fraction of Samples Below 10th Percentile

Figure 22: Fraction of samples below 10th percentile for GPT-2 with different sampling rates. White
boxes occur whenever the number of samples falling below the 10th percentile is 0.

Figure 23: Fraction of samples below 10th percentile for the rst 18 checkpoints of Pythia (70M)
with different sampling rates. White boxes occur whenever the number of samples falling below the
10th percentile is 0.

Figure 24: Fraction of samples below 10th percentile for Pythia (70M) with different sampling rates.
White boxes occur whenever the number of samples falling below the 10th percentile is 0.
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Figure 25: Fraction of samples below 10th percentile for the last 18 checkpoints of Pythia (70M)
with different sampling rates.

Figure 26: Fraction of samples below 10th percentile for Pythia (410M) with different sampling rates.
White boxes occur whenever the number of samples falling below the 10th percentile is 0.

Figure 27: Fraction of samples below 10th percentile for Pythia (1B) with different sampling rates.
White boxes occur whenever the number of samples falling below the 10th percentile is 0.
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Figure 28: Fraction of samples below 10th percentile for checkpoints near the end of Pythia (1B)
training with different sampling rates. White boxes occur whenever the number of samples falling
below the 10th percentile is 0.
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G.4 Memorization Delta Histograms

Figure 29: Each subplot compares two histograms @f, one for \, resulting from the checkpoint
evaluated on its most recent data segment (diagonal), and one for the checkpoint evaluated on the
validation set. All checkpoints are from GPT-2 training.
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Figure 30: Each subplot compares two histograms @f, one for \; resulting from the checkpoint
evaluated on its most recent data segment (diagonal), and one for the checkpoint evaluated on the
validation set. All checkpoints are the rst 18 from Pythia (70M) training.
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Figure 31: Each subplot compares two histograms @f, one for ; resulting from the checkpoint
evaluated on its most recent data segment (diagonal), and one for the checkpoint evaluated on the
validation set. All checkpoints are from near the middle of Pythia (70M) training.
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Figure 32: Each subplot compares two histograms @f, one for \, resulting from the checkpoint
evaluated on its most recent data segment (diagonal), and one for the checkpoint evaluated on the
validation set. All checkpoints are the last 18 from Pythia (70M) training.
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Figure 33: Each subplot compares two histograms @f, one for \; resulting from the checkpoint
evaluated on its most recent data segment (diagonal), and one for the checkpoint evaluated on the
validation set. All checkpoints are from near the middle of Pythia (410M) training.
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Figure 34: Each subplot compares two histograms @f, one for \, resulting from the checkpoint
evaluated on its most recent data segment (diagonal), and one for the checkpoint evaluated on the
validation set. All checkpoints are from near the middle of Pythia (1B) training.
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