Results on MNIST and Contagio. Figure 2(b)| shows the results of BagFlip on MNIST and
Contagio. When fixing R, the certified accuracy for the backdoor attack is much smaller than
the certified accuracy for the trigger-less attack (Figure [T and Figure [3]in Appendix [E.2)) because
backdoor attacks are strictly stronger than trigger-less attacks. BagFlip cannot provide effective
certificates for backdoor attacks on the more complex datasets CIFAR10 and EMBER, i.e., the
certified radius is almost zero. BagFlip can provide certificates against backdoor attacks on
MNIST and Contagio, while BagFlip’s certificates are not effective for CIFAR10 and EMBER.

7.3 Computation Cost Analysis

We discuss the computation cost of BagFlip on the MNIST dataset and compare to other baselines.

Training. The cost of BagFlip during training is similar to all the baselines because BagFlip only
adds noise in the training data. BagFlip and other baselines take about 16 hours on a single GPU to
train N = 1000 classifiers on the MNIST dataset.

Inference. At inference time, BagFlip first evaluates the predictions of N classifiers, and counts how
many classifiers have the majority label (/N1) and how many have the runner-up label (/N2). Then,
BagFlip uses a prepared lookup table to query the radius certified by N7 and V5. The inference time
for each example contains the evaluation of N classifiers and an O(1) table lookup. Hence, there is
no difference between BagFlip and other baselines.

Preparation. BagFlip needs to prepare a table of size O(/N?) to perform efficient lookup at inference
time. The time complexity of preparing each table entry is presented in Sections[5|and [6] On the
MNIST dataset, BagFlip with the relaxation proposed in Section E] (0 = 10~%) needs 2 hours to
prepare the lookup table on a single core. However, the precise BagFlip proposed in Section [5|needs
85 hours to prepare the lookup table. Bagging also uses a lookup table that can be built in 16 seconds
on MNIST (Bagging only needs to do a binary search for each entry). FeatFlip needs approximately
8000 TB of memory to compute its table. Thus, FeatFlip is infeasible to run on the full MNIST
dataset. FeatFlip is only evaluated on a subset of the MNIST-17 dataset containing only 100 training
examples. RAB does not need to compute the lookup table because it has a closed-form solution for
computing the certified radius.

BagFlip has similar training and inference time compared to other baselines. The relaxation
technique in Section [6]is useful to reduce the preparation time from 85 hours to 2 hours. Even
with the relaxation, BagFlip needs more preparation time than Bagging and RAB. We argue that the
preparation of BagFlip is feasible because it only takes 12.5% of the time required by training.

8 Conclusion, Limitations, and Future Work

We presented BagFlip, a certified probabilistic approach that can effectively defend against both
trigger-less and backdoor attacks. We foresee many future improvements to BagFlip. First, BagFlip
treats both the data and the underlying machine learning models as closed boxes. Assuming a specific
data distribution and training algorithm can further improve the computed certified radius. Second,
BagFlip uniformly flips the features and the label, while it is desirable to adjust the noise levels for
the label and important features for better normal accuracy according to the distribution of the data.
Third, while probabilistic approaches need to retrain thousands of models after a fixed number of
predictions, the deterministic approaches can reuse models for every prediction. Thus, it is interesting
to develop a deterministic model-agnostic approach that can defend against both trigger-less and
backdoor attacks.
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(c) Did you report error bars (e.g., with respect to the random seed after running experi-
ments multiple times)? As our results are aggregated from thousands of models
with the same statistical confidence level, we do not report the error bars.

(d) Did you include the total amount of compute and the type of resources used (e.g., type
of GPUg, internal cluster, or cloud provider)? [Yes]
4. If you are using existing assets (e.g., code, data, models) or curating/releasing new assets...

(a) If your work uses existing assets, did you cite the creators? [Yes]
(b) Did you mention the license of the assets? [Yes] MIT license
(c) Did you include any new assets either in the supplemental material or as a URL? [Yes]

(d) Did you discuss whether and how consent was obtained from people whose data you’re
using/curating? [N/A] They are either under MIT license or allowed for public usage.

(e) Did you discuss whether the data you are using/curating contains personally identifiable
information or offensive content? [N/A] There is no personally identifiable information
or offensive content.

5. If you used crowdsourcing or conducted research with human subjects...

(a) Did you include the full text of instructions given to participants and screenshots, if
applicable? [N/A]

(b) Did you describe any potential participant risks, with links to Institutional Review
Board (IRB) approvals, if applicable? [N/A]

(c) Did you include the estimated hourly wage paid to participants and the total amount
spent on participant compensation? [N/A ]
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A Probability Mass Functions of Distributions for FL,, F,, and L

Distribution y for F,.  The distribution (D, x) describes the outcomes of D and x. Each outcome

D and % can be represented as a combination of 1) selected indices w1, . . . , wg, 2) smoothed training
examples x;, , ..., X, , and 3) smoothed test input x’. The probability mass function (PMF) of
w(D, x) is,

p

. (10)

(k+1)d SE 1%, —xw; ot 1x"—x]lo
P v ;
Pu(pao (D, %) = ( )

nk

where d is the dimension of the input feature, v = 177’), K + 1 is the number of categories, and

||x" — x||o is the lp-norm, which counts the number of different features between x and x’. Intuitively,
Eq[I0]is the multiply of the two PMFs of the two combined approaches because the bagging and the
noise addition processes are independent.

Distribution p’ for FLs. For FL;, we modify /1 to 1/ such that also flips the label of the selected
instances. Concretely, D becomes {(X/, , ¥4, )s - - - » (X4, » Yu, ) }» Where ' is a possibly flipped label
with ~ probability. And the PMF of ' (D, x) s,

py’(D,x)(Dax) = ) (11

p(k+1)d+k ('7) Z§:1 leiul —Xuw; ”0+]l?/wi FYl, +Ix'—xllo
— | =

n p

where 1, ~, ~denotes whether the label y,,,, is flipped.

i

Distribution ./ for L. For L, we modify i to 4’ such that it only flips the label of the selected
instances. Also, it is not necessary to generate the smoothed test input because L cannot flip input
features. Concretely, D becomes { (X, , Yoy )s -+ > (Xuwy,> Yup, ) }» Where 3/’ is a possibly flipped label
with ~ probability. And the PMF of p”/(D) is,

k Zf:l Ly, 2l
P i

B Neyman-Pearson Lemma for the Multi-class Case

In multi-class case, instead of Eq[] we need to certify

VD € ST(D), X € m(x,y)1. Pr(A(0) =y*) > Pr(A(0) =), (13)

o~ o~
where 3/ is the runner-up prediction and p’ is the probability of predicting y’. Formally,

' — argmax Pr (A(0) = y), p/ = Pr(A(0) = ¢)
yAy* O~H o~

We use Neyman—Pearson Lemma to check whether Eq [I3]holds by computing a lower bound 1b of
the LHS and an upper bound ub of the RHS by solving the following optimization problems,

Ib £ min Pr(A%(0) =y*), ub £ max Pr (A4"(0) =v/), (14)
ATeAo~p A’e Ao~
s.t. Pr(A%(0) =y*) =p*, Pr(A’(0)=¢)=p
o~ o~ [
D e SH(D), % € n(x,y)1,

Theorem B.1 (Neyman—Pearson Lemma for FLs, Fs, L in the Multi-class Case). Let D and X be a
D\D| = 1, [R—xlo = 5 and [Ri—xillo+ Ty, 2y, —
s, for each perturbed example (X;,y;) in D. Let iy, = argmine(y 22:1 pu(L;) > p* and

maximally perturbed dataset and test input, i.e.,
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T ATGMAX; e [1,m) 2 iy Pu(Lj) > P, The algorithm A? is the minimizer of Eq (14| and its
behaviors among Vi € {1,...,m}.Yo € L; are specified as

1, 7 < b 0, t < Tub
? N IFAE DI ¢ ) B ? oo )P = apu(Ly)
Pr(A”(0) = y") = { LEEEAED | Pr(A”(0) = y) = 4 PEEean )
0, > b 1, 7> tub
Then,
ip—1 ip—1 m m
b= > pa(L;) + (p* -y pu(£]’)> /M ub =" > pa(L)+ (P = D pulLy) | /i
j=1 j=1 J=iyb+1 J=iyb+1

Theorem is a direct application of Neyman—Pearson Lemma. And Lemma 4 in Lee et al. [[18]
proves the maximally perturbed dataset and test input achieve the worst-case bound 1b and ub.

B.1 Computing the Certified Radius of BagFlip for Perturbations FL; and L
Computing the Certified Radius for FL, In Eq[/, we need to consider the flipping of labels,

k k
(Z ¢, = Xwg llo + Ly, 2y, + 1% = x|o> - (Z %, = Ruwillo + Ly, 25, + 1%~ >~<|0> =t
i=1 =1
A A

In Eq|[8] the definition of T'(c, t) should be modified to,

C
E E HL(ui,Ui;s,d—&— 1)b% a1 =% L(ug, vo; 5, d)bU0 a4 =40
0<uy,...,u.<d+1 0<vy,...,v.<d+1 i=1
0<up<d 0<vo<d

ug—vo+...+uc—ve.=t
The algorithm associated with Theorem [5.4] should be modified as
min(d,t+d)
TO0,t)= >  L{uu—tsdb e’ V-d<t<d,
u=max(0,t)
min(d,t+cd+c—1)
T(c,t) = > T(c—1,t —t)G(t1), Ve > 0, —(c+ 1)d —c <t < (c+1)d + ¢,
ti=max(—d,t—cd—c+1)
where G(t) is defined as
min(d+1,t+d+1)
G(t) = > L(u,u—t;s,d+ 1) a1 ¥V —d—1<t<d+1

u=max(0,t)

Computing the Certified Radius for L In Eq[7] we only need to consider the flipping of labels,

k k
=1 =1

A A

In the rest of the computation of T'(c, t), we set d = 1, i.e., consider the label as a one-dimension
feature.

B.2 Practical Perspectives

Estimation of p* and p’. For each test example x, we need to estimate p* and p’ of the smoothed
algorithm A given the benign dataset D. We use Monte Carlo sampling to compute p* and p’.
Specifically, for each test input x, we train [V algorithms with the datasets Dy, ..., Dy and evaluate
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these algorithms on input x;, where (D;, ;) is sampled from distribution z(D,x). We count the
predictions equal to label y as N,, = Zf\il 1 A(Di %)=y and use the Clopper-Pearson interval to
estimate p* and p’.
1—
P = Beta(%; Ny N =N, +1), p = Beta(ﬁ; N,y +1,N - N,)

where 1 — « is the confidence level, |C| is the number of different labels, and and Beta(/3; A, ) is the
Sth quantile of the Beta distribution of parameter A and 6. We further tighten the estimation of p’ by
min(p’, 1 — p*) because p* + p’ < 1 by definition.

However, it is computationally expensive to retrain N algorithms for each test input. We can reuse
the trained [V algorithms to estimate p* of m test inputs with a simultaneous confidence level at least
1 — a by using Bonferroni correction. Specifically, we evenly divide « to - when estimating for
each test input. In the evaluation, we set m to be the size of the test set.

Computation of the certified radius. Previous sections have introduced how to check whether
Eq [ holds for a specific 7. We can use binary search to find the certified radius given the estimated
p* and p’. Although checking Eq[]has been reduced to polynomial time, it might be infeasible for
in-time prediction in the real scenario. We propose to memoize the certified radius by enumerating all
possibilities of pairs of p* and p’ beforehand so that checking Eq can be done in O(1). Notice that
a pair of p* and p’ is determined by N,;- and N,,. Recall that NV is the number of trained algorithms.
N~ and N, can have O(N?) different pairs (O(N) in the binary-classification case).

B.3 A Relaxation of the Neyman-Pearson Lemma

We introduce a relaxation of the Neyman—Pearson lemma for the multi-class case.

Theorem B.2 (Relaxation of the Lemma). Define 1b for the original subspaces L1, ..., L, as
in Theorem Define 1bs for {L;}icp as in Theorem by underapproximating p* as p* —
Zig‘éB pu(Li). Define ub for the original subspaces L1, . .., L, as in Theorem Define ub’ for

underapproximated subspaces {L;};cp as in Theoremwith p' and let ubs = ub —|—Zi¢ 5 Pi(Ls).

Then, we have Soundness: 1bs < 1b,ubs > ub and 6-Tightness: Let § = 3,5 pa(Li), then
Ibs + 8 > 1b, ubs — 6 > ub.

C Proofs
Proof of Theorem 5.2l

Proof. If we know an outcome o € L. has A distance from the clean data, then o has (k+1)d — A
features unched and A features changed when sampling from p. Thus, according to the definition

of PMF in Eq[10} p,,(0) = - p*+D4=24A forall o € L, ;. Similarly, pj(0) = #p(’”l)d_ﬁwﬁ for
all o € L, ;. By the definition of likelihood ratios, we have Vo € L. ;. 1(0) = e+ = pu(0)/pr(0) =

o ¢
AA-B A=A <%) ) O
Proof of Theorem 3.3l

Proof. We first define a subset of L. ; as L.+ A,
Lepa = {({ (X, Yuwi)}ir X)) |

k

Z Iy, #%., = C

i=1

( ”Xiul - X7Ui||0 + ||X, - X||0> - (Z HX;W - i“’i
i

i=1
(i

E

Nk

o+ % — §|0> =1,

Il
—

!
W

M=

I

— Xy,

o+ [Ix - X||o> = A}

1
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Denote the size of L. ¢ a as |Lc ¢ al, then p, (L. ) can be computed as

1 _
pullen) = D, pullera)= Y —7%0 R Lepal (15)
0<A<(c+1)d 0<A<L(c+1)d

Because every outcome in L.+ A has the same probability mass and we only need to count the size
of ,CC t.A-

Lol =(k) ré(n —r)ke > [1LA: A s, a), (16)

C - - N
0<Ag,...,A.<d =0
0<Ao,...,A.<d

Apg—Ag+... +A.—A.=t
Aot AAZA

where L(A, ﬁ; s,d) is defined as, similarly in the Lemma 5 of Lee et al. [18],

min(A,d—s,| A45=2 ]

> QL))

i=max(0,A—s)

Wherej:A—FE—%—s.

The binomial term in Eq[T6]represents the different choices of selecting the & indices with ¢ perturbed
indices from a pool containing  perturbed indices and n—r clean indices. The rest of Eq[I6|counts the
number of different choices of flips. Specifically, we enumerate A and A as > ¢, A; and D5, Ay,
where ¢ = 0 denotes the test input. And L(A;, ﬁi; s, d) counts the number of different choices of
flips for each example (see Lemma 5 of Lee et al. [18]] for the derivation of L(A;, Ei; 8, d)).

Then, plug Eq[I6]into Eq[T3] we have

1 k < ~
A _d—A c k—c .
pulle) = D At )ren—r) > [1LA: Ass d)
0<A<L(c+1)d 0<Ag,....,A.<d =0
0<Ao,...,A<d
Aog—Ao+...+A.—A.=t
Ap+...+ A=A

1 [k b - X A,  d—A,
_ nk<c>rc<n_r) CY TIE@Aasaptt
0<A<(ct+1)d 0<Ao,.,A.<d =0

0§AU;<~~7ACSE{

Ag—Ap+..+ A —A =t
Ap+...+ A=A

1 c N
=— (k) rc(n — ,r)k—c Z HL(A“ Ai; S,d)’}/Aipd_Ai

0<Ag,....,A.<d =0
0<A0,...,A<Zd
Ao—Ao+...+Ac—Ac=t
r C
. ) x . A; d—A;
=Binom(¢; k’ﬁ) g HL(Ai,Ai,s,d)’y P
0<Ag,...,Ac<d 1=0
0<Ay,...,AZd
ANo—Do+..+Ac—A =t

Proof of Theorem 5.4,
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Proof. From Eq|[8]in Theorem[5.3] then for ¢ > 1, we have

T(c,t) = Z Z f[ L(Ai, Ay s, d)y™pt=2

0<Ao,.,Ac<d  0<Ay,...,A.<d =0

Ag—Ag+...+Ac—A=t

= > XY LAcAssdntpt i

—d<t1<d0<A.<d o<A.<d

Ac—Ac=t;
c—1
A . A d—A,
g g HL(Ai;AhSad)’y ‘p ‘
0<Aop,...,Ac—1<d OSEQ,.A.,Acflﬁd i=0

Ao—Ao+..cADe 1—Ae_1=t—t1

= Y T0,t)T(c—1,t—t)

—d<t;<d

Proof of Theorem

Before giving the formal proof, we motivate the proof by the following knapsack problem, where
each item can be divided arbitrarily. This allows a greedy algorithm to solve the problem, the same as
the greedy process in Theorem [5.1}

Example C.1. Suppose we have m items with volume p,,(L;) and cost p;(L;). We have a knapsack
with volume p*. Determine the best strategy to fill the knapsack with the minimal cost 1b. Note that
each item can be divided arbitrarily.

The greedy algorithm sorts the item descendingly by “volume per cost” p,,(L;)/ps(L;) (likelihood
ratio) and select items until the knapsack is full. The last selected item L;, will be divided to fill the
knapsack. Define the best solution as S in this case and the minimal cost as 1b.

Now consider Theorem 6.1, which removes items {Lﬁi}ig p and reduces the volume of knapsack by
the sum of the removed items’ volume. Applying the greedy algorithm again, denote the best solution
as S’ and the minimal cost in this case as 1bs.

Soundness: The above process of removing items and reducing volume of knapsack is equivalent to
just setting the cost of items in {£; };¢p as zero. Then, the new cost Ib; will be better than before
(less than 1b) because the cost of some items has been set to zero.

J-tightness: If we put removed items back to the reduced knapsack solution ,S’, this new solution is
a valid selection in the original problem with cost Ibs + 3, 5 pi(£L;), and this cost cannot be less
than the minimal cost 1b, i.e., 1bs + ZiQB pu(L;) > 1b.

Proof. We first consider a base case when | B| = m — 1, i.e., only one subspace is underapproximated.
We denote the index of that subspace as i’. Consider 43, computed in Theorem|5.1

* If 4, > 4/, then the likelihood ratio from {£; };¢p is used for computing 1b in Theorem 5.1}
meaning Ib; = Ib — p;(L;/). This implies both soundness and J-tightness.

» If 4, = 7/, then L; partially contributes to the computation of 1b in Theorem First,
Ibs < 1b because the computation of 1bs can only sum up to 4);, — 1 items (it cannot sum

ipth item), which implies 1b > S pr (L) > by
Next, we are going to prove lbs + p; (L) > 1b. Suppose the additional budget p,, (L;’)

for Ib selects additional subspaces (than underapproximated Ibgs) with likelihood ratio

L(‘Cz‘/—q) M L"i’—l © lys — —
?ﬁ(/:i/fq) LA Zﬁgﬂy,l;’ Zﬁgli/; such that p,,(Ly) = ?:1 pu(Li—;) + pu(lir), Ib =

Ibs + 25:1 pi(Lir—;) +pu(liy), and [y C L. Then we have 1b < Ibs + p;(L;/) because

p (‘Ci/—q) Pu(Lir—1) pullyr) _ pu(Lyr) - : q . R ~—(].
P;TWQ) Z Z pﬁ(ﬁi/,ﬁ 2 Pﬁ(li/) o pﬁ([/i/) 1mphes ijlpu(ﬁllij) +pu(lll) g
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pr(Lir). To see this implication, we have pz(Lir) = pu(Lir)/nir = 325y pu(Lir—g) /i +
pulli)/mir > 325y pu(Lir—j) [ir—j + pu(lin) /mir = 35—y pa(Lir—j) + pallir).

* If i, < 7/, then Ibs < Ib because 1b has more budget as p* than p* — p,,(L;/). Suppose
the additional budget p,,(£;+) for 1b selects additional subspaces (than underapproximated
1bs) with likelihood ratio Z o ng“ﬁf“; e, Z o Eglb; (we assume it selects the whole £;,, for

H 1b—4 B *1b
simplicity, and if it selects a subset of £;,, can be proved similarly) such that p,,(L;/) =
> i—0Pu(Liy,—j) and b = Ibs + 3% pr(Liy,—;). Then we have Ib < Ibs + pz (L)
w(Lip,—3) (Liy,) w(Lr) .
because Za(?:z—;) > > Z:(Lii) > gﬁELH; implies > 9_ p(Liy,—j) < pu(Lir). The
reason of implication can be proved in a similar way as above.

We then consider |B| < m — 1, i.e., more than one subspaces are underapproximated. We separate
{L;}igp into two parts, one {L£;/} contains any one of the subspaces, the other contains the rest

Li}igBniztir
Denote 1bj for {£;}icpvi—i as in Theoremby underapproximating p* as p* — >, p pu(Li) +
pu(Lir). By inductive hypothesis, Ib > 1bj and 1b < 1b§ + > ign Pu(Li) — pu(Lir). By the same

process of the above proof when one subspace is underapproximated (comparing {£; };c pvi—i With
{L;}ieB), we have 1b5 > Ibs and 1b5 < lbs + pu(Lir). Combining the results above, we have

Ib > Ibg and Ib < Ibs + 3,0 2 (Li).
O

D A KL-divergence Bound on the Certified Radius

We can use KL divergence [8]] to get a looser but computationally-cheaper bound on the certified
radius. Here, we certify the trigger-less case for Fg.

Theorem D.1. Consider the binary classification case, Eq[@|holds if

nlog(4p* (1 — p*))
2klog(2)(p —)s’

where n is the size of the training set, r is the certified radius, s is the number of the perturbed
features, k is the size of each bag, and p,~y are the probabilities of a featuring remaining the same
and being flipped.

Lemma D.1. Define T as

a7

d d
T= Z ZL(u,v; s5,d)y"p? " (v — u) (18)

u=0v=0

where L(u,v; s, d) is the same quantity defined in Lee et al. [[I8]]. Then, we have
T=(p-7)s

Proof of the Theorem
Proof. Denote D’ ~ p(D) and D" ~ u(lN)), from the theorem in Example 5 of [28]], tholds if

1
KL(D"|D') < —3 log(4p* (1~ p")) (19)

(B S
Denote the PMF of selecting an index w and flip x,, to x/, by u(D) as p,(x},) = % (%) .

Similarly, the PMF of selecting an index w and flip x, to x/, by u(D) as pr(x),) =
d

[ESes ) S
£ (%) . We now calculate the KL divergence between the distribution generated from the
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perturbed dataset D and the distribution generated from the original dataset D.
KL(D"||D")
=kKL(DY||D}) (20)
|D|
P (xy,)
=k Z Z pr(x log Pu(xl)
w=1x, €[K]?

Y Y o i

X FE X %!, E[K]4

- ﬁ v quﬁxwl\ol - - -
<kr Y - og(p)(llX Xullo = lI%, = Xwllo)

x ek NP
lIx5, —%wllo
T Y Yy ~
o) ¥ (2) (I~ ullo ~ % —xulo) @2
P x!, €E[K]? P

where KL(DY ||D’ ) is the KL divergence of the first selected 1nstance We have Eq[20]because each
selected instance is independent. We have Eq.because the p,,(x,) and pz(x,) only differs when
the wth instance is perturbed.

The attacker can modify D to maximize Eq And the Lemma 4 in Lee et al. [18]] states that the
maximal value is achieved when X, has exact s features flipped to another value. Now suppose there
are s features flipped in X,,, we then need to compute Eq[22] If we denote ||x], — X, ||o as « and
l|lx., — Xuwllo as v, and we count the size of the set L(u,v;s,d) = {x!, € [K]? | ||x}, — Xuwllo =
u, ||[x}, — xullo =, |[Xw — Xwllo = s}, then we can compute Eq22]as

[ plog ZZ\Luvsd ( ) (v —u)

u=0v=0
Let T' be defined as in Eq[I8] we then have

KL(D"||D’) = k- log(2)T (23)
nooty
Combine Eq[T9] Eq[23] and Lemma[D.T] we have
1 * *
e o los(C 2)p—)s <KL(D"||D') < - 5 log(4p™(1 = p"))

nlog(4p*(1 — p*))
2klog(2)(p —)s

Proof of the Lemma [D.1}

Proof. Notice that the value of T does not defend on the feature dimension d. Thus, we prove the
lemma by induction on d. We further denote the value of 7" under the feature dimension d as 7.

Let L(u,v; s, d) be defined as in the Lemma 5 of Lee et al. [18],

min(ud—s, | 552 |) NS s—i N s
5 () ()
i=max(0,v—s) J v=r=J !
where j =u+v —2¢ —s.
Base case. Because 0 < s < d, when d = 0, it is easy to see Tp = s(p —y) = 0.

Induction case. We first prove Ty+1 = s(p — -) under a special case, where s = d + 1, given the
inductive hypothesis T; = s(p — ) for s = d.
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By definition

d+1d+1

Tyl = ZZ|L u,v;5,d+ 1)y pd T (v —u), (24)
u=0v=0

By the definition of L(u, v; s, d), we have the following equation when 0 < s < d,

|L(u,v;d+ 17d+ 1)| = (Kﬁ 1)|L(U7 17” - 17dad)| + |L(u7 ].,U;d,d)‘ + |L(u7v* 1,d,d)|

(25)
and
d d
SN IL(uvid,d) |yt =1 (26)
u=0v=0
Plug Eq[23]into Eq[24] we have the following equations when s = d + 1,
d+1 d+1
Tyr1 = ZZ —D)|L(u—1,v = 1;d,d) |y p* (v — u)+
u=0v=0
d+1 d+1
>SS (w1, v d) e - w)t
u=0v=0
d+1 d+1
SO L(u,v = 1id, d) [y T (v — )
u=0v=0
d d
=vy(K —1) Z Z |L(u, v;d, d)[y*p?" (v — u)+ 27
u=0v=0
d d
YD IL(u,vid, d) [y p T (0 — u — 1)+ (28)
u=0v=0
d d
pY > |L(u,vid, d)]y e’ (0 — u+ 1) (29)
u=0v=0
d d
=Y > L vod, )y o [(0 — u) + (p = )] (30)
u=0v=0
=d(p—7)+(p—) G
=s(p—")

We have Eq | Eq27]and Eq 28] because L(u, v; s,d) = Owhenu > d,v>d,u<0,orv<0.

We have Eq . because y(K — 1) + v + p = 1 as y is defined as =2, We have Eqby plugging
in Eq 26

Next, we are going to show that Ty = s(p — ) for all 0 < s < d, given the inductive hypothesis
Ty=s(p—y) forall0 < s <d.
By the definition of L(u, v; s, d), we have the following equations when 0 < s < d,

|L(u,v;s,d+1)| = |L(u,v;8,d)| + K|L(u — 1,v — 1; s,d)| (32)
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Table 3: This paper compared to other approaches. RAB [39] can handle perturbation F} that perturbs
the input within a lo-norm ball of radius s.

Approach Perturbation 7 Probability measure ;1 Goal

Jiaetal. [15], Chen et al. [4] Any Bagging Trigger-less

Rosenfeld et al. [28] L Noise Trigger-less

RAB [39] F; Noise Trigger-less, Backdoor
Wang et al. [35] FLs, Fs, L Noise Trigger-less, Backdoor
This paper FLs, Fs, L Bagging+Noise Trigger-less, Backdoor

Plug Eq[32]into Eq[24] for all 0 < s < d, we have

d+1d+1
Tot1 = Z Z |L(u,v; 8, d)|[y"p* T % (v — u)+

u=0v=0
d+1d+1

SN KL — 1,0 - 1, d) o0 — w)

u=0v=0

d d
=p Z Z |L(u, v;5,d)|y"p? (v — u)+ (33)

u=0v=0

d d
vK Z Z |L(u,v;s, d)|’y“pd*“(v —u) (34)

u=0v=0
=ps(p—7) +1Ks(p—)
=s(p =)

We have Eqand Eqbecause L(u,v;s,d) =0whenu >d,v>d,u<0,orv<D0.

E Experiments

E.1 Dataset Details

MNIST is an image classification dataset containing 60,000 training and 10,000 test examples. Each
example can be viewed as a vector containing 784 (28 x 28) features.

CIFAR10 is an image classification dataset containing 50,000 training and 10,000 test examples.
Each example can be viewed as a vector containing 3072 (32 x 32 x 3) features.

EMBER is a malware detection dataset containing 600,000 training and 200,000 test examples. Each
example is a vector containing 2,351 features.

Contagio is a malware detection dataset, where each example is a vector containing 135 features. We
partition the dataset into 6,000 training and 4,000 test examples.

MNIST-17 is a sub-dataset of MNIST, which contains 13,007 training and 2,163 test examples.
MNIST-01 is a sub-dataset of MNIST, which contains 12,665 training and 2,115 test examples.
CIFAR10-02 is a sub-dataset of CIFAR10, which contains 10,000 training and 2,000 test examples.

For CIFARI10, we categorize each feature into 4 categories. For the rest of the datasets, we binarize
each feature. A special case is L, where we do not categorize features.

E.2 Experiment Results Details
We train all models on a server running Ubuntu 18.04.5 LTS with two V100 32GB GPUs and Intel

Xeon Gold 5115 CPUs running at 2.40GHz. For computing the certified radius, we run experiments
across hundreds of machines in high throughput computing center.
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E.2.1 Defend Trigger-less Attacks

Comparison to Bagging We show full results of comparison on F, in Figures and 5} The
results are similar as described in Section[7]

We additionally compare BagFlip with Bagging on FL; using MNIST-17 and L using MNIST, and
show the results in Figure[6] BagFlip still outperforms Bagging on FL; using MNIST-17. However,
Bagging outperforms BagFlip on L because when the attacker is only able to perturb the label, then
s = 1 is equal to s = co and flipping the labels hurts the accuracy.

Comparison to LabelFlip We compare two configurations of BagFlip to LabelFlip using MNIST
and show results of BagFlip in Figure[7| The results show that LabelFlip achieves less than 60%
normal accuracy, while BagFlip-0.95 (BagFlip-0.9) achieves 89.2% (88.6%) normal accuracy, re-
spectively. BagFlip achieves higher certified accuracy than LabelFlip across all R. In particular, the
certified accuracy of LabelFlip drops to less than 20% when R = 0.83, while BagFlip-0.95 (BagFlip-
0.9) still achieves 38.9% (36.2%) certified accuracy, respectively. BagFlip has higher normal
accuracy and certified accuracy than LabelFlip.

E.2.2 Defend Backdoor Attacks

We set k£ = 100 for MNIST-17 when comparing to FeatFlip. We set k& = 50, 200 for MNIST-01 and
CIFAR10-02 respectively when comparing to RAB. And we set £ = 100, 1000, 3000, 30 for MNIST,
CIFAR10, EMBER, and Contagio respectively when evaluating BagFlip on F;. We use BadNets to
modify 10% of examples in the training set.

Comparison to RAB We show the comparison with full configurations of RAB-o in Fig-
ures [8(a)] and [8(b)l where ¢ = 0.5,1,2 are different Gaussian noise levels. Note that RAB’s
curves are not visible because the certified radius is almost zero anywhere.

Results on EMBER and CIFAR10 BagFlip cannot
compute effective certificates for CIFARI1DO, i.e., the cer- 100
tified accuracy is zero even at R = 0, thus we do not show
the figure for CIFAR10. Figure [9 shows the results of
BagFlip on EMBER. BagFlip cannot compute effective
certificates for EMBER, neither. We leave the improve-
ment of BagFlip as a future work.
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Figure 9: BagFlip-0.95 on EMBER
against backdoor attack with F;. Dashed
lines show normal accuracy.
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Figure 3: Compared to Bagging [[13]. The horizontal dashed lines show the normal accuracy. The
solid lines show the certified accuracy at different R. BagFlip-a shows the result of the noise level a.
The blue line shows the uncategorized version of bagging.
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Figure 4: Results of BagFlip on different s and different datasets.
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Figure 5: Results of BagFlip on CIFAR10.
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Figure 6: Compared to Bagging on FL; on MNIST-17 and L using MNIST.
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