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Abstract

Images, captured by a camera, play a critical role in training Deep Neural Net-
works (DNNs). Usually, we assume the images acquired by cameras are consistent
with the ones perceived by human eyes. However, due to the different physical
mechanisms between human-vision and computer-vision systems, the final per-
ceived images could be very different in some cases, for example shooting on
digital monitors. In this paper, we find a special phenomenon in digital image
processing, the moiré effect, that could cause unnoticed security threats to DNNs.
Based on it, we propose a Moiré Attack (MA) that generates the physical-world
moiré pattern adding to the images by mimicking the shooting process of digi-
tal devices. Extensive experiments demonstrate that our proposed digital Moiré
Attack (MA) is a perfect camouflage for attackers to tamper with DNNs with a
high success rate (100.0% for untargeted and 97.0% for targeted attack with the
noise budget ε = 4), high transferability rate across different models, and high
robustness under various defenses. Furthermore, MA owns great stealthiness be-
cause the moiré effect is unavoidable due to the camera’s inner physical structure,
which therefore hardly attracts the awareness of humans. Our code is available at
https://github.com/Dantong88/Moire_Attack.

1 Introduction

Deep Neural Networks (DNNs) present huge potential in solving varies of vision tasks such as image
classification [19], instance segmentation [18], and object detection [32]. While such algorithms
bring huge productivity and greatly facilitate the daily life of humans, security risks also arise. It was
first revealed by Szegedy et al. [38] that small and imperceptible to human eyes perturbation on the
inputs can totally fool a DNN model and dramatically alter the results [14]. Since then, large amounts
of studies [14, 24, 22, 23, 10, 29, 11] have focused on crafting adversarial examples to mislead DNNs
to make wrong predictions which is called adversarial attack.

In the application of DNNs, an assumption are usually assumed that image samples used in the test
phase should follow the same distribution of the training data. However, in real-world applications, the
image samples are usually captured by various sensors (cameras, scanners, etc.) in different conditions
(light, angles, etc.). Such differences are reasonable to human eyes while may confuse a seemed
robust DNN. Especially, under some situations, the strange distortions beyond the commonly used
data augmentation methods may severely decrease its accuracy. One of such non-typical distortion we
focus on in this paper is moiré pattern, an artifact caused by interference of overlapping lines, grids
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and patterns. Moiré effect commonly occurs in the image when the frequency of the details in a scene
exceeds the sensors’ resolution [36]. Despite both human observers and image-capture sensors view
the same image, the human perceives a normal image while colorful strange waves (moiré effect) are
generated as a by-product by the sensors when the camera interacts with the frequent details of the
objects (as shown in Figure 1 (a)). The moiré effect is a typical example showing such a difference
between the human eyes and camera sensors. To be specific, in terms of human eyes, three different
types of cone cells respond differently to light of different wavelengths, the received different color
signals of the cone cells allow the brain to perceive a continuous range of colors. However, the color
vision perceived by the digital sensor called color filter array (CFA) receives color discretely. The
CFA is composed of many tiny color filters arranged periodically, thus the camera samples the color
signals at either discrete intervals or locations. Moreover, the human observer does not even know
the existence of moiré patterns for robotic observers.

Figure 1: (a) Moiré pattern in the physical life; (b) Potential security risk brought by moiré pattern.
Moiré pattern disturbs the normal shooting of images and has drawn the attention of many photog-
raphers and electronic screen manufacturers. Especially, The NTIRE challenge on example-based
demoiréing is organized every year to remove moiré pattern in images3. Simultaneously, we are
wondering: 1) whether the above-mentioned difference between human eyes and image-capture
sensors can be a potential physical risk to DNNs? 2) if it can be maliciously utilized by attackers to
compromise the DNN-based applications? For example, objects with frequent stripes or lines (Figure
1 (a)) may produce moiré when recorded by camera and then lead to a wrong classification. Another
more common real-world scenario is illustrated in Figure 1 (b): an autonomous car is required to make
real-time predictions of camera-captured images. Since the LCD monitors are now broadly existing
on the streets (traffic signs, advertisements, etc.), the image captured by the sensors is highly possible
to include a moiré pattern, which may trigger the subsequent false predictions of the detection and
recognition system of the self-driving car, incurring a catastrophe.

In this work, we find that DNNs are vulnerable to the moiré pattern and can be easily fooled to make
the false prediction (the corresponding experiments are shown in Section 3.1). This demonstrates
the effectiveness of the moiré pattern as a potential physical-world attack. Then we propose a Moiré
Attack (MA) by mimicking the shooting process of the camera when taking images on the LCD
monitor. From the perspective of attackers, the moiré pattern can be a perfect camouflage of the
adversarial perturbations. Especially, the proposed Moiré Attack is more controllable and enables
the attackers to deliver the targeted attack. While from the perspective of humans or supervisors,
few of them pay attention to the moiré pattern because of its unavoidability in the physical world. In
summary, the contributions of our work are listed as follows:

• We first discover and analyze the potential security threat of the moiré artifacts to DNNs.
Due to the mechanism of the camera’s inner property to generate images, moiré pattern is
unavoidable, which make the attack stealthy.

• We propose a Moiré Attack (MA) by mimicking the shooting process of the camera sensors,
which gives the attackers more freedom and controllability to tamper with DNNs.

• We perform comprehensive experiments to evaluate the proposed MA, which has high attack
success rate and transferability across the different victim models. In addition, it possesses a
high robustness that is resistant to many extant image transformation methods.

3More information about the challenge is here: http://www.vision.ee.ethz.ch/ntire20/
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2 Related Work

2.1 Adversarial attacks

Adversarial attack is to generate adversarial examples by maximizing the classification error of the
victim model [38]. It can be applied either in a digital setting or in a physical-world setting.

Digital attacks. Based on the attacker’s purpose, it can be divided into the targeted attack and the
untargeted attack. Meanwhile, according to the information the attacker has owned, it can also be
divided into white-box, black-box and gray-box attack [24]. In a white-box attack, information about
the whole internal structure of the victim model is available and utilized by the attacker, most of them
are combined with the optimization strategy and solved as an optimization problem. For example,
represented as the basic gradient-based attack methods, FGSM and FGSM series (I-FGSM, BIM,
and etc.) [14, 22, 23, 10, 29] use the gradient of classification loss with respect to the inputs as
perturbations to disturb the classifiers. By contrast, in black-box attacks, attackers only know the
input and final output of the victim model. In such cases, they usually construct a substitute model to
simulate the victim model which is called transfer attack [38, 22, 33, 41, 40, 39] or query the victim
model to generate corresponding attacks [5, 26, 2].

Physical attacks. In terms of physical attack, Kurakin et al. [23] first showed that, by printing and
recapturing using a cell-phone camera, digital adversarial examples can still be effective. However,
follow-up works had found that such attacks are not easy to realize under physical-world conditions
due to viewpoint shifts, camera noise, and other natural transformations [1]. Strong physical-world
attacks require large perturbations and specific adaptations over the distribution of transformations,
including lighting, rotation, perspective projection, etc. Thus physical-world attacks need to generate
large perturbations to increase adversarial strength, and it is always challenging to produce both
effective and stealthy perturbations. Previous works proposed either controlling the perturbation into
a small area or camouflaging the perturbation into target stealthy styles [3, 13, 11, 21].

In this paper, corresponding to the scenario discussed in Figure 1, we propose to use moiré pattern
as adversarial perturbation intuitively. Different from previous physical attacks which achieve the
adversaries by manipulating the input, the implementation of the proposed Moiré Attack is achieved
by mimicking the physical shooting process of the camera. Thus unlike previous adversarial attacks
aiming to conduct stealthy adversarial examples, our proposed attack based on moiré patterns is even
totally unaware by human observers.

3 The Proposed Moiré Attack

In this section, we first investigate the moiré effect and its threat to DNNs in the physical world.
Then, we formulate the problem and describe the implementation details of our proposed targeted
and untargeted Moiré Attack.

3.1 The investigation of moiré pattern

Moiré effect. Moiré pattern is a large-scale interference phenomenon. It is the perception of
a distinctly different third pattern caused by the inexact superimposition of two similar patterns.
A moiré pattern presents different shapes (ripples, waves, and wisps of intensity variations) and
frequencies when the two components move relative to each other. When the degree of their
misalignment increases, the frequency of the pattern may also increase (as shown in Figure 2 (a)).

Despite almost never being seen in nature, the occurrence of the moiré pattern is ubiquitous in
real photographing. When using the camera or other digital devices to capture a scene or object,
if the repetitive details (such as lines, dots, etc.) within the scene exceed sensor resolution, the
camera produces strange-look patterns. Moiré pattern can be easily found when photographing daily
objects around us such as all kinds of fabrics (jackets, towels, shirts, and curtains), stripe-decorated
architectures, various display screens and even straight hairs, as shown in Figure 1 (a). In other cases,
especially when taking photos on LCDs, the moiré pattern is unavoidable because the process of
displaying and capturing image is discrete in digital imaging. In detail, the digital display is composed
of many pixels. The pixel grid is further divided into single-color regions for either displaying or
sensing the color. As most displays and image-acquisition systems cannot display or sense the
different color channels at the same site, a color is typically represented by subpixel, including several
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