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Abstract

Neural networks have been shown effective in deep steganography for hiding
a full image in another. However, the reason for its success remains not fully
clear. Under the existing cover (C') dependent deep hiding (DDH) pipeline, it is
challenging to analyze how the secret (S) image is encoded since the encoded
message cannot be analyzed independently. We propose a novel universal deep
hiding (UDH) meta-architecture to disentangle the encoding of S from C. We
perform extensive analysis and demonstrate that the success of deep steganography
can be attributed to a frequency discrepancy between C' and the encoded secret
image. Despite S being hidden in a cover-agnostic manner, strikingly, UDH
achieves a performance comparable to the existing DDH. Beyond hiding one image,
we push the limits of deep steganography. Exploiting its property of being universal,
we propose universal watermarking as a timely solution to address the concern of
the exponentially increasing number of images and videos. UDH is robust to a
pixel intensity shift on the container image, which makes it suitable for challenging
application of light field messaging (LFM). Our work is the first to demonstrate
the success of (DNN-based) hiding a full image for watermarking and LFM. Code:
https://github.com/ChaoningZhang/Universal-Deep-Hiding

1 Introduction

The craft of steganography describes the secret communication without revealing the transported
information to a third-party [25} 27, [14} 28]. The challenge for image steganography is to hide
more information while keeping the container image look natural [17, 10, 9]]. Recently, deep neural
networks [32] have been shown to successfully hide a full image in another one [2]] with a message ca-
pacity of 24 bits per pixel (bpp) significantly exceeding that of traditional techniques, e.g. HUGO [39]
hides < 0.5 bpp. The task of (image) “steganography" with traditional techniques often requires
perfectly decoding the secret message while remaining undetected by steganalysis [40]. In contrast,
deep steganography in [2]] has introduced a conceptually similar but technically different task of
hiding a full image. Specifically, it relaxed the constraint of perfect decoding while focused on a high
hiding capacity with a visual quality trade-off between container image and decoded secret image [2].
Due to the large hiding capacity, it is unlikely that the hidden image can remain undetected [3]]. This
new task has also been explored in a wide range of works [45]47]. Acknowledging the difference
between traditional steganography and deep steganography, in this work we adopt the term “deep
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steganography” to be consistent with [2} 45}147,146]]. The success of deep steganography also inspired
the exploration of hiding binary information in deep watermarking [55] and deep photographic
steganography, also termed light filed messaging (LFM) [46]. Despite large information capacity,
deep steganography has a high visual quality, the reason of which remains yet unexplored. With the
focus of hiding a secret image, our work is the first one towards explaining how deep steganography
works as well as investigating it for applications in watermarking and LFM.
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Figure 1: Existing DDH meta-architecture with (left) [2] or without(right) [45] P network.

In this work, the general practice of hiding one image in another one is termed deep hiding which
serves as a hypernym or umbrella term including deep steganography, watermarking and LFM. The
existing deep hiding pipelines fall into one meta-architecture category termed cover-dependent deep
hiding (DDH). As shown in Figure |I|, the cover image (C') and (processed) secret image (.5) are
concatenated as the input of a hiding (H ) network to generate a container image (C”). Another
reveal (R) network is used to recover the secret image (S”). The objective is to minimize jjC’  Cjj
and jjS’  Sjj simultaneously. Given C’ remains natural-looking, i.e. jjC’  Cjj is so small that it
is human imperceptible, it is striking that the reveal (R) network can decode S’ almost perfectly
from C’ [2]. The phenomenon of imperceptible hidden information triggering the R network
echos with a parallel research line of adversarial attack [42, 18}, 148 121, 15 [8} [7, [1, [15], where a
small imperceptible perturbation fools a target network. More intriguingly, a single image-agnostic
perturbation is found to exist for attacking most images and often called universal adversarial
perturbations [35,136} 23 149,150 16]]. Inspired by this, we explore the possibility to hide an image in
a cover-agnostic manner, i.e. universal deep hiding (UDH).

The primary motivation of UDH is to facilitate explaining the success of deep steganography [2]. One
natural guess is that messages are hidden in the least significant bits (LSB) [10], however, preliminary
analysis in [2] rules out this possibility. Intuitively, Se = C’  C represents how .S is encoded in C”,
however, it is not meaningful to analyze Se independent of C' in the existing DDH because Se, (being
equal to H(C,S) (), is dependent on C. Since S is encoded in C’, one alternative is to analyze
(' as a whole but the magnitude dominance of C' over S, makes it impractical. The above reasons
complicate the exploration of how S is encoded under the existing DDH. In the proposed UDH (See
Figure , Se (being equal to H(S)) is independent of C'. Thus, Se can be analyzed directly, which
is a noticeable merit of UDH for understanding where and/or how the S is encoded. We find that
the success of UDH can be directly attributed to a frequency discrepancy between Se and C'. With a
cross-test of H and R from DDH and UDH, we also successfully demonstrate how DDH works.

Overall, compared with DDH, UDH is a more challenging task because the algorithm of UDH can not
adaptively encode Se based on C'. Empirically, however, we find that UDH results in a more smooth
training and achieves comparable performance for deep steganography. Beyond hiding one image,
we further push the limits of deep steganography with higher hiding capacity. Exploiting its property
of being universal for high efficiency, we are the first to investigate and demonstrate the possibility
of (DNN-based) universal watermarking. This can be a timely solution for efficient watermarking
tackling the exponentially increasing number of images or videos. In contrast to HIDDeN [55] which
watermarks by hiding binary information, we are the first to demonstrate (DNN-based) watermarking
by hiding images. The UDH for hiding images without retraining can be readily extended to hide
simple binary information, achieving superior performance than [55]. UDH is robust to pixel intensity
shift on C’, which makes it more suitable for the task of LFM. In contrast to [46] that only hides
binary information, UDH is the first to successfully hide and transmit an image robust to light
effect, increasing its real-world applicability. It is also worth mentioning that UDH does not require
collecting a large screen-pair dataset (1.9TB) as in [46]. For transmitting simple binary information,
UDH achieves significantly better performance than [46].



2 Related work

Traditional steganography and watermarking have been extensively stud&tj[84]12, (16,41, 33,
20], and we refer the readers td, [L1] for an overall review. Our work focuses on understanding and
harnessing deep learning for hiding messages in images and we summarize its recent advancement.

Hiding a binary message in an imageWith their great success in a wide range of applicati®$s [

29,130, 38, 52], DNNs also found adoption in steganography and watermarl2dy [In early
explorations, DNNs have been adopted to mainly substitute a single stage of a larger pRgI6 [

37]. Recently, the trend is to train networks end-to-end for the whole working pipeline. lebgts

rst trained DNNs with adversarial training to hide binary messages in an end-to-end ma#her [
Taking robustness into account, HiDDeBb[ explored hiding binary messages for watermarking.
Adversarial training was adopted in HiDDeN to minimize the arti cial effect@h By encoding
hyperlinks into binary bits, a concurrent work3 also shows that DNNs can be trained to perform a
robust encoding and decoding for physical photographs. The performance of these approaches can be
evaluated by various metrics, such as capacity, secrecy, and robustness. There is often an inherent
con ict between these metricd 9, 55]. For example, models with high capacity have low secrecy
since hiding more information results in larger distortions on images. The models that are robust to
distortions tend to sacri ce both secrecy and capacity. To increase robustness for watermarking, the
hiding capacity in HiDDeN was less than 0.002 bpp [55].

Hiding an image message in an imageHiding binary messages with DNNs has a low information
capacity (typically lower thag:5 bpp), which does not fully exploit the potential of deep hiding.

In a seminal work 2], deep steganography has been shown to hide a full image with a very high
capacity of24 bpp. It adopted an additional preparatidh) (hetwork to process the image into a

new form before concatenating it with the cover image, see Figure 1 (left). The technique of hiding
an image in another can be easily extended to hide videos in videos, by sequentially hiding each
frame of one video in the frame of another video. This approach has been explogéfhiringre
temporal redundancy has been exploited to hide the residual secret frame instead of the original
image frame. Hiding frames in8 frames has also been explored 47]where 3D-CNN is used to
exploit the motion relationship between frames. Despite architecture differentesdR, prior

works [45, 47] can be seen as an extension ftpy excluding theP network, see Figure 1 (right).
Different from prior arts, our work is based on the proposed UDH meta-architecture, focusing on
explaining the deep steganography success and investigating (universal) watermarking and LFM by
hiding a secret image.

3 Universal deep hiding meta-architecture

Figure 2: The proposed UDH meta-architecture: A secret intagefed toH yielding Se which
is added to aandomcover imageC resulting inC% Three example cover images are shown to
demonstrate thak can be any random natural image and has trivial in uence on the rev8iled

We propose a novéUniversal) Deep Hidingneta-architecture termed UDH as shown in Figure 2.
Only the secret image is fed intd and the encode8, is added to aandomcover image directlyi.e.
C%= C + S.. Note the similarity to adding a UAP to a random image in universal atta@s<§,

50, 6]. Different from the UAP to attack a target DNN, the univerSalis generated by co-training

H andR to make it recoverable bR. The optimization goal is to minimize the loss de ned as
L(S;Se;SY = jjSeji + jiS® Sjj, whereS, = C° C and following [2] we set to 0.75.



3.1 Basic setup and results

We co-trainH andR on the ImageNetl[3] training dataset with the ADAM optimizeBfl]. The APD
(average pixel discrepancy) performance evaluated on the ImageNet validation dataset is available in
Table 1. The cover APD and secret APD are calculated ak therm of the difference betwedd
andCPand that betwee8 andS° respectively. Additionally, the results with Peak signal-to-noise
ratio (PSNR), Structural Similarity (SSIM) and Perceptual Similarity (LPIPS) are repd#tetiopts

a simpli ed U-Net from Cycle-GAN 6], andR stacks several convolutional layers. The image
resolution size is set th28 128 Additional architecture details and results are provided in the
supplementary. To compare with the existing DDH, we adopt a sifdilandR and conduct the
experiment under the same settings. Despite hiding images in a cover-agnostic manner, UDH achieves
performance comparable to the existing DDH. Moreover, we empirically nd that UDH leads to

a more stable training (see the supplementary). Our result is comparable with the reported cover
APD of 2:8/ 2:4 and secret APD a8:6/ 3:4 in [2)/ [ 3]. We experimented with various architectures

and found that the architecture choice FbrandR has no signi cant in uence on the performance.

By design, UDH does not requireRa network, meanwhile for DDH, our exploration shows that
adoptingP as in 2] does not provide superior performance and sometimes destabilizes training. The
qualitative results of our UDH are shown in Figure 3, where identifying the difference betweed

COor that betweers andSCis challenging. Note that their gap is ampli ed for better visualization.

Table 1: Performance comparison between UDH and
DDH. The hiding and revealing performance are mea-
sured on the cover image and secret imag®, respec-
tively. For UDH 'S, we report two scenarios: one with
CPas the input of th&® network and the other witB,

as its input. Higher is better for PSNR and SSIM, and
lower is better for APD and LPIPS [54].

Errors  APD# PSNR" SSIM" LPIPS#
UDHC 235 39.13 0.985 0.0001
DDHC 268 3587 0.977 0.0046
UDHS (C% 356 350 0976 0.0136 Figure 3: Qualitative results of UDH. The
U%"I'Dﬁ (Sse) éfgg gj%g 8-325 8-88% columns from left to right indicate, C°,
i i : : .= C% C,S,S0%andS® S respectively.

Remark on steganalysis.We perform steganalysis on UDH. Resonating the ndings for DDH

in [2, 3], StegExposeq], which detects LSB, is con rmed to fail for UDH while a DNN trained

to detect secret information as a binary classi er can successfully detect the existence of hidden
information. Prior works 2, 3] attribute this to the large hidden information capacity without
providing further explanation. Our work provides intuitive explanation with visualization as well as
understanding from the Fourier perspective.

4 Universal Deep Hiding analysis

Where is the secret image encodedFrom S to S° the UDH pipeline performs two mappings,
i.e. H encodesS to S andR decodesS, to S°. Since the APD betwees andSPis very small,
especially withSe as the input oR, the decoding can be seen as the inverse of the encoding. In the
following, we analyse the encoding properties of UDH in the channel and spatial dimension.

We measure the channel-wise effect@andSP by setting all values to zeros for a chosen channel

in S andS,, respectively. The detailed results are shown in the supplementary. We observe that a
change on any of the RGB channelsSrieads to similar APD values in all three channelsSin

and the in uence ofS. on S® mirrors the same behavior. The results indicate that the encoding
mapping and decoding mapping are not channel-wise. With a similar procedure, we investigate the
spatial dimension but set the pixel intensity of a single pixel to zero. Due to the local nature of the
convolution operation, the in uence is conjectured to be limited to only its surrounding pixels. We
measure the APD with regard to the pixel distance from the point modi ed and report the results
in the supplementary. We observe that for both encodihgn(S,) and decodingSe on S9, the

in uence region is small. Our results align well with the ndings @, B], however, our more delicate
analysis excludes the in uence @f.
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