A Omitted Results and Proofs

Lemma A.1. Let Ajq, : D — S be an £9-DP local randomizer. For D = (dy,...,dy) € D™, q €
(0,1), and k € [m], define BiasedSampling, (D, k) to return dy. with probability q, and a sample
from an arbitrary distribution over D \ {dy} with probability 1 — q. For any k € [m] and any set of
outcomes S C S, we have

Pr [.Aldp(dk) S S] < eco
Pr [Aap (BiasedSampling, (D, k)) € §] — 1+q(eo — 1)

Proof. Fix a set of outcomes S C S. By £¢-LDP of A4, for any d,d’ € D, we get

PI‘[.Aldp(d) S S]
PI‘[.Aldp(d') S S]
Now, for dataset D = (dy,...,d,,) € D™ and k € [m], we have:
Pr [-Aldp(dk) S S] . Pr [-Aldp(dk) S S]
Pr [A4,(BiasedSampling (D, k)) € S] ’Z”: Pr A, (d) € 5| Prld = d;)

j=1

<e® )
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g+e <0 ) Prid =d,
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1 eo
g+ (1—gles0  1+q(ew —1)

IN

where the third equality follows as Pr[d = di] = ¢, and the first inequality follows using inequal-

ity 1, and the fourth equality follows as )" Pr[d =d;] =1—g¢. O
J#k

Lemma A.2. Let AW AR be mechanisms of the form AW : S x e X St xD —

S, Suppose there exist constants a > 0 and b € (0,1) such that each A is ¢;-DP with ¢; <

log (1 + %) Then, for any § € (0,1), the k-fold adaptive composition of AV, ... A®) is

2a? log (1/6)
k(1-b)

(2, 8)-DP with & = 58 +

Proof. We start by applying the heterogeneous advanced composition for DP [24] for the sequence
of mechanisms Ay, ..., Ay to get (¢, §)-DP for the composition, where

2

Let us start by bounding the second term in equation 2. First, observe that:

Sa-S(n(rinis) < Sawr O

i€[k] i€ (k] i€[k]

where the first inequality follows from log(1 + z) < .
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Now, we have:

a a 9 k 1
= <a — 5 ax
D T ; (k—ib)? ~ /0 (= at2”

i€[k]
— g2 1 _i _aj 1 —1
=0k k) R \1-b

2
a
= — 4
1= D) @
: 1 _ 1
where the second equality follows as we have f e dr = =
Next, we bound the first term in equation 2 as follows:
a a 2
Z (¥ —1)g; Z (k—b(i—l)) (log (1 + k—b(i—l))) Z (k B(i— 1))
€5 - a
i€lk] e +1 i€k 2+ k—b(i—1) clk] 2+ 5= b(l 1)
2
a
< Z < (5)
e 2 —b(i —1))* ~ 2k(1—b)

where the first inequality follows from log(1+ x) < x, and the last inequality follows from inequal-
ity 4.

Using inequalities 3, 4 and 5 in equation 2, we get that the k-fold adaptive composition of

Aj, ..., Ay satisfies (¢,0)-DP, for e = zk(aib) + 2a2kl((ig (;)/6) O
Lemma A.3. Suppose A : D — S is an (gg,00)-DP local randomizer with 5y <

( (176715(:2)21 : ) Then there exists an 8co-DP local randomizer A : D — S such that
4e<0 2+1n(1/‘(‘1—e71550))

forany d € D we have TV (A(d), A(d)) < 07.

Proof. The proof is a direct application of results by Cheu et al. [12]. First we recall that from
[12, Claims D.2 and D.5] (applied with n = 1 in their notation) it follows that given .4 there exist

randomizers /L@T which are 8¢(-DP and satisfy

— 6760

. ke2e0\ T 28050
TV(A(d),Ak,T(d))§(1— 62 ) +(T+2)1076

for any k € (0,2¢72¢¢) and T € N as long as §p < %. The result follows from taking
k =2e73%, T =1n(2/81)/In(1/(1 — €°*°)) and noting these choices imply the desired condition

on the total variation distance under our assumption on J. O

Proof of Corollary 3.3. Setting po = ™ in Ay;,, we get from Theorem 3.2 that 3 € (0,1), algo-
rithm Ay, satisfies (¢1, 3)-DP for

(ef0 —1)y/2mecolog (1/8)  me (e — 1)2
+
n 2n?

- 2(e®0 — 1)4/2meco log (1/) (6)
n

where the inequality follows since n > (e° — 1)y/meco.

&1 =

Now, using inequality 6 and applying advanced composition to ;- repetitions of Ay;,, we get

(s, % + 6) -DP, for

e<e % log (1/6) + -1 (¢ — 1) 7)
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Since g < 2log (n/8vim) (713/8\/%)
inequality 7 that

, we have that 1 < %, and thus, (ef* — 1) < 3% Therefore, we get from
2n 3n
e<eyy—log (1/8) + %5%
€ € 2 €
< (e _ 1) \/ log (1/8) log (1/6) | 12(e* —1)c™ log (1/6)
n n
— 61.560
=0
()

where the equality holds since n > (e — 1)2e%0\/mlog (1/f), and O(-) hides polylog factors in
1/8 and 1/4. O

Proof of Proposition 3.4. In Algorithm 1, for ¢ € [m], we have
S; = {Jj : User(j) checks-in for index ¢}

For i € [m], define an indicator random variable F; that indicates if S; is empty. Note that the
server performs a dummy gradient update for instance ¢ € [n] if and only if S; is empty (or, in other
words, F; = 1). Next, for j € [n], let I ; denote the index that user j in Algorithm .Ay;, performs
her (R;, pj)-check-in into, where R; = [m] and p; = pg. Thus, for index ¢ € [m], we have

Pr[E;=1]=Pr ﬂ ((Userj abstains) U (User j participates A I # 2))
j€ln]

= [T (0 =po) +PrL; #i] - po) = <(1p0)+ (1;) .po)n

J€[n]

n
(-2
m
where the second equality follows since the check-ins for each user are independent of the others,
and each user abstains from participating w.p. (1 — po).

Thus, for the expected number of dummy gradient updates, we have:

E(Evm) = S PrE =1 =m(1-2)" @®)
=3 (=)

If pg = <* for ¢ > 0, from equation 8 we get

n e

where the inequality follows as (1 — %)b <e %forb>1,la| <b. O

Proof of Theorem 3.5. To be able to directly apply [33, Theorem 2], our technique Ay, needs to
satisfy two conditions: i) each model update should be an unbiased estimate of the gradient, and ii) a
bound on the expected Lo-norm of the gradient. Notice that in A y;,, every client j € [n] performs a
([m], po)-check-in. This is analogous to a bins-and-balls setting where n balls are thrown, each with
probability pg, into m bins. Thus, for each update step ¢ € [m], the number of clients checking-in for
this step (i.e., |S;| in the notation of Algorithm 1) can be approximated by an independent Poisson
random variable Y; with mean npg/m, using Poisson approximation [30], as follows:

Pr[|S;| = 0] < 2Pr[Y; = 0] = 2~ "Po/™ =

Now, we know that there exists a probability p, < p’ with which the gradient update g; is 0P.

Thus, to make the gradient update unbiased, each participating user can multiply their update by
1 1 1

T S T = T-gemorm- Consequently, the Lipschitz-constant of the loss ¢, and the variance
1

of the noise added to the update, increases by a factor of at most m
9e—npo/m

. Thus, we get
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E [||g:l]] < < 2" +L° _ \With this, our technique will satisfy both the conditions required to apply

S Tgemrorm
the result in [33] for learning rate 7; = % as follows:

. . R?  c(po?+ L?) 2 + log(m)
EDﬂm [$<‘@50m)] - 3(9,9 ) < (C + 1 — Qe—npo/m) ( \/m )

gives the statement of the theorem. O

R(1—2¢"Po/™)

Proof of Theorem 4.2. We prove the first bound on the line of the proof of Theorem 3.5. Since A4
skips an update for time step ¢ € [m] if no client checks-in at step 4, and otherwise makes an update
of the average of the noisy gradients received by checked-in clients, each update of the algorithm is
unbiased. Now, notice that in A4, every client j € [n] checks into [m] v.a.r. Thus, each update
step ¢ € [m] will have n/m checked-in clients in expectation. As a result, for an averaged update

hi = g—’;‘, we get E [||ﬁ2 HQ} < %‘72 + L2. With this, our technique will satisfy both the conditions
required to apply [33, Theorem 2] for learning rate ; = %, giving:

Optimizing the learning rate to be 7; = Ri‘/ﬁ, gives the statement of the theorem.
v/ (mpo2+4nL?2)i

Optimizing the learning rate to be n; =

When in addition the loss is 8-smooth we can obtain an improved bound on the expected risk
— in this case, for the average parameter vector ﬁl > ;0 — by applying [11, Theorem 6.3]. Let

h; = Vo Z(2;0;) be the true gradient on the populatlon loss at each iteration. The cited result says
that after m iterations with learning rate 7); = with k2 > E[||h; — h;||%] we get

mf
B+ %%

m 2
Ep.o,.....0,. [ ( ZG>‘| L(2;0") < Rk \/ ’BR

The result now follows from observing that

~ 1
E[|[h; — hill?] < EgBin(n,1/m) [S(L2 + po?)

S > o} ~0 (%(LQ +p02))

Proof of Proposition 4.4. In Algorithm Ay 4,,, for ¢ € [n —m + 1], we have
S; = {Jj : User(j) checks-in for index ¢}

For ¢ € [n], define an indicator random variable E; that indicates if S; is empty. Note that the server
performs a dummy gradient update for instance ¢ € [n] if and only if S; is empty (or, in other words,
E;, = 1). Next, for j € [m], let I; denote the index that user j in Algorithm Ay;, performs her
Rj-check-in into, where R; = {j,...,j +m — 1}. Thus, forindex i € {m,...,n —m + 1}, we
have

, . 1\" 1
Prigi=1=Pr| (] L#i= ]] Pr[lj#z]=<1—) <= O

jeli—m+1,i] jeli—m+1,i]

where the second equality follows since the check-ins for each user are independent of the others,
and the inequality follows as (1 — 7) <e *forb>1,lal <b.

Thus, for the expected number of dummy gradient updates, we have:

n—m-+1
E(E;.,) = R ) I QP Rl
(BErn) > PriE; =1 < —
i€{m,....n—m+1}
where the inequality follows from inequality 9. O
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A.1 Proof of Theorems 3.2 and 4.3

We will first prove the privacy guarantee of Ay;, (Algorithm 1) by reducing it to algorithm A,
(Algorithm 3) that starts by swapping the first element in the dataset by a given replacement element,
randomly chooses a position in the dataset to get replaced by the original first element with a given
probability, and then carries out DP-SGD with the local randomizer. W.l.o.g., for simplicity we will
define A,..;, to update the model for 1-sized minibatches (i.e., update at every time step). It is easy
to extend to b-sized minibatch updates by accumulating the gradient updates for every b steps and
then updating the model.

For the proofs that follow, it will be convenient to define additional notation for denoting distance
between distributions. Given 2 distributions y and p/, we denote them as p =, 5) p if they are
(e,8)-DP close, i.e., if for all measurable outcomes S, we have

e (W(S) — 8) < p(S) < e (S) +5

Algorithm 3 A,.,: DP-SGD with One Random Replacement

Input: Dataset D = dj.p,, local randomizer A; 4.
Parameters: Initial model 6; € RP, weights wy.,, where w; € [0, Wmas] for i € [m],
replacement element d,.

1: Sample I <“%™ [m)]

2: Let G < (d,, da.m)

3: Let O'[(D) — (G1;[,1, Z71, G1+1;m), where ] = {dGl[ﬂ Owtﬁilrl\fi(:;ablhty wr
for i € [m] do

9i < Awap(05;01(D)[1])

Oit1 < 0; —ngi

Output (9,‘_,_1

AR A

Theorem A.4 (Amplification via random replacement). Suppose Aqp is an €9-DP local random-

izer. Let Ayep, : D™ — ©™ be the protocol from Algorithm 3. For any § € (0,1), algorithm
2 5 5 2

Ayep is (€,8)-DP at index 1 in the central model, where ¢ = W + Winaz (€0 —

1)1/ %g(l/a). In particular, for g9 < 1 and § < 1/100, we get € < TwymazEor/ %. Here,

initial model 01 € RP, weights Wmay, € [0,1], w; € [0, Wimaz] for every i € [m], and replacement
element d, € [0, 1] are parameters to A,ep. Furthermore, if Aiqy is an (g9, 0o)-DP local random-

. . —e~ %0 . . . .
izer with 5y < (e 1 (2);;61 : , then algorithm A, is (¢',0")-DP at index 1 in the central
4e0 <2+“7,15)
In(1/(1—e—2%0))

2 8e 8e 2 £ ’
model, where &' = W + Winaz (€550 —1)4/ w and &' = 6+m(e® +1)d.

Proof. We start by proving the privacy guarantee of A,., for the case where the local randomizer
Ayap is €9-DP, i.e., for the case where 6o = 0. Let us denote the output sequence of A,., by
Zo, 43, ..., Zm+1. Note that Z5.,,, 11 can be seen as the output of a sequence of m algorithms with
conditionally independent randomness: B(*) for i € [m] as follows. On input #s.; and D, B out-
puts a random sample from the distribution of Z; , 1|Z5.; = 65.;. The outputs of B ... BC~1) are
given as input to B(). Therefore, in order to upper bound the privacy parameters of Apep, We an-

alyze the privacy parameters of B, ..., B(™) and apply the heterogeneous advanced composition
for DP [24].

Next, observe that conditioned on the value of I, Z,,; is the output of Al(fi)p(ﬂi; d) with its internal
randomness independent of Zs.;. In particular, for i > 2, one can implement B() as follows. First,
sample an index 7' from the distribution of I|Z5,; = 6. Assign §; = Aiap(0s;di) wp. w; if
T = i, otherwise let §; = Ajqp(6;;d;). For BD, we first sample T u.ar. from [m], and let
g1 = Ayap(61;d1) wp. wy if T = 1, otherwise let g1 = Ajap(01;d,). For each i € [m], algorithm
B outputs ;1 = 6; — 0.
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We now prove that for each i € [m], B® i (log (1 + %) 0) -DP at index 1. Let

D = dy.,, and D' = (d, ds.,n,) be 2 datasets differing in the first element. Let 05.; denote the
input to B®). Let u be the probability distribution of B(*)(fy.;; D). Let p; be the distribution
of B (6y.;; D) conditioned on §; = Agp(0a.4;d1), and 1o be the distribution of B (6s.;; D)
conditioned on g; = Ajqp(02:4;d,) for i = 1, and §; = Ajgp(02:4;d;) for ¢ > 2. Also, denote by
', ph, and 1} the corresponding quantities when B() is run on D’. Let ¢; be the probability that
T = i (sampled from I|Zs.; = 05.;). By definition, 1 = (1 — g;w;)po + qiw;ji1, as BY (s1.;_1; D)
generates output using A;q, (02.;; d1) w.p. w; if T' = 4. Similarly, ¢/ = (1 — qjw; ) py + gjw;p] when
the input dataset is D’.

For i € [m], we observe that 119 =y, since in both cases the output is generated by A;qp (61, d\)
for i = 1, and A4y (02:4; d;) for ¢ > 2. W.Lo.g. assume that ¢; > ¢}. Thus, we can shift (¢; — ¢})w;
mass from the first component of the mixture in g’ to the second component to obtain

/

/
1= (1= qwi)po + giw; (3#3 + (1 - Z) Mo) = (1 = qwi)po + qiwipy
This shows that 1 and p” are overlapping mixtures [5]. Now, 0-LDP of A, 4, implies 119 = (., 0) 1
and f1g = (., 0) ). Moreover, £9-LDP of A4, also implies 1 = (., o) 7, 0 by the joint convexity
of the relation =, oy we also have 111 =, o) . Thus, we can apply Advanced Joint Convexity
of overlapping mixtures (Theorem 2 in [5]) to get that

1 2 10g(14gswi (e50—1)),0) 1 (10)

We now claim that ¢; < %Hegﬁgﬁ Observe that for each D* € {D, D'}, conditioning on
T = i reduces Ay, to running A;4, on o;(D*). Note that for j < ¢, we have that o;(D*)[1 : i — 1]
differs from ¢;(D*)[1 : ¢ — 1] in at most 1 position, and for j > 4, we have o;(D*)[1 : i — 1] =
oj(D*)[1 : i — 1]. Since Pr[j > i] = =L by setting ¢ = 2=t in Lemma A.1, we get that

Pr(Zs,; = 024|T = 1] eco _ meo (11

Pr[Zy,; = 02.] B (7”_71:;’"1)(650 -1) i—14eo(m—i+1)
This immediately implies our claim, since we have
Pr[Zoy; = 02| = i] - Pr[t = i
PI‘[Zz:z‘ = 92:1‘}

¢ = Pr[l' = i[Zs; = 02,] =
eso
<
Ti—-14eo(m—i+1)
1

where the inequality follows from inequality 11, and as Pr[T" = i] = .

Substituting the value of ¢; in equation 10, and using the fact that w; < wy,q,, We get that for
each i € [m], algorithm B is (g;,0)-DP at index 1, where &; = log (1 + M)

i—14e°0 (m—i+1)

(i-1) et
sequence of mechanisms B, ..., B(™) by setting a = wynqaq (e — 1), b = 6;0 ,and k = m,
we get that algorithm A,..,, satisfies (g, §)-DP at index 1, for ¢ = W + Wipaq (€50 —

1)/ 20102 01/0)

This can alternatively be written as €; = log (1 + W) , and using Lemma A.2 for the

Now, for the above bound, if &g < 1 and § < 1/4, we get that

2 2
£ = wmaweeo (660 — 1) + Winaa (eso _ 1) 2e%0 1Og (1/6)
2m m
wmaweo.&so( g0 __ 1) wmam60'55" (eag _ 1)
= 21 1/
(et 2D L riog 1))
Swmazgo 3wmam50
2log (1/6
< ( sS04 205 (1/5))

| /\

3wmam€0 ((\f+ \/7) \/W) < TWrasto w
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where the first inequality follows since €50 (e€0 — 1) < 3¢, for gy < 1, and the second inequality

follows since 3“’*"7“50 <4/ 1o§§ for § < 1/100.

\/H’L -

Now, we prove the privacy guarantee of A, for the more general case where for each i € [m], the
local randomizer A; 4, is (€9, do)-DP. To upper bound the privacy parameters of A,..,, we modify the
local randomizer to satisfy pure DP, apply the previous analysis, and then account for the difference
between the protocols with original and modified randomizers using the total variation distance.

Since Ajqp is (€0, 0)-DP with &y < (17671 ?2);;61 : , we get from Lemma A.3 that there
4ec0 <2+“7715>
In(1/(1—e~°€0))

exists a randomizer flldp that is 8¢¢-DP, and for any data record d and parameter vector 6 satisfies
TV (.Aldp(d; 0), flldp(d; 9)) < 471. After replacing every instance of A;qp in Ayep With Aldp to

obtain A,.p, a union bound gives:

TV (Amp(D);flrep(D)) < mé, (12)

Now, proceeding in a similar manner as in the case of £¢-DP local randomizers above to see
that Amp using the 8¢¢-DP local randomizers Aldp satisfies (¢/,8)-DP at index 1 with &/ =

W + wmax(eSEO — 1)y/ W. Thus, using Proposition 3 from [39] and
inequality 12, we get that A,.., satisfies (¢’, 8')-DP at index 1 with &' = & + m(e® + 1)d;. O

Now, we are ready to prove Theorems 3.2 and 4.3.

Proof of Theorem 3.2. Let D and D’ be 2 datasets of n users that differ in a user at some index
i* € [n]. Algorithm Ay,, can be alternatively seen as follows. The server starts by initializing
F = [0P]™, weights W = [1]™, and for i € [m], set S; = ¢. For each user j € [n] s.t. j # i*,
user j performs a random check-in along with some additional operations. She first samples I; u.a.r.
from [m], and w.p. po does the following: she requests the server for model at index I, (and gets
inserted into set Sy, at the server). She also updates F'[I;] = d; with probability W[I;], and sets

W] = % Next, the server runs A,, on input dataset 7*(D) = (d;», F[2 : m]), with
J
the replacement element F'[1], initial model 6, and weight parameters set to W’[1 : m], where

W'li] = W[i] - po.

First, notice that in the alternative strategy above, for each of the weights W{i],i € [m], it always
holds that WTi] = ﬁ Thus, each weight Wi],i € [m] is updated to simulate reservoir sam-
pling [37] of size 1 in slot F[i]. In other words, updating F'[i] = d with probability W{i] for an

element d is equivalent to F'[j] <= S;, where S; is the set containing d and all the elements pre-

viously considered for updating S;. As a result, since the first element in A,., performs a random
replacement with weights set to W’[1 : m)] for its input dataset, it is easy to see that performing a
concurrent random check-in for user ¢* (as in Algorithm 1) is equivalent to performing a random
replacement for her after the check-ins of all the other users.

From our construction, we know that datasets 7* (D) and 7*(D’), which are each of length m, differ
only in the element with index 1. Moreover, in the alternative strategy above, note that the weights
W'[1 : m] and the replacement element F'[1] input to A,..,, are independent of the data of user i* in
the original dataset. Therefore, in the case §yp = 0, using Theorem A.4 and setting w; ., = pg, We
* ~ * . 65 65 _ EE — e€ og
get Ay, (7%(D)) Res Apep(m*(D’)) at index 1, for e = 2 O(Qmo Ly p(e0oD) ”?n 2los (1/9)
which implies Ag;si (D) & 5 Agise(D'). Consequently, it implies € < 7ppegy/ % foreg < 1
and ¢ < 1/100.

The case dp > 0 follows from the same reduction using the corresponding setting of Theorem A 4.
O

Proof of Theorem 4.3. We proceed similar to the proof of Theorem 3.2. Let D and D’ be 2 datasets
of n users that differ in a user at some index ¢* € [n]. Algorithm A4, can be alternatively seen
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as follows. The server starts by initializing F' = [0P]"~™*1, weights W = [1]*~™*L, and for
je{m,...,n}, setS; = ¢. For each user j € [n] s.t. j # i*, user j performs a random check-in
along with some additional operations. She first samples /; u.a.r. from {j,...,j +m — 1}, requests
the server for model at index [; (and gets inserted into set Sy, at the server). She also updates

F[I;] = d; with probability W], and sets W1[I;] = /.

Now, the server runs its loop until it releases :* — 1 outputs. Next, the server runs A,, on input
dataset 7* (D) = (d;~, F[i* +1 : i* +m]), with weight parameters set to W[i* : i* +m)], initializing
model ;-, and the replacement element F'[¢*]. Lastly, the server releases the last (n — (¢* +m) +1)
outputs of Agqy, using F[i* +m + 1 : n] and the local randomizer A;qp,.

First, notice that in the alternative strategy above, for each of the weights Wi],i € [n], it always
holds that Wi] = |sfl\ Thus, each weight W[i],i € [n] is updated to simulate reservoir sam-
pling [37] of size 1 in slot F[i]. In other words, updating F'[i] = d with probability W{i] for an
element d is equivalent to F[i] <“*™ S;, where S; is the set containing z and all the elements
previously considered for updating S;. As a result, since the first element in A,., performs a ran-
dom replacement for its input dataset (which doesn’t include F'.;« —1 |J Fi* 4-m+1.n in the alternative
strategy above), it is easy to see that sequentially performing a random check-in for user ¢* (as in
Algorithm 1) is equivalent to performing a random replacement for her after the check-ins of all the
other users and releasing the first i* — 1 outputs of Agqy,-

From our construction, we know that datasets 7*(D) and 7*(D’), which are each of length m,
differ only in the element with index 1. Moreover, in the alternative strategy above, note that the
weights W[i* : i* + m], initializing model ;- and the replacement element F[i*] input to A,,
are independent of the data of user ¢* in the original dataset. Therefore, using Theorem A.4 and
<0 (650 _1)2 +

2m

(e%0 — 1)4/ %g(l/é), which implies A,..(D) ¢ s+ms, Arc(D’). Consequently, it implies € <

Teoy) 28420 for ey < 1 and § < 1/100.

The case §yp > 0 follows from the same reduction using the corresponding setting of Theorem A.4.
O

Setting Wyqz = 1, we get Ay, (7 (D)) Be 5+meoy Arep(m*(D')) atindex 1, for e =

A.2 Proof of Theorem 4.1

Let L = (L1,..., L,,) represent the number of users contributing to each of the update steps, i.e.,
L; = |S;| for i € [m]. We start by considering the output distribution of A4 (D) conditioned on
L = ¢ for some ¢ € [n]™ s.t. Y . ¢; = n. This distribution is the same as the one produced by
Algorithm 4 with bin sizes £ on a random permutation 7 (D) of the original dataset D. To analyze
the privacy of Ay, (7(D), ) we use the reduction from shuffling to swapping [19] . This reduction
says it suffices to analyze the privacy of D — Ap;,(o(D), £) on a pair of datasets D and D’ differing
in the first record, where o (D) randomly swaps d; with d; for I uniformly sampled from [n].

Algorithm 4 A,;,,: DP-SGD with Bins

Input: Dataset D = d.,,, bin sizes £ € [n]™ with ). ¢; = n, local randomizer A; 4,

1: Initialize model #; € RP

2: 71

3: fori € [m] do

4: if¢/; = 0 then

5: 01_;,.1 — 91

6: else

7: gz +~— 0

8: forke{j,...,j+¢ —1}do
9: Gi < i + Asap(di, 0;)

10: j—i+e;

11: 0i+1 — ModelUpdate(Qi; gz/&)

12: return sequence 0., +1
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Theorem A.5. Suppose Ajg, : D x © — © is an €9-DP local randomizer. Let £ € [m]"™ with

> li = n. Also, for any dataset D = {d,,...,d,}, define o(D) be the operation that randomly

swaps dy with dy for I uniformly sampled from [n]. For any 6 € (0,1), the mechanism M (D) =
2 4de e 2 2e 5

Apin(0(D), ) is (¢,0)-DP at index 1 with ¢ = léllze™ (%0 1" | [fllze ‘;(e O71)\/210g(1/6).

2n2

Furthermore, if Ajqp is (g0, 0)-DP with 5 < (176750)6} , then M is (¢',6")-DP with
4650 (2+ In(2/51) )

In(1/(1—e~5€0))

) _ lel3e?o (50 12

l[£llpet®0 (e50 —1)
2n2 +

- V/21og(1/8) and §' = § + m(ef +1)6y.

£

Proof. Let o(D) = (czl, ...,dy) denote the dataset after the swap operation. Using the bin
sizes ¢, we split this dataset into mg disjoint datasets Dy, ..., D,,, of sizes |D;| = ¢; with
Dy = (dy,...,dy,), and so on. Note that each of the outputs is obtained as 0,1 < A®(6;; D;)
with

. N 1 -
AW (0;; D;) = ModelUpdate | 6;; - > Away(d, 0;)
! JGDi
By post-processing, each of the A is (g¢, )-DP.
The next step is to modify these mechanisms to reduce the analysis to a question about adaptive

composition. Thus, we introduce mechanisms B(*) for i € [my] that take as input the whole dataset

D and the outputs 81, = (61,...,6;) of the previous mechanisms. Mechanism B starts by
splitting the dataset D into my disjoint datasets Dy, ..., D,,, of sizes | D;| = ¢; as above. Then, it

returns AW (6;; D;) for a dataset D; of size ¢; constructed as follows: with probability p; = Pr[d; €
D;6,.;] it takes D; to be the dataset obtained by replacing a random element from D, with d;, and

with probability 1 — p; it takes D; = D;. Note this construction preserves the output distribution
since for any € we have

Pr[A(i)(ei;Di) = 0014 = (1 *pi)Pr[A(i)(&; D;) = 0101.i,d1 ¢ Dz]
+ 5% PrfA® (05 Di U {di} \ {d}) = 0/61.1,da € D]

' deD;
= Pr[BY(01.:; D) = 0]
To bound the probabilities p; we write:
pi = Pr[dy € D;|01.]
. Pr[01:i|d1 € -Dz] PI‘[dl € Dl}

Pr[al:i}
. é Pr[elzildl S -Dz}
n Eke[mg] Pr[Glzi\dl S Ek] Pl‘[dl S Dk]
¢

o Z ¢ PP[91:i|d1€l?k]
ke[mﬂ] kPr[()l:i\dleDi]

To proceed, we assume dg = 0. If that is not the case, then the same argument based on Lemma A.3
used in the proof of Theorem A.4 allows us to reduce the analysis to the case 6o = 0 and modify the
final € and § accordingly. When the local randomizers satisfy pure DP, we have

Pr[6,.;|d, € D
Z gk—r[ L | L€ ~k] >l + e~ 20 Zf}c + e %0 Zék
k€[mo] Pr(.i|d € Di] k<i k>i
Z 6—26()”

Thus we obtain p; < e29/; /n. Now, the overlapping mixtures argument used in the proof of Theo-
rem A.4 (see [5]) shows that B(*) is £;-DP with e; < log(1 + €2°°(e®® — 1)¢;/n). Furthermore, the
heterogenous advanced composition theorem [24] implies that the composition of B, ..., B(™m0)
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satisfies (&, 9)-DP with

o (egi — 1)51'
€= Z esi +1 T

i€ (k]

2 2
< (e%0 —1)%ete0 [|¢]5 n 2(es0 — 1)%et=o ||£][5 log 1
2n? n2 )

QIOg% Zsf

i€ [k]

O

To conclude the proof of Theorem 4.1, we provide a high probability bound for || L||,, for random L
representing the loads of m bins when n balls are thrown uniformly and independently.

Lemma A.6. Let L = (L, ..., L,,) denote the number of users checked in into each of m update
slots in the protocol from Figure 2. With probability at least 1 — 6, we have

2
ILlly < \fn+ =+ V/nlog(1/6).

Proof. The proof is a standard application of McDiarmid’s inequality. First note that ||L||, is a
function of n i.i.d. random variables indicating the bin where each ball is allocated. Since changing

the assignment of one ball can only change || L||,, by v/2, we have
L]l < ELlly + v/nlog(1/6)
with probability at least 1 — . Finally, we use Jensen’s inequality to obtain

E(ILl,) < (E[ILIZ] = [0 El22] = v/mE Bin(n, 1/m)?

1€[m]
n 1 n? n2
=qy/m|=|\1l-=]+—=)<y\/n+—
m m m m

The privacy claim in Theorem 4.1 follows from using Lemma A.6 to condition with probability at
least 1 — d5 to the case where L is such that

”I’HQS\/1+1+\/IOg(1/62) ’

n n m n

O

and for each individual event L = ¢ satisfying this condition, applying the analysis from Theo-
rem A.5 after the reduction from shuffling to averaging (see, e.g., the proof of Theorem 5.1 below).

A.3 Proof of Theorem 5.1

Algorithm 5 A,;: Local responses with shuffling

Input: Dataset D = d;.,, algorithms Al(fi)p S x o x S x D — SO fori € [n)].
: Let 7 be a uniformly random permutation of [n]
: fori € [n] do

Si < Al(jii,(slziq; drr(i))
return sequence si.,

b

We will prove the privacy guarantee of A (Algorithm 5) in a similar manner as in the proof of
Theorem 7 in [19]: by reducing Ay to Asyqp that starts by swapping the first element with a v.a.r.
sample in the dataset, and then applies the local randomizers (Algorithm 6). They key difference
between our proof and the one in [19] is that we provide tighter, position-dependent privacy guaran-
tees for each of the outputs of A,,,qp, and then use an heterogeneous adaptive composition theorem
from [24] to compute the final privacy parameters.
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Algorithm 6 A;,,,,: Local responses with one swap

Input: Dataset D = d;.,,, algorithms .Al(;)p S x . x S x D — SO fori € [n)].
Sample I <““" [n]
Let O'](D) — (d],dg, R d]_l,dl, d1+1, ey dn)
for i € [c] do
8; < AZ(ZD(SLFH UI(D)[i])
return sequence Si.p,

A

Theorem A.7. (Amplification by swapping) For a domain D, let -Az(:l; SM xS D
SO fori € [n] (where S is the range space of Al(;)p) be a sequence of algorithms s.t. Aldp
is €9-DP for all values of auxiliary inputs in S x .. x SG=D_ Let Agpap + D" — SW x

- x 8 be the algorithm that given a dataset D = dy., € D™, swaps the first element in

D with an element sampled u.a.r. in D, and then applies the local randomizers to the resulting
dataset sequentially (see Algorithm 6). Agyap satisfies (e,9)-DP at index 1 in the central model,

for €= W + e30/2(ef0 — 1)4/ Qk’gT(l/‘s). Furthermore, if the A% are (gg, 0g)-DP with

—eo . . 24eq ( 8e0 _ 112
(1=e”%)d then Awap is (',8')-DP with &' = <€ 21" | c12e0 (80 _
4e50 <2+ _ nz/ey) )

2n
In(1/(1—e—5€0))

1)/ 2500 4 § = 6+ m(es + 1)d;.

Proof. We start by proving the privacy guarantee of Ay, for the case where for each ¢ € [c], the
local randomizer Al(zo is £9-DP, i.e., for the case where §; = 0. Let us denote the output sequence
of Agwap bY Z1, Zo, . .., Zy,. Note that Z;.,, can be seen as the output of a sequence of n algorithms
with conditionally independent randomness: B(*) : S() x ... x S~ x D" — SO for i € [n].
On input s1.;—1 and D, B® outputs a random sample from the distribution of Z;|Z1.;_1 = $1.4_1.
The outputs of B, ..., BU~1 are given as input to B(). Therefore, in order to upper bound the

privacy parameters of A, We analyze the privacy parameters of BM ... B™ and apply the
heterogeneous advanced composition for DP [24].

Next, observe that conditioned on the value of I, Z; is the output of Al(fi;(sl;i,l; d) with its internal
randomness independent of Z;.;_;. In particular, for ¢ > 2, one can implement B as follows.
First, sample an index 7" from the distribution of I|Z;.;—1 = s1,-1. Output Al(zo(slzifﬁ dy) if
T = 1, otherwise output Al(z)(sl;i,l; d;). For BY), we first sample T u.a.r. from [n], and then
output Al dp( 7).

6250 (660 71)

We now prove that for each i € [c], B is (1og (1 + 6250+(i71)+(n7i)650) ,O) -DP at index 1.
Let D = dy., and D' = (d}, da.,) be 2 datasets differing in the first element. Let s;.;—; denote
the input to B(*). Let x be the probability distribution of B (sy.;_1; D), and let po (resp. ;) be
the distribution of B() (sy.;_1; D) conditioned on T # i (resp. T' = 4). Let ¢; be the probability
that T = 4 (sampled from I|Z7.;_1 = $1.,—1). By definition, p = (1 — ¢;)po + qip1. Also,
denote by 1/, yih, 1}, and ¢, the corresponding quantities when B(*) is run on D’. Thus, we get
po= (1= q)uo + gy

For i € [n], we observe that g = g, since in both cases the output is generated by Az dp(dT)

conditioned on T' # 1 for i = 1, and Aldp(81 .i—1;d;) fori > 2. W.L.o.g. assume that ¢; > ¢/. Thus,

we can shift ¢; — ¢; mass from the first component of the mixture in £ to the second component to
obtain

% 4

po=(1=g)po+qi (1//1 + (1 -

qi q

%

) Mo) = (1—q)po + qipt
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This shows that  and ' are overlapping mixtures [5]. Now, £o-LDP of Al(;)p implies po X (c,,0) t1

and (19 =(c,,0) py. Moreover, £9-LDP of Al(ji)p also implies f11 &, 0y 1, S0 by the joint convexity
of the relation =, oy we also have y11 =, o) . Thus, we can apply Advanced Joint Convexity
of overlapping mixtures (Theorem 2 in [5]) to get that

14 2 (log(144: (e50—1)),0) M’ (13)

€220

o e e g Observe that for each D* € {D, D'}, conditioning

on T = i reduces Agyqp to running Al(sz)), k € [n] on g;(D*). Note that o;(D*)[1 : ¢ — 1] differs

from o;(D*)[1 : ¢ — 1] in at most 2 positions for j < 4, and at most 1 position for j > i. By £9-LDP
of .Al(s;, k € [n], we get that

We now claim that ¢; <

Pr(Zii—1 = s1.i-1|T = 1]

Pr(Zii—1 = s1.i-1|T = 1] 2 .
<e“Cforj<i and ,
J PI‘[Z1:i—1 = Sl:i—l‘T = ]]

PI‘[Z1;7;_1 = Sl:i—l‘T = ]] -

<eforj>i (14)

Now, on the lines of the proof of Lemma A.1, we have:
Pr(Zi;—1 = s1.4-1|T =1
PI‘[ZMA = 81:1'71]
Pr(Zi.i—1 = s1.i-1|t = 1]

Z Pr[Zl:i—l - Slzi—llT = ]] PI’[T = ]]
=1

1
Z P!‘[Z1:7‘,—1:S1:71—1|t:j] PI‘[T _ ]]
j=1

Pr(Zi.i—1=s1:.i—1[t=1]
n

;o Pr(Z;.i—1=s1.i-1|T=j] I Pr[Z1.—1=s1.—1|T=Kk]
1+ (Z 1) Z Pr(Zi.—1=s1.i—1|T=1] + (n Z) . Pr(Zi—1=s1.4-1|T=1]
J<t k>i

n ne2eo

< =
T 14 (—1e 20+ (n—i)e~c 20+ (i —1)+ (n —i)eco

where the third equality follows as for every j € [n], Pr[T = j] = L, and the first inequality follows
from inequality 14.

This immediately implies our claim, since

PI‘[Z111;1 = S1;i,1|T = Z} . PI‘[T = Z}
Pr(Zy.—1 = 51:-1]

¢ =Pr[T' =iZ1;-1 = s1.-1] =
6250

<
T e20 4 (i —1)+ (n —i)eo

where the inequality follows from (11), and as Pr[T'" = i = 1. Substituting the value

of ¢; in (13), we get that for each i € [n], algorithm B® is (g;,0)-DP at index 1, where

o e2€0 (ef0—1) . . ) e®0(ef0—1)

e; = log (1 + 6250+(i_1)+(n_i)660). This results in £; < log (1 + n_(i_l)(l_e%o)), and us-
ing Lemma A.2 for the sequence of mechanisms B!, ... B™ by setting a = e (e® — 1),
b =1-— eio, and k& = n, we get that algorithm Ay, satisfies (e,d)-DP at index 1, for
o 6350(25:_1)2 —|—63€0/2(€€0 _ 1) 210g7$1/5).

The case 09 > 0 uses the same argument based on Lemma A.3 used in the proof of Theorem A 4.
This arguments allows us to reduce the analysis to the case §o = 0 and modify the final € and §
accordingly.

O

Now, we are ready to prove Theorem 5.1.
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Proof of Theorem 5.1. This proof proceeds in a similar manner as the proof of Theorem 7 in [19].
Let D and D’ be 2 datasets of length n that differ at some index i* € [n]. Algorithm 4, can be
alternatively seen as follows. Pick a random one-to-one mapping 7* from {2,...,n} — [n] \ {i*}
and let 7% (D) = (di=, dr=(2), - - -, A= (n)). Next, apply Agyap to 7% (D). It is easy to see that for a
u.a.r. chosen 7* and u.a.r. I € [n], the distribution of o7 (7*(D)) is a uniformly random permutation
of elements in D.

For a fixed 7*, we know that 7* (D) and 7*(D’) differ only in the element with index 1. Therefore,
in the case 9 = 0, from Theorem A.7, we get Asyqp (7 (D)) Re 5 Aswap(m*(D’)) at index 1, for

e= W +e3e0/2(ef0 1) /218010 which implies Ay (D) & 5 Ag (D).

The case g > 0 follows similarly from the corresponding setting of Theorem A.7. O
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